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Introduction to the Cisco 3200 Series Routers

The Cisco 3200 Series routers provides industry-standard network software features that run on
ruggedized hardware, suitable for harsh environments. A router includes a combination of mobile
interface cards and a Cisco 3200 Rugged Enclosure. The following major components are available from
Cisco:

e Cisco 3200 Rugged Enclosures

e Cisco 3270 Rugged Router card

e Mobile Access Router Card (MARC)

e Fast Ethernet Switch Mobile Interface Cards (FESMICs)
e Serial Mobile Interface Cards (SMICs)

e Wireless Mobile Interface Cards (WMICs)

This document describes the Cisco cards and the enclosure solutions that are used to assemble

Cisco 3200 Series routers. A router can be purchased as a complete unit or purchased in part from Cisco
and assembled by a qualified system integrator (SI) as a custom solution. For example, a qualified SI
might assemble cards into a custom enclosure to suit a particular environment. Custom solutions based
on Cisco cards must include a power source, cables, and an enclosure. For information about the specific
hardware configuration of your router, contact your SI.

The following chapters provide information that you need for understanding the physical components of
a completed Cisco 3200 Series router. This document is not intended to cover assembly or repair
instructions.

Chapter 1, “Cisco 3270 Rugged Enclosure,” describes the enclosures that house the Cisco 3200 Series
routers.

Chapter 2, “Cisco 3270 Rugged Router Card,” describes the Cisco 3270 Rugged Router card layout.
Chapter 3, “Mobile Access Router Card,” describes the MARC layout.

Chapter 4, “Fast Ethernet Switch Mobile Interface Card,” describes the FESMIC layout, ports, and
buses.

Chapter 5, “Serial Mobile Interface Card,” describes the SMIC layout, ports, and buses.
Chapter 6, “Wireless Mobile Interface Cards,” describes the WMIC layout, ports, and buses.
Appendix A, “Smart Serial Port External Seal,” describes how to seal the Smart Serial port.

Appendix B, “SFP Module Replacement,” describes how to install and remove small form-factor
pluggable (SFP) modules on the Cisco 3270 Rugged Router card.

[ oL-5816-10
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Audience and Scope

The audience for this document is the system administrator (SA), the SI, and the system engineer (SE).
They are experts with networking industry training and experience. We assume that users are familiar
with the terminology and concepts of the PC-104, Cisco IOS software, and Mobile IP networking.

The SA, SI, or SE refers to this document to understand how the router hardware is connected to
peripheral devices and to perform minor troubleshooting on the cards in an existing router. Although
they might not be specifically identified as SAs, SIs, or SEs, all users of this documentation are assumed
to have comparable skills and knowledge.

Related Documentation

You can access these documents on the Documentation page on Cisco Connection Online (CCO) at
www.cisco.com. The following documentation is available at the
http://www.cisco.com/en/US/products/hw/routers/ps272/tsd_products_support_series_home.html:

e Release Notes for the Cisco 3200 Series Mobile Access Routers (78-13975)—Provides information
about accessing documentation and technical assistance for the Cisco 3200 Series router.

® Radio Channels and Transmit Frequencies(OL-11491-03)—Description of how to determine the
radio type and how to configure radio channel spacing, radio channel or frequency, and Dynamic
Frequency Selection (DFS).

® Roles and the Associations of Wireless Devices(OL-11494-03)—Description of the roles Cisco
wireless devices can be assigned and how the role of a device affects its ability to associate or not
associate with other wireless devices.

® Cisco 3200 Series Wireless MIC Software Configuration Guide (OL-6415-05)—Provides sample
procedures for using the IOS commands to configure Wireless Mobile Interface Cards (WMICs).

* Cisco 3200 Series Mobile Access Router Software Configuration Guide (OL-1926-06)—Provides
sample procedures for using the Cisco IOS commands to configure the Cisco 3270 Rugged Router
card or the Mobile Access Router Card (MARC) in Cisco 3200 Series routers.

e Cisco 3200 Series Mobile Access Router Hardware Reference (OL-5816)—(This book) Provides
descriptions of the Cisco MIC I/O cards in the Cisco 3200 Series routers.

e Cisco 3200 Series Mobile Access Router Reference Sell Document (OL-3880)—Presents an
overview of the reference sell program and components for the Cisco 3200 Series router.

® Regulatory Compliance and Safety Information for the Cisco 3200 Mobile Access Router
(78-16930)—Provides regulatory compliance and safety information.

The release notes that list the enhancements to and caveats for Cisco IOS releases that pertain to the
Cisco 3200 Series router are available at:

http://www.cisco.com/en/US/products/sw/iosswrel/products_ios_cisco_ios_software_releases.html
or

http://www.cisco.com/en/US/products/sw/iosswrel/ps5012/ps4629/index.html

For information about using Cisco IOS software to configure SNMP, see to the following documents:

e The “Configuring SNMP Support” chapter of the Cisco I0S Configuration Fundamentals
Configuration Guide, Release 12.2

e The “SNMP Commands” chapter of the Cisco I0S Configuration Fundamentals Command
Reference, Release 12.2
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For information about using Cisco IOS software to configure Simple Network

Management Protocol (SNMP) Management Information Base (MIB) features, see to the appropriate
documentation for your network management system.

For information on configuring Mobile IP using Cisco I0S software, see to the following documents:
e The “Configuring Mobile IP” chapter of the Cisco I0S IP Configuration Guide, Release 12.2

e The “Mobile IP Commands” chapter of the Cisco I0S IP Command Reference, Volume 1 of 3:
Addressing and Services, Release 12.2

Related documents from the Cisco TAC Web pages include:
e Antenna Cabling

http://www.cisco.com/warp/public/102/wlan/antcable.html

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.

Conventions

Tip

This publication uses these conventions to convey instructions and information:
Command descriptions use these conventions:
e Commands and keywords are in boldface text.
e Arguments for which you supply values are in italic.
e Square brackets ([ ]) mean optional elements.
e Braces ({ }) group required choices, and vertical bars ( | ) separate the alternative elements.

e Braces and vertical bars within square brackets ([{ | }]) mean a required choice within an optional
element.

Interactive examples use these conventions:
e Terminal sessions and system displays are in screen font.
¢ Information you enter is in boldface screen font.
e Nonprinting characters, such as passwords or tabs, are in angle brackets (< >).

Notes, cautions, and timesavers use these conventions and symbols:

Means the following will help you solve a problem. The tips information might not be troubleshooting
or even an action, but could be useful information.

[ oL-5816-10
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Means reader take note. Notes contain helpful suggestions or references to materials not contained in
this manual.

Caution

A

Warning

Waarschuwing

Varoitus

Attention

Warnung

Means reader be careful. In this situation, you might do something that could result in equipment damage
or loss of data.

This warning symbol means danger. You are in a situation that could cause
bodily injury. Before you work on any equipment, be aware of the hazards
involved with electrical circuitry and be familiar with standard practices for
preventing accidents. (To see translations of the warnings that appear in this
publication, refer to the appendix “Translated Safety Warnings.”)

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die
lichamelijk letsel kan veroorzaken. Voordat u aan enige apparatuur gaat
werken, dient u zich bewust te zijn van de bij elektrische schakelingen
betrokken risico’s en dient u op de hoogte te zijn van standaard maatregelen
om ongelukken te voorkomen. (Voor vertalingen van de waarschuwingen die
in deze publicatie verschijnen, kunt u het aanhangsel “Translated Safety
Warnings” (Vertalingen van veiligheidsvoorschriften) raadplegen.)

Tama varoitusmerkki merkitsee vaaraa. Olet tilanteessa, joka voi johtaa
ruumiinvammaan. Ennen kuin tydskentelet minkéan laitteiston parissa, ota
selvaa sdahkokytkentdihin liittyvista vaaroista ja tavanomaisista
onnettomuuksien ehkaisykeinoista. (Tassa julkaisussa esiintyvien
varoitusten kdidnndkset loydit liitteesta "Translated Safety Warnings"
(kaannetyt turvallisuutta koskevat varoitukset).)

Ce symbole d’'avertissement indique un danger. Vous vous trouvez dans une
situation pouvant entrainer des blessures. Avant d’accéder a cet équipement,
soyez conscient des dangers posés par les circuits électriques et
familiarisez-vous avec les procédures courantes de prévention des accidents.
Pour obtenir les traductions des mises en garde figurant dans cette
publication, veuillez consulter I'annexe intitulée « Translated Safety
Warnings » (Traduction des avis de sécurité).

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die
zu einer Korperverletzung fithren konnte. Bevor Sie mit der Arbeit an
irgendeinem Gerat beginnen, seien Sie sich der mit elektrischen
Stromkreisen verbundenen Gefahren und der Standardpraktiken zur
Vermeidung von Unfillen bewuBt. (Ubersetzungen der in dieser
Verdffentlichung enthaltenen Warnhinweise finden Sie im Anhang mit dem
Titel “Translated Safety Warnings” (Ubersetzung der Warnhinweise).)

Cisco 3200 Series Router Hardware Reference
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Avvertenza Questo simbolo di avvertenza indica un pericolo. Si € in una situazione che
puo causare infortuni. Prima di lavorare su qualsiasi apparecchiatura,
occorre conoscere i pericoli relativi ai circuiti elettrici ed essere al corrente
delle pratiche standard per la prevenzione di incidenti. La traduzione delle
avvertenze riportate in questa pubblicazione si trova nell’appendice,
"Translated Safety Warnings” (Traduzione delle avvertenze di sicurezza).

Advarsel Dette varselsymbolet betyr fare. Du befinner deg i en situasjon som kan fgre
til personskade. For du utfgrer arbeid pa utstyr, ma du veere oppmerksom pa de
faremomentene som elektriske kretser innebzerer, samt gjore deg kjent med
vanlig praksis nar det gjelder a unnga ulykker. (Hvis du vil se oversettelser av
de advarslene som finnes i denne publikasjonen, kan du se i vedlegget
"Translated Safety Warnings" [Oversatte sikkerhetsadvarsler].)

Aviso Este simbolo de aviso indica perigo. Encontra-se numa situacao que lhe
podera causar danos fisicos. Antes de comecar a trabalhar com qualquer
equipamento, familiarize-se com os perigos relacionados com circuitos
eléctricos, e com quaisquer praticas comuns que possam prevenir possiveis
acidentes. (Para ver as traducdes dos avisos que constam desta publicacao,
consulte o apéndice “Translated Safety Warnings” - “Traducdes dos Avisos
de Seguranca”).

jAdvertencia! Este simbolo de aviso significa peligro. Existe riesgo para su integridad fisica.
Antes de manipular cualquier equipo, considerar los riesgos que entraiia la
corriente eléctrica y familiarizarse con los procedimientos estandar de
prevencion de accidentes. (Para ver traducciones de las advertencias que
aparecen en esta publicacion, consultar el apéndice titulado “Translated
Safety Warnings.”)

Varning! Denna varningssymbol signalerar fara. Du befinner dig i en situation som kan
leda till personskada. Innan du utfor arbete pa nagon utrustning maste du vara
medveten om farorna med elkretsar och kianna till vanligt forfarande for att
forebygga skador. (Se forklaringar av de varningar som forekommer i denna
publikation i appendix "Translated Safety Warnings" [Oversatta
sdkerhetsvarningar].)

Cisco 3200 Series Router Hardware Reference
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= CHAPTER 1

Cisco 3200 Rugged Enclosures

This chapter provides an overview of the Cisco 3200 Rugged Enclosures so that simple troubleshooting,
such as reconnecting a loose cable, can be performed in the field. The chapter is not intended as a
complete guide to the chassis, because the devices should be serviced or repaired by a qualified
personnel.

The enclosure seals the Cisco 3200 Series router cards so that they can withstand the harsh environments
that are common in police cars, military vehicles, trains, airborne vehicles, and outdoor locations that
are exposed to the elements.

Cisco 3200 Rugged Enclosure features include:

e Symmetrical mounting holes for the mounting brackets, so that the unit can be mounted
upside-down if required.

e A design that meets NEMA4 requirements (impervious to rain or hose-directed water). The
enclosure is slightly rounded on the top and bottom. This provides a non-pooling surface in case the
enclosure is exposed to water.

e Maximum heat dissipation. Thermally conductive pads and thermal vias around the board perimeter
of each card physically contact thermal plates that physically contact the aluminum chassis. This
minimizes the overall board thermal rise by transferring heat into the surrounding environment.

The Cisco 3200 Rugged Enclosures are available as:

e A fully assembled Cisco 3270 Rugged Enclosure that supports the Cisco 3270 Rugged Router card,
up to five mobile interface cards, and one Cisco Mobile Router Power Card (MRPC).

e A fully assembled Cisco 3230 Rugged Enclosure that supports the Mobile Access Router Card
(MARC), up to five mobile interface cards (MICs), and one MRPC.

Cisco 3200 Series Router Hardware Reference
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Chapter1  Cisco 3200 Rugged Enclosures |

Figure 1-1 shows an exploded view of a Cisco 3230 Rugged Enclosure. (The design of the longer
Cisco 3270 Rugged Enclosure is similar.)

Figure 1-1 Exploded View of a Rugged Enclosure

1 |1/O end cap' 2 | Wiring card
3 |Card stack
5

Extrusion (body of the enclosure)

Antenna end cap

1. This end cap shows four serial ports, but the typical configuration has two serial ports.

The enclosures are sealed by using O-rings between the extrusion and the end caps.

Cisco 3200 Series Router Hardware Reference
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Cisco 3270 Rugged Enclosure

The Cisco 3270 Rugged Enclosure operates in a temperature range from —40 to +165°F (40 to +74°C)

when all ports are copper. If the Cisco 3270 Router includes a fiber-optic port, it operates at a

temperature range from —40 to +147°F (-40 to +64°C).
example of a fully assembled Cisco 3270 Rugged Enclosure. Note the greater length to accommodate

The Cisco 3270 Rugged Enclosure is designed to meet NEMA4 requirements. Figure 1-2 shows an
the Cisco 3270 Rugged Router card and future expansion.

Cisco 3270 Rugged Enclosure

Figure 1-2

[ oL-5816-10
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Cisco 3270 Router Card Stack

The Cisco 3270 Rugged Enclosure supports the following configurations:
One Cisco 3270 Rugged Router card
Up to three Wireless Mobile Interface Cards (WMICs)

One Serial Mobile Interface Card (SMIC)

One Fast Ethernet Switch Mobile Interface Card (FESMIC)
One Cisco Mobile Router Power Card (MRPC)

A base configuration includes one of each of the following: Cisco 3270 Rugged Router card, SMIC,
FESMIC, and MRPC.

In the Cisco 3270 Rugged Enclosure, the cards should be stacked in the order shown in Figure 1-3. The
figure includes three optional WMICs. If WMICs are added, the first WMIC should be installed on the
bottom of the stack, and the next two WMICs should be installed at the top of the stack.

Figure 1-3 Example of a Cisco 3270 Router Card Stack with Three Optional WMICs

270441

1 |[WMIC1 2 |MRPC

3 |MARC 4 |SMIC

5 |FESMIC 6 |[WMIC2

7 |WMIC3 8 |Small-form-factor pluggable
(SFP) module

9 |Second PCI bus

] Cisco 3200 Series Router Hardware Reference
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| Chapter1 Cisco 3200 Rugged Enclosures

Cisco 3230 Rugged Enclosure

The Cisco 3230 Rugged Enclosure is designed to accommodate the Mobile Access Router Card
(MARC). This enclosure operates in a temperature range from —40 to 165°F (—40 to +74°C), and is
certified to meet NEM A4 requirements. Figure 1-4 shows an example of a Cisco 3230 Rugged
Enclosure.

Figure 1-4 Cisco 3230 Rugged Enclosure

1 |Front of the enclosure (I/0 end cap)1

2 ‘Back of the enclosure (antenna end cap)

1. This end cap shows four serial ports, but the typical configuration has two serial ports.

Cisco 3200 Series Router Hardware Reference
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Cisco 3230 Router Card Stack

The Cisco 3230 Rugged Enclosure can accommodate up to seven cards, including:
e One MARC
e Up to three WMICs
e One SMIC (or no SMIC)
* One FESMIC
¢ One MRPC

A basic configuration includes one of each of the following: MARC, SMIC, FESMIC, WMIC, and
MRPC.

In the Cisco 3230 Rugged Enclosure, the cards should be stacked in the order shown in Figure 1-5. The
two optional WMICs are on the top of the stack.

Figure 1-5 Cisco 3230 Router Stack

1 |WMIC1 2 |MRPC
3 |MARC 4 |SMIC

5 |FESMIC 6 |[WMIC?2
7 |WMIC3
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Rugged Enclosure End Caps

Each Cisco 3200 Rugged Enclosure has two end caps: an antenna end cap that connects to the back of
the enclosure, and an I/O end cap that connects to the front of the enclosure. The port configurations of
the I/0 end caps vary, based on the contents of the enclosure. For example, the number and location of
antenna ports installed on the antenna end cap depend on how many WMICs are installed in the
enclosure.

Note  To prevent exposure to the elements, we recommend using the protective port covers (provided) on ports
that are not in use and using port covers (provided) on the mating cables.

Antenna End Cap

The antenna end cap has four antenna ports on the flat side and two ports on the top surface. The end
cap is used with the Cisco 3270 Rugged Enclosure or the Cisco 3230 Rugged Enclosure. The antenna
ports are connector type RP-TNC. Each RP-TNC is connected internally to a WMIC. Typically, two
antenna ports are used to support each WMIC. If fewer than three WMICs are installed, the unused
antenna connector ports are sealed with a cap to protect them from the environment.

Figure 1-6 Cisco 3200 Rugged Enclosure Antenna End Cap with a Mounting Bracket
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Note By default, the Cisco 3205 WMIC uses the right antenna to receive and transmit data.
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Note For additional information on antennas and antenna cables, see the “Antenna Basics” technical note at
http://www.cisco.com/en/US/products/hw/wireless/ps458/products_installation_guide_chapter09186a
008007f74a.html
and the “Antenna Cabling” technical note at
http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00801c12¢c2.shtml

1/0 End Caps for the Cisco 3200 Rugged Enclosures

The I/0 end cap has multiple connectors for connecting power and data cables. The end cap
configurations shown in this section are fully populated; however, the number of ports and their
functions may differ, depending upon the number of WMICs in the system.

End Cap Fast Ethernet and WMIC Console Ports

Internally, five Fast Ethernet ports are available: one routed Fast Ethernet port on the router card and
four switched Fast Ethernet ports on the Fast Ethernet Switch Mobile Interface Card (FESMIC). When
a WMIC is installed in addition to the router, the WMIC Fast Ethernet port is connected internally to the
routed Fast Ethernet port on the router card or is connected to one of the switched Fast Ethernet ports on
the FESMIC to provide a communications link with the router. In contrast, the Serial Mobile Interface
Card (SMIC) and FESMIC communicate with the router through the bus. All the router Fast Ethernet
ports are addressed by using the slot/port format.

In typical configurations, the first WMIC Fast Ethernet port is connected to the routed Fast Ethernet port
on the router card. The Fast Ethernet ports of the second and third WMICs are connected to FESMIC
switched Fast Ethernet ports. The differences in the types of the router Fast Ethernet ports that the
WMICs are connected to affect how they are configured, as, for example, when uploading a Cisco IOS
image to a WMIC.

The WMIC runs an independent Cisco IOS image and when you configure the WMIC, the link forms an
internal LAN. In standard configurations, the WMIC Fast Ethernet port is never brought out to the end
cap.

The WMIC console port is brought out to the corresponding RJ-45 port on the I/0 end cap, replacing a
Fast Ethernet port. If the router includes one WMIC, the ETA/TTIA-232 WMIC console port replaces a

Fast Ethernet port on the end cap. If the router includes two WMICs, two WMIC EIA/TIA-232 console
ports replace two Fast Ethernet ports on the end cap.

Note At present, even if the router contains no WMICs, in standard configurations the maximum three Fast
Ethernet ports are brought out to the end cap. Unused EIA/TTIA-232 ports are sealed.

Cisco 3200 Series Router Hardware Reference
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Cisco 3270 Router I/0 End Cap

Figure 1-7 shows the Cisco 3270 Router I/O end cap.
Figure 1-7 Cisco 3270 Router End Cap
1 |Router console port 2 |FEO port
3 |FE1 port 4 |FEOX port

GEO (Gigabit Ethernet) port 6 |Fiber-Optic port (shown) or Copper Gigabit

Ethernet (GE1) port

USBO (bottom) and USBI1 (top) ports 8 |Ser2 Smart Serial port
9 |Power input 10 |Serl EIA/TIA-232 (DCE) port
11 |AUX port 12 |SerO EIA/TIA-232 (DCE) port
13 |FE1X port or WMIC 3 console port! 14 |FE2X port or WMIC 2 console port!
15 |FE3X port or WMIC 1 console port!

1. The configuration of the port is set at the factory and labeled accordingly.

The RJ-45 connectors identified as 8, 9, and 10 are Fast Ethernet ports or WMIC console ports,
depending on the configuration of the system. For example, if two WMICs have been added to the router,
RJ-45 ports 8 and 9 are labeled WMIC 1 and WMIC 2. Port 10 is labeled FE1X.
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Note  The connectors are sealed at the factory with captive dust covers (not shown) that seal the ports and
protect the pins. The dust covers should be used to seal the ports when the ports are not covered by cable
connectors.

Fiber Optic Connector IP-67 Integrity

When the fiber-optic port is not connected or otherwise in use, the protective cover should be used to
seal the port. To seal the fiber-optic port when it is connected to a cable, use connectors that maintain
IP-67 integrity. The part numbers for the connectors are Tyco 1828618—1 and Tyco 1828618-2.

A

Caution  When connecting fiber-optic cables, observe all standard procedures for safety, and maintain a clean
connection.

Power Connector IP-67 Integrity

To seal the Tyco DC Power input power connector and maintain IP-67 integrity, use the following parts:
e 796094-2—CPC housing
e 66101-3—contact
e 207489-1-boot
e 207490-1—cable (grip size 11)

Smart Serial Port External Seal for System Integrity

When the Smart Serial port is not connected or otherwise in use, the protective cover should be used to
seal the port. To seal the Smart Serial port when the port is connected to a cable, complete the steps in
Appendix A, “Smart Serial Port External Seal.” in the Cisco 3200 Series Router Hardware Reference.

Cisco 3200 Series Router Hardware Reference
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USB Flash Storage Device Caveat

In some cases, using two USB flash storage devices causes unpredictable results (CSCsd11136).

If one USB flash storage device is plugged into a USB port and a second USB flash storage device is
plugged into or unplugged from the other port, an error might occur (CSCsd44152). The error message
is, “USB_HOST_STACK-6-USB_FLASH_READY_TEST_TIME: USB flash 'Ready' test time over

4 seconds.”

If an unsupported USB flash storage device is plugged into a USB port, an error might occur
(CSCsd44152). The error message is, “Failed to enumerate a USB device as not able to read the device's

description.”

To correct the problems, remove any unsupported USB flash storage device and use only one supported
device in one of the two USB ports. The Cisco-supported flash storage devices listed below.

Item# Vendor Part Number
16-3153-01 SANDISK SDUJGU0-256-926
16-3153-01 M-SYSTEMS 8U-52E-0256-12A01C
16-3152-01 SANDISK SDUJGUO0-128-926
16-3152-01 M-SYSTEMS 8U-52E-0128-12A01C
16-3151-01 SANDISK SDUJGU0-64-926
16-3151-01 M-SYSTEMS 8U-52E-0064-12A01C

[ oL-5816-10
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Cisco 3230 Router I/0 End Cap

Figure 1-8 shows the Cisco 3230 Router I/O end cap. It has multiple connectors that can be used to
connect power and data cables.

Figure 1-8 Cisco 3230 Router End Cap

ONOROIOXOLO),

JFEIX FE2X

1 |WMIC 1 console port 2 |WMIC 2 console port
3 |WMIC 3 console port 4 |FEO port
FE1X port 6 |FE2X or MARC FEOX port (for more

information, see the “Fast Ethernet Port
Cabling for the Cisco 3250 and Cisco 3230
Routers” section on page 1-16.)

AUX port 8 |Router console port
9 |Ser0 RS-232 (DCE) port 10 |Serl RS-232 (DCE) port

11 |Power input

A
Note  The connectors are sealed at the factory with captive dust covers (not shown) that seal the ports and

protect the pins. The dust covers should be used to seal the ports when the ports are not otherwise
covered by cable connectors.

Cisco 3200 Series Router Hardware Reference
m. 0L-5816-10 |



| Chapter1 Cisco 3200 Rugged Enclosures

Protective End Cap Cover

A protective end cap cover (Figure 1-9) provides weatherproof protection for the ports on the end caps
of the Cisco 3200 Rugged Enclosure when the enclosure is installed outdoors. The protective end cap

cover also provides added protection for in-vehicle use, inhibiting corrosion on the ports and potential
damage from objects that are stored near the enclosure inside a vehicle.

The protective end cap cover has a ruggedized design for high reliability and NEMA4 compliance.

Figure 1-9 Cisco 3200 Rugged Enclosure Protective End Cap Cover

1 |Hinge point 2 |NEC cable pass-through

3 |Holes for 8-32 protective end cap cover |4 |Hinge/mounting bracket
screws

5 |Mounting bolt

Cisco 3200 Series Router Hardware Reference
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To attach the protective end cap cover to the enclosure, follow these steps (see Figure 1-10).

Figure 1-10 Protective End Cap Cover Installation

1 |Hinge bracket 2 | Hinge point
3 |Cable/service loop cavity 4 |NEC pass-through
Gasket 6 |Cap mounting

Step1  Loosen the end cap mounting hardware (four 1/4-20 bolts), but do not remove the bolts.

Step2  Slide the hinge brackets onto the right side and the left side of the end cap cover. The mounting tabs
should slide under the loosened bolts.

Step3  Re-torque the two loosened bolts on the right side of the end cap cover to between 58 and 68 in-Ib.
Step4  Ensure that the gasket is fully seated in the protective end cap cover.

Step5  Close the cover on the protective end cap cover and ensure that it is fully seated.

Step6  Re-torque the end cap cover bolts on left side of the end cap cover to between 58 and 68 in-1b.

Step7  Tighten the 8-32 protective cover screws (18 in-1b) until they are seated.

For sealing, we recommend Liquid Tight Connector, which is described at the following URL:

http://www.newark.com/Newark WebCommerce/newark/en_US/mfr/brands.jsp?mfg=HUBB

Cisco 3200 Series Router Hardware Reference
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I/0 End Cap Port Signals

This section describes the ports and port signals on the Cisco 3200 Rugged Enclosure I/O end caps.

Gigabit Ethernet Signal Limitations

Due to CPU and memory bus limitations, a Gigabit Ethernet port transmits and receives packets below
the line rate. The line rate is lower for small frames and higher for large frames.

Small packet streams on Gigabit Ethernet ports, such as 64-byte packet streams, support up to 24 percent
of full duplex, bidirectional line rate traffic without experiencing packet drops.

The 512-byte packet streams support up to 78 percent of full duplex, bidirectional line rate traffic. The
1518-byte packet streams support up to 88 percent of full duplex bidirectional line rate traffic.

At higher frame rates the RDRP receive drop counter (displayed by using the show controller g0/0
command) increases indicating dropped packets.

At higher frame rates for packet sizes greater than 512 bytes, the transmit underruns' counter (displayed
by using the show int g0/0 or show int g0// command) increases. The transmit underruns might cause
CRC errors on the peer router.

Fast Ethernet Signals

A Cisco router identifies a Ethernet port interfaces by slot number and port number in the format of
slot/port. For example, the slot/port address of a Fast Ethernet interface on the Cisco 3230 Rugged
Enclosure is 0/0.

The Cisco 3270 Router Ethernet port signals are in compliance with IEEE 802.3. The interfaces support
the following:

e Autonegotiation and parallel detection MII interface with extended register capability for
10/100BASE-TX or 10/100/1000BASE-TX connections.

e Full-duplex and half-duplex modes.

e 3.3V operation low power consumption (300 mW typical).

e Low-power sleep mode.

e Robust baseline wander correction performance.

e MDIX support (Fast Ethernet and Gigabit Ethernet copper only).

e Jumbo Frame (4400 bytes) support on Gigabit Ethernet interfaces.

e 10BASE-T or 100BASE-TX using a single Ethernet connection.

e 10BASE-T, 100BASE-TX, or 1000BASE-TX using a Gigabit Ethernet copper connection.

e 100BAFX/100LX, 1000BASE-SX, 1000BASE-LX/LH for Gigabit Ethernet fiber-optic
connections. (The speed is not configurable.)

e Standard carrier signal multiple access collision detect (CSMA/CD) or full-duplex operation.

e Integrated programmable LED drivers.

1. Transmit underrun—an error on interfaces when the data is not ready on the memory bus when the system
attempts to transmit the data; a bad packet is transmitted.

Cisco 3200 Series Router Hardware Reference
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The Cisco 3230 Router Ethernet port signals are in compliance with IEEE 802.3. The interfaces support
the following:

e Autonegotiation and parallel detection MII interface with extended register capability for
10/100BASE-TX connections

e Full-duplex and half-duplex modes

e 3.3V operation low power consumption (300 mW typical)

e Low-power sleep mode

e 10BASE-T or 100BASE-TX using a single Ethernet connection

e Robust baseline wander correction performance

e Standard carrier signal multiple access collision detect (CSMA/CD) or full-duplex operation

e Integrated programmable LED drivers

Fast Ethernet Port Cabling for the Cisco 3250 and Cisco 3230 Routers

Most Cisco 3200 Series router Ethernet ports support autodetection. If the device that the router is
connected to also supports autodetection, the choice of a straight-through or crossover Ethernet cable
does not matter. However, the Cisco 3250 router MARC FEOX port does not support autodetection.

To connect a port marked MARC FEOX to a routing Ethernet port that does not support autodetection,
use a straight-through Ethernet cable. To connect a MARC FEOX port to a hub, switch, a router hub, or
switch port, use a crossover Ethernet cable. Table 1-1 shows the connections.

Table 1-1 General Guidelines for MAR Fast Ethernet Port Cabling

Server, Workstation, or Personal Hub, Switch, Uplink Router
Ports Computer Ethernet Link Ethernet Hub, or Switch
Ports marked FEOX, FE1X, |Straight-through cable Crossover cable
and so forth
Ports marked FEO, FE1, and |Crossover cable Straight-through cable
so forth

For example, a port marked FEOX requires a crossover Ethernet cable to establish the Ethernet link
between a Cisco 3250 router and a hub. A port that does not support autodetection marked FEO requires
a straight-through Ethernet cable to establish the Ethernet link between a Cisco 3250 router and a hub.

For additional information on cable pin assignments, see the “Cable Pinouts” chapter of the Cisco
Content Services Switch Getting Started Guide at:

http://www.cisco.com/en/US/products/hw/contnetw/ps789/products_installation_guide_chapter09186a
00805f718d.html
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Console Port Signals

You can connect to the router or to a Wireless Mobile Interface Card (WMIC) by using a console cable
to connect to the console interfaces.

The console port signals:
e Are asynchronous serial DCE
e Support 9.6-kbps, 19.2-kbps, 38.4-kbps, 57.6-kbps, and 115.2-kbps baud rates
e Support full modem control of DTR, DSR, RTS, and CTS signals

AUX Port Signals

The AUX port is a serial asynchronous port that supports the following speeds:

¢ Cisco 3270 Rugged Router card in the Cisco 3270 Router: 1.2 kbps, 2.4 kbps, 4.8 kbps, 9.6 kbps,
19.2 kbps, 38.4 kbps, 57.6 kbps, 115.2 kbps, and 460 kbps.

* Mobile Access Router Card (MARC) in the Cisco 3230 Router: 1.2 kbps, 2.4 kbps, 4.8 kbps,
9.6 kbps, 19.2 kbps, 38.4 kbps, 57.6 kbps, and 115.2 kbps.

The AUX port supports the following:
e Asynchronous serial DTE
* 5 to 8§ data bits
e 1, 1.5, or 2 stop bits
e (Odd, even, or no parity

¢ Flow control by using RTS, CTS, DTR, and CDC signals

Cisco 3200 Series Router Hardware Reference
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Cisco 3200 Rugged Enclosure LED Indications

This section describes the LED indications for the Cisco 3200 Rugged Enclosure I/O end caps.

S

Note

The behavior of the WMIC LEDs is described in the “WMIC Console LEDs” section on page 1-19.

Cisco 3270 Rugged Enclosure 1/0 End Cap LED Indications

Table 1-2 lists the LEDs for the Cisco 3270 Rugged Enclosure I/0O end caps and their indications.

Table 1-2  LEDs for the Cisco 3270 Rugged Enclosure End Cap

LED

Indication

Cisco 3270 Rugged Router card

Solid green: OK.
Blinking: Booting and self-testing.
Black: Not OK or the power is off.

Serial Status/Link (1 status/link
LED per serial port)

Solid green: Link OK.
Black: No link is detected.
Amber blink: Activity.

Fast Ethernet

(1 LED per port, except for the
fiber-optic port, which has no
LEDs)

Link LED
Solid green: Link OK.
Black: No link is detected.

Activity LED
Black: No activity and no connection.
Green blink: Activity.

Gigabit Ethernet
(2 LEDs per port)

Link LED
Solid green: Link OK.
Black: no link is detected.

Activity LED

Solid green: Link OK.
Black: No activity.
Green blink: Activity.

Console

Solid green: Link OK.
Black: No activity.
Green blink: Activity.

WMIC Console (Installation or
Operation Mode)

For installation mode, see Table 1-4 on page 1-19.

For operation mode, see Table 1-5 on page 1-20.
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Cisco 3230 Rugged Enclosure I/0 End Cap LED Indications

Table 1-3 lists the LEDs for the Cisco 3230 Rugged Enclosure I/O end caps and their indications.

Table 1-3  LEDs for Cisco 3230 Router I/0 End Caps

LED

Indication

MARC

Solid green: OK.
Blinking: Booting and self-testing.
Black: Not OK or the power is off.

Serial Status/Link (1 status/link LED per
serial port)

Solid green: Link OK.
Black: No link is detected.
Amber blink: Activity.

Fast Ethernet (2 LEDs per Fast Ethernet
port)

Link LED
Solid green: Link OK.
Black: No link is detected.

Activity LED
Black: No activity.
Green blink: Activity.

WMIC Console (Installation or Operation
Mode)

For installation mode, see Table 1-4 on page 1-19.

For operation mode, see Table 1-5 on page 1-20.

WMIC Console LEDs

WMIC console LEDs function in installation mode or operational mode. The WMIC is set to the
installation mode by default. To change the function of the WMIC, use the station role command.

Table 1-4 shows the status of the LEDs when the WMIC is in installation mode (signal strength).

Table 1-4 WMIC Installation Mode

RSSI (dBm) Status LED Radio LED

>-51 Steady Steady

-58 to —54 Fast blinking (16 Hz) Steady

—60 to —57 Slow blinking (4 Hz Steady

—63 to —60 Very slow blinking (2 Hz) Steady

—66 to —63 Black Steady

-69 to —66 Black Fast blinking (16 Hz)
—72 to —69 Black Slow blinking (4 Hz
=75 to =72 Black Very slow blinking (2 Hz)
<-75 Black Black
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Table 1-5 shows the status of the LEDs when the WMIC is in operational mode.

Table 1-5 WMIC Operational Mode

Indication Status LED Radio LED

Green steady At least one bridge is associated. —

Red steady Loading firmware. Firmware failure.

Green blink No bridges are associated. Transmitting or receiving packets on
the radio port.

Amber blink General warning. Maximum retries or buffer full.

Black (no light) — Default.

Thermal Plates

Cisco 3200 Rugged Enclosures use thermal plates and Wedge Loks to transfer heat from the cards to the
extrusion. Figure 1-11 shows a card with thermal plates. The conduction cooling removes the need for
internal fans.

Figure 1-11 Router Card with Thermal Plates

270446

1 |Power connector 2 |Wedge Lok

3 |ISA bus 4 |PCI bus
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Mounting Brackets

Mounting brackets are available for the enclosures.

The notches in the mounting brackets allow you to temporarily install the bracket without the router in
place. The bolts for the notches in the mounting bracket can be installed on the enclosure before the other
bolts are installed. The partially installed bolts provide enough support to allow you to install the router
in the bracket, and then install and tighten the remaining bolts. The torque values for the mounting
bracket screws are from 58 to 68 in-Ib.

Figure 1-12 shows the Cisco 3270 Rugged Enclosure mounting bracket.

Figure 1-12 Cisco 3270 Rugged Enclosure Mounting Bracket

170050
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Figure 1-13 shows the dimensions of the Cisco 3270 Rugged Enclosure mounting bracket.

Figure 1-13 Cisco 3270 Rugged Enclosure Mounting Bracket Dimensions
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Figure 1-14 shows the Cisco 3230 Rugged Enclosure mounting bracket.

Figure 1-14 Cisco 3230 Rugged Enclosure Mounting Bracket
r\_ﬁ
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Figure 1-15 shows the dimensions of the Cisco 3230 Rugged Enclosure mounting bracket.

Figure 1-15 Cisco 3230 Rugged Enclosure Mounting Bracket Dimensions
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Cisco 3270 Rugged Router Card

This chapter describes the features of the Cisco 3270 Rugged Router card. The Cisco 3270 Rugged
Router card is the core component of a Cisco 3270 Mobile Access Router. It is compatible with other
Cisco 3200 Series router mobile interface cards (MICs), such as the Wireless Mobile Interface Card
(WMIC). The Cisco 3270 Rugged Router card is also available as a standalone router card (to be
embedded into a third-party enclosure).

The Cisco 3270 Rugged Router card includes the host processor, memory, ports, and LED signals.
Additional components provide power and link interfaces; for example, the Serial Mobile Interface Card
(SMIC) provides the serial interfaces. The exact configuration of your router will vary, depending on
how the device was configured by the vendor.

The Cisco 3270 Rugged Router card has the following features:
e Support for the PC/104-Plus form factor.
e Dual 32-bit PCI buses, one running at 66 MHz and the other at 25 MHz.
e 256-MB, 64-bit, unbuffered, double data rate (DDR), synchronous DRAM.
e 064-MB, 16-bit flash memory.
e Two Fast Ethernet ports with autonegotiation.

e Two Gigabit Ethernet port signal sets with autonegotiation; the router can be ordered with support
for one fiber-optic port and one copper port, or with two copper ports.

¢ Console port signals, with modem flow control.

e Asynchronous ETA/ITA 232 serial port signals with 5V auxiliary power for GPS/AUX devices.
e Two USB 2.0 high-speed (480-Mbps) port signal sets.

e High-performance hardware encryption processor.

e Zeroization to clear up any trace of user data or binary code.

e Industrial-grade components that support local component ambient temperature ranges.'

e An enhanced PCI-to-PCI bridge that supports asynchronous operation. The asynchronous bridge
allows each port to run from a separate independent clock for the highest performance. A
synchronous clock forces one side of the bridge to slow down to support a slow device on the other
side of the bridge; asynchronous bridge clock domains can be arbitrarily different.

1. Except optical small form-factor pluggable (SFP) modules. Optical SFPs have a temperature range of -40 to
+85°C device temperature as opposed to local component ambient temperature.
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Note

Note

The Cisco 3270 router can be ordered with one Gigabit Ethernet copper interface and one fiber optic
interface, or with two Gigabit Ethernet copper interfaces. The port configurations are not
interchangeable.

The PCI bus connector supports communication between the Serial Mobile Interface Card (SMIC), the
Fast Ethernet Switch Mobile Interface Card (FESMIC), and the Cisco 3270 Rugged Router card. The
Wireless Mobile Interface Card (WMIC) communicates with the router through an internal Fast Ethernet
port. The WMIC is configured through an independent console port; the card draws power only from the
bus.

For detailed information about the Cisco 3270 Rugged Router card, such as header pin assignments, see
the “Cisco 3200 Series Mobile Access Router Technical Reference” (OL-1927).

Cisco 3270 Rugged Router Card Component Systems

A

The industry-standard architecture (ISA) buses and peripheral component interconnect (PCI) buses on
the Cisco 3200 Series Mobile Access Router cards provide power to the components on the cards. Both
buses comply with the PC/104-Plus standard. The ISA bus allows PC/104-Plus ISA signals to pass
through the card bus, but the Cisco cards do not use any of the signals.

The PCI bus signals allow the Cisco SMIC and FESMIC to communicate with the Cisco 3270 Rugged
Router card. The WMIC draws power from the bus, but it does not communicate with the router through
the buses. It communicates with the router through an internal Fast Ethernet port. Non-Cisco cards
cannot communicate with the router over the PCI bus.

Caution

If you add non-Cisco cards that generate signals on the PCI bus, the router might shut down. Please do
not add non-Cisco cards that generate signals on the PCI bus.

Cisco 3200 Series Router Hardware Reference
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||
Figure 2-1 shows the Cisco 3270 Rugged Router card header and bus locations.
Figure 2-1 Cisco 3270 Rugged Router Card Header and Bus Locations
1 |Gigabit Ethernet 1 (fiber-optic or copper) 2 |Gigabit Ethernet 0
3 |Fast Ethernet 1 4 |Fast Ethernet O
5 |USB ports and USB LEDs 6 |PCI bus for future expansion
7 |ISA bus 8 |Jumper for optional Fast Ethernet 0'
9 |Optional Fast Ethernet 0 10 |Multifunction (AUX, console, LED) header
11 |GPIO? Zeroization pins and USB header 12 |PCI bus

1. Factory set. Do not modify.
2. General Purpose Input/Output.

Note  The PC/104-Plus standard requires that the PCI bus and the ISA bus use keying features in the standard
stacking headers to guarantee proper module installation. On the PCI bus, pin D30 is removed and the
D30 opening is plugged. On the ISA bus, pin C19 and pin B10 are removed, and the C19 and B10
openings are plugged.

Cisco 3200 Series Router Hardware Reference
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Cisco 3270 Rugged Router Card Power Requirements

The Cisco 3270 Rugged Router card uses +3.3 V, +5 V, and +12 V power sources. Typical power
consumption is 20 W. The maximum calculated wattage is 26.5 W.

Table 2-1 Cisco 3270 Rugged Router Card Voltages
Voltage Current Power

+3.3V 1.8 A 59w

+5.0V 4.0 A 20.0 W

+12.0V 0.05A 0.6 W

Power Connections (AUX)

The speed of the AUX port for the Cisco 3270 Rugged Router card can be configured as 2400, 4800,
9600, 19200, 38400, 57600, 115200, 230400, or 460800 bps. Use the line aux linenumber speed
command to modify the speed of the port.

A +5V power supply is provided for devices connected to the AUX port. A Global Positioning System
(GPS) modem is used as an example in this section. Typically the +5V power supply current to GPS
modems should be limited to less than 200 mA.

Table 2-2 shows the pin assignments for power on the AUX port.

Table 2-2 Cisco 3270 Rugged Router Card Multifunction Header Pin Assignments for Power
Pin Signal Description Function

9 GND Ground GND

26 +5V +5 V DC Power Supply Power

Hardware Encryption Processor

The Cisco 3270 Rugged Router card integrated security engine (SEC 2.0) is optimized to handle all the
algorithms associated with IPSec, Secure Sockets Layer (SSL)/Transport Layer Security (TLS), Secure
Real-time Transport Protocol (SRTP), 802.111, Internet SCSI (iSCSI), and Internet key exchange (IKE)

processing. The security engine contains four crypto channels, a controller, and a set of crypto execution
units (EUs).

The SEC can act as a master on the internal bus. This allows the SEC to alleviate the data movement
bottleneck normally associated with slave-only cores. The host processor accesses the SEC through its
device drivers, using system memory for data storage. The SEC resides in the peripheral memory map
of the processor; therefore, when an application requires cryptographic functions, it creates descriptors
for the SEC that define the cryptographic function to be performed and the location of the data.

The SEC bus-mastering capability permits the host processor to set up a crypto channel with a few short

register writes, leaving the SEC to perform reads and writes on system memory to complete the required
task.
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The EUs are:

e Public Key Execution Unit (PKEU) supporting:
— RSA and Diffie-Hellman
— Programmable field size up to 2048 bits
- Elliptical curve cryptography

e Data Encryption Standard Execution Unit (DEU)
— Data Encryption Standard (DES)
— Triple Data Encryption Standard (3DES)
- Two-key (K1, K2) or three-key (K1, K2, K3)

— Ethernet Bundling Controller (EBC) and Cipher Block Chaining (CBC) modes for both DES
and 3DES

e Advanced Encryption Standard Unit (AESU)
— Implements the Rinjdael symmetric key cipher
— Key lengths of 128, 192, and 256 bits

- ECB, CBC, CCM, and AES Counter Mode (a block cipher that encrypts 128-bit blocks of data
at a time with a 128-bit encryption key)

e ARC Four execution unit (AFEU)
— A stream cipher compatible with the RC4 algorithm
— 40- to 128-bit programmable key
e Message Digest Execution Unit (MDEU)
— Secure Hash Algorithm (SHA) with a 160-bit or 256-bit message digest
— Message Digest 5 (MDS5) with a 128-bit message digest
— Hash-based Message Authentication Code (HMAC) with either algorithm
e Random Number Generator (RNG)
e Four crypto channels, each supporting multi command descriptor chains
— Static or dynamic assignment of crypto-execution units through an integrated controller
— Buffer size of 256 bytes for each EU, with flow control for large data sizes

A

Caution  Zeroization is a feature that erases all potentially sensitive information from the router. It is disabled by
default on the router. When Zeroization is not configured on the router, the AUX port functions as a
modem port or a terminal port.

Zeroization is configured through the command-line interface (CLI), but it cannot be activated through
the CLI. Zeroization is activated by actuating a custom switch connected to the GPIO pins or an actuator
(such as a push button) that must be attached to the AUX port.

There is no way for the router to reliably determine whether a device attached to the AUX port is an
actuator. Therefore, any device attached to the AUX port could potentially trigger declassification. When
declassification is enabled through the CLI, we recommend that you do not use the AUX port for any
function other than declassification.

Cisco 3200 Series Router Hardware Reference
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Ethernet Port Speed and Duplex Mode

The router cannot automatically negotiate port speed and duplex mode unless the connecting port is
configured speed auto, duplex auto, or no speed. If the port speed is set to a value other than auto, such
as 10, 100, or 1000-Mbps, configure the remote link partner port to match the local settings; do not
configure the link partner port to auto.

If a copper Gigabit Ethernet port speed is configured as 1000-Mbps, it must be configured as duplex
auto mode; otherwise the link will not come up. We recommend that you use the speed auto command
and duplex auto command to configure a Gigabit Ethernet port.

The fiber-optic Gigabit Ethernet port does not allow users to configure the mode as speed or duplex. The
port speed and mode are determined by the SFP module.

Note  Changing the Ethernet port speed and duplex mode configuration might shut down and reenable the
interface during the reconfiguration.
The procedure to set the port speed for a copper Gigabit Ethernet port is as follows:
Command Purpose
Step 1 Router(config)# interface GigabitEthernet slot/port |Selects the Ethernet port to be configured.
Step 2 Router(config-if)# speed {10 | 100 | 1000 | auto} Sets the speed of the Ethernet interface.
Default Router(config-if)# no speed Reverts to the default configuration (speed
auto). If you set the port speed to auto on a
10/100/1000-Mbps Ethernet port, speed is
autonegotiated.
To set the mode on a copper Gigabit Ethernet port to duplex?
Command Purpose
Step 1 Router(config)# interface GigabitEthernet slot/port |Selects the Ethernet port to be configured.
Step 2 Router(config-if)# duplex [auto | full | half] Sets the duplex mode of the Ethernet port.
Default Router(config-if)# no duplex Reverts to the default configuration (duplex
auto).

~

Note

The Gigabit Ethernet optical fiber interface only supports full duplex mode; a Cisco IOS command to
set the mode is not is supported.
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Cisco 3270 Rugged Router Card Encryption Module

The integrated security engine (SEC 2.0) is optimized to handle all the algorithms associated with IP
security (IPSec), Secure Sockets Layer (SSL)/Transport Layer Security (TLS), Secure Real-time
Transport Protocol (SRTP), 802.11i, Internet Small Computer System Interface (iSCSI), and Internet
Key Exchange (IKE) processing. The security engine contains four crypto channels, a controller, and a
set of crypto execution units (EUs). The security engine can act as a master on the internal bus. This
allows the security engine to alleviate the data movement bottleneck normally associated with slave-only
cores.

The host processor accesses the security engine through device drivers, using system memory for data
storage. The security engine resides in the peripheral memory map of the processor; therefore, when an
application requires cryptographic functions, it simply creates descriptors for the security engine that
define the cryptographic function to be performed and the location of the data.

The security engine bus-mastering capability permits the host processor to set up a crypto-channel with
a few short register writes, leaving the security engine to perform reads and writes on system memory.

Security Engine Features

The execution units are:

Public Key Execution Unit (PKEU) supporting the following:

— RSA and Diffie-Hellman

— Programmable field size up to 2048 bits

— Elliptic curve cryptography
Data Encryption Standard Execution Unit (DEU)

- DES, 3DES

— Two key (K1, K2) or Three Key (K1, K2, K3)

— Electronic codebook (ECB) and cipher-block chaining (CBC) modes for both DES and 3DES
Advanced Encryption Standard Unit (AESU)

— Implements the Rinjdael symmetric key cipher

- Key lengths of 128, 192, and 256 bits

- ECB, CBC, Counter with CBC-MAC (CCM), and Counter modes
ARC Four execution unit (AFEU)

— Implements a stream cipher compatible with the RC4 algorithm

— 40- to 128-bit programmable key
Message Digest Execution Unit (MDEU)

— SHA-1 with 160-bit or 256-bit message digest

— MDS5 with 128-bit message digest

— Keyed-Hash Message Authentication Code (HMAC) with either SHA or MD5 algorithm
(HMAC-MDS5 or HMAC-SHA)

Random Number Generator (RNG)
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e 4 crypto channels, each supporting multicommand descriptor chains
— Static and/or dynamic assignment of crypto execution units through an integrated controller
— Buffer size of 256 bytes for each execution unit, with flow control for large data sizes

e 256 (PBGA), 17x17 in., typical power 1.7 W

Temperature Sensor

Note

A router equipped with the Cisco 3270 Rugged Router card includes a high-precision digital
thermometer and thermostat (DS1631). The temperature is sampled every 30 seconds. A warning is sent
to users by means of SNMP traps and by flashing the overtemperature LED if temperature falls below
-40°C or exceeds +95°C until the temperature falls back to its normal range.

The signal and LED are available only on the Cisco 3270 Rugged Router card, not on the Cisco 3200
rugged enclosures.

Cisco 3270 Rugged Router Card MAC Address Allocation

Cisco 3270 Rugged Router card—equipped routers are allocated 37 MAC addresses, starting from the
base MAC address. A card-equipped Cisco 3270 Rugged Router supports four interface ports. Fast
Ethernet ports can be port 0 and 1. Gigabit Ethernet ports are port 2 and 3, depending on the router
configuration.

The assignments for MAC addresses are as follows:
e Four MAC addresses for each of the for four Ethernet ports, offset O to 3 from the base MAC address.
e One switch virtual interface (SVI) for the FESMIC; offset 4 from the base MAC address.

e Thirty-two MAC addresses for FESMIC Spanning Tree Protocol (STP), offset 5 to 36 from the base
MAC address.

Cisco 3200 Series Router Hardware Reference
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Mobile Access Router Card

The Mobile Access Router Card is one component of the Cisco 3200 Series Mobile Access Router. It
includes the host processor, memory, and headers for the Fast Ethernet, console, and auxiliary signals
for the router. Additional components provide power and link interfaces to the MARC. For example, the
4-port Serial Mobile Interface Card (SMIC) provides up to four Smart Serial interfaces. The exact
configuration of your router will vary, depending on how your vendor configured it.

This section provides basic information about the MARC hardware for the purpose of performing simple
troubleshooting tasks, such as reconnecting a loose cable. To solve more difficult problems, please
contact your vendor.

The key features of the MARC include the following:

e MPC8250 processor running 210 MHz at the CPU core, 150 MHz at the CPM core, and 60 MHz on
the Motorola 60x bus.

e 32 MB of flash memory.

e 128 MB of synchronous DRAM.

e 10/100 Fast Ethernet, full-duplex connection with autonegotiation.
¢ Console connection with hardware/software flow control.

e Asynchronous, EIA/TTA-232 serial connection with a 5 V auxiliary power supply for Global
Positioning System (GPS) and auxiliary (AUX) devices.

e The AUX port speed can be configured as 2400, 4800, 9600, 19200, 38400, 57600, or 115200 bps.
Use the line aux linenumber speed command to modify the speed of the port.

e A 32-bit PCI bus, version 2.1, running at 25 MHz.

e Supports Zeroization when this featured is configured on the router.

Caution

Zeroization is a feature that erases all potentially sensitive information from the router. Zeroization is
configured through the command-line interface (CLI) and activated through an actuator attached to the
AUX port, such as a push button. Zeroization is disabled by default on the Cisco 3200 Series router.

When Zeroization is not configured on the router, the AUX port functions as a modem port or a terminal
port. When declassification is enabled through the CLI, we recommend that you do not use the AUX port
for any other function than declassification. This is because there is no way for the router to reliably
determine if a device attached to the AUX port is an actuator; therefore, any device attached to the AUX
port could potentially trigger declassification.
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The PCI bus connector supports communication between the Serial Mobile Interface Card (SMIC), the
Fast Ethernet Switch Mobile Interface Card (FESMIC), and the Mobile Access Router Card. The

Wireless Mobile Interface Card (WMIC) communicates with the router through an internal Fast Ethernet
port and is configured through an independent console port; the WMIC only draws power from the bus.

MARC Component Systems

The industry-standard architecture (ISA) buses and peripheral component interconnect (PCI) buses on
the Cisco 3200 Series Mobile Access Router cards provide power to the components on the cards. Both
buses comply with the PC/104-Plus standard. The ISA bus allows PC/104-Plus ISA signals to pass
through the card bus, but the Cisco cards do not use any of the signals.

Caution

Note

If you add non-Cisco cards that generates signal on the PCI bus, the router might shut down. Please do
not add non-Cisco cards that generate signals on the PCI bus.

Figure 3-1 shows the MARC header and bus locations.

Figure 3-1 MARC Header and Bus Locations

1 |PCI bus 2 |ISA bus
3 |Ethernet header 4 |Multifunction header

The PC/104-Plus standard requires that the PCI Bus and the ISA bus use keying features in the standard
stacking headers to guarantee proper module installation. On the PCI bus, pin D30 is removed and the
D30 opening is plugged. On the ISA bus, pin C19 and B10 are removed, and the C19 and B10 openings
are plugged.
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MARC Power Requirements

The MARC uses +3.3-V, +5-V, and +12-V power sources. Internal on-board DC-to-DC conversion
circuitry generates 1.8 V/1.5 A from the +3.3-V power source.

Table 3-1 MARC Voltages

Voltage Current Power
+5.0V 0.3 A 1.5W
+12.0V 0.1 A 1.2W
+33V 2.0 A 6.6 W

MARC Router Signals

A

Note

Cisco 3200 Series router cards do not support any ISA bus signals. The PCI bus connector supports
communication between Cisco 3200 Series Mobile Access Router cards.

Non-Cisco MIC cards cannot use PCI signals. The use of PCI signals by non-Cisco cards causes
unpredictable results. You cannot add third-party devices that might attempt to communicate with the
SMIC through the ISA or PCI bus.

The signals are delivered through the shared, 34-pin multifunction header and the 10-pin Ethernet
header. LED signals and 5 V of power are also provided through the shared, 34-pin multifunction header.

Fast Ethernet Signals on the MARC

There is one fixed Fast Ethernet port on the MARC. A Cisco router identifies a Fast Ethernet interface
address by its slot number and port number, in the format slot/port. The slot/port address of a Fast
Ethernet interface on the MARC is 0/0.

The Fast Ethernet port signals are in compliance with IEEE 802.3. They are provided through the 10-pin
Ethernet header, which supports the following:

e Autonegotiation and parallel detection MII interface with extended register capability for
10/100BASE-TX connection

e Full-duplex and half-duplex modes

e 3.3-V operation low power consumption (300 mW typical)

e Low-power sleep mode

e 10BASE-T and 100BASE-TX using a single Ethernet connection

e Robust baseline-wander correction performance

e 100BASE-FX fiber-optic capabilities

e Standard carrier signal multiple access collision detect (CSMA/CD) or full-duplex operation
e Integrated, programmable LED drivers

The FastEthernet 0/0 port on the MARC is a Fast Ethernet router port. The FastEthernet ports on the
4-port FESMIC and the 2-port FESMIC are Fast Ethernet switch ports. The routing features supported
on the MARC cannot be configured on the FESMIC ports.
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Console and Auxiliary Signals

You can configure the console interface by using Cisco I0OS command line interface (CLI) commands.
The console interface and the AUX port can be accessed simultaneously. Also, the console port and the
AUX port can be accessed simultaneously. For example, you can connect a terminal to the console
interface and an external modem or a GPS modem to the AUX port.

The console port signals are provided through the multifunction header:
e Asynchronous serial DCE
e 1.2-kbps, 2.4-kbps, 4.8-kbps, 9.6-kbps, 19.2-kbps, 38.4-kbps, 57.6-kbps, and 115.2-kbps baud rates
e Support full modem control DTR, DSR, RTS, and CTS signals

The AUX port is a serial asynchronous port that works at speeds of 1.2 kbps, 2.4 kbps, 4.8 kbps,
9.6 kbps, 19.2 kbps, 38.4 kbps, 57.6 kbps, and 115.2 kbps.

The AUX port supports the following:
e Asynchronous serial DTE
e Baud rates range from 1,200 to 115,000
e 5 to 8 data bits
e 1, 1.5, or 2 stop bits
e (Odd, even, or no parity
e Flow control by using RTS, CTS, DTR, and CDC signals

~

Note  When zeroization is enabled, it is activated through the polling of pin 25 on the AUX port.

A +5-V power supply is provided for a device connected to an AUX port. Typically the +5-V power
supply current to GPS modems should be limited to less than 200 mA.

Cisco 3200 Series Router Hardware Reference
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Fast Ethernet Switch Mobile Interface Card

The Fast Ethernet Switch Mobile Interface Card is a mobile interface card (MIC) in a standard
PC/104-Plus form factor. FESMICs are components of the Cisco 3200 Series Mobile Access Router.
The 4-port FESMIC provides four sets of switched Fast Ethernet signals. The 2-port FESMIC provides
two sets of switched Fast Ethernet signals.

The key features of the FESMIC include the following:
e Autosensing of switched Fast Ethernet interfaces.

¢ Auto-MDIX (medium-dependent interface crossover). Auto-MDIX automatically detects and
corrects crossed Ethernet cabling.

e Support for 802.1D standard bridging, 802.1Q trunking, and 802.1P class of service (CoS).
e Layer 3 routing support between VLANS.

Only one FESMIC is supported in a Cisco 3200 Series router. Additional cards and components provide
power and link interfaces to the FESMIC. The exact configuration of your router will vary, depending
on how your vendor configured it.

This section provides basic information about the FESMIC hardware for the purpose of performing

simple troubleshooting, such as reconnecting a loose cable. To solve more difficult problems, contact
your vendor.

The FESMIC draws power from the PCI and the ISA connectors. Table 4-1 shows the estimated power
consumption. Note that these are theoretical maximum wattages.

Table 4-1 FESMIC Estimated Power Consumption

Voltage Current Draw Power Source

+5.0V 02 A 1.0W ISA and PCI connectors
+3.3V 23 A 7.7W PCI connectors
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Cisco 3200 Series Router Hardware Reference H



Chapter4  Fast Ethernet Switch Mobile Interface Card |

Autonegotiation and Auto-MDI/MDIX

All of the Fast Ethernet interfaces support Ethernet autonegotiation for the line transmission speed. Both
sides of the connection are automatically set to either I0BASE-TX or 100BASE-TX. Autonegotiation is
widely used on most Ethernet interfaces, and it is the default mode.

When a Fast Ethernet interface is enabled, one end of the link must perform media-dependent interface
(MDI) crossover (MDIX), so that the transmitter on one end of the data link is connected to the receiver
on the other end of the data link (a crossover cable is typically used). The Auto-MDIX feature eliminates
the need for crossover cabling by performing an internal crossover when a straight cable is detected
during the autonegotiation phase.

If autonegotiation is disabled, Auto-MDI/MDIX cannot work because there is no signal transmission at
initialization to sample the cabling with. Therefore, as in all systems not supporting the HP Auto-MDIX
feature, cabling must be correct for the devices being connected. The Auto-MDIX feature is disabled if
you explicitly set the line speed rather than leaving the default mode of autonegotiation. Although it is
possible to disable HP Auto-MDIX with autonegotiation enabled, the current software does not
implement an explicit command-line interface (CLI) command to allow you to disable Auto-MDIX
during autonegotiation.

Autonegotiation Enable
To enable autonegotiation, use the following configuration:

Router# (config) FastEthernet m/n
Router# (config-if) speed auto

where m is the slot and » is the port number.

Autonegotiation Disable
To disable autonegotiation and Auto-MDIX by forcing the line speed through a manual setting, enter the
following configuration commands:

Router# (config) FastEthernet m/n
Router# (config-if) speed 10

or

Router# (config) FastEthernet m/n
Router# (config-if) speed 100

MAC Address Allocation

The 4-port FESMIC stores 4 unique MAC addresses for the 10/100 Ethernet interfaces. The

2-port FESMIC stores 2 unique MAC addresses for the 10/100 Ethernet interfaces. In addition, 37 MAC
addresses are burned into Cisco 3270 Rugged Router card—equipped routers, and 33 MAC addresses are
burned into the Mobile Access Router Card (MARC) to support the FESMIC per-VLAN spanning tree
(PVST) and inter-VLAN routing features.

To provide support for up to 32 VLANS, and the 32 Spanning Tree Protocol (STP) sessions that might
be running, 32 unique MAC addresses are required for the bridge packet data unit (BPDU) IDs. In
addition, the FESMIC needs one MAC address for VLAN routing, bringing the total of number of MAC
addresses on the wired router to 34. To support future development, the MAC addresses are burned into
the Mobile Access Router Card (MARC), instead of the FESMIC.
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FESMIC Component Systems

A

The ISA buses and PCI buses on the Cisco 3200 Series Mobile Access Router cards provide power to
the components on the cards. Both buses comply with the PC/104-Plus standard. The ISA bus allows
PC/104-Plus ISA signals to pass through the card bus, but the Cisco cards do not use any of the signals.

The PCI bus signals allow the Cisco cards to communicate. Non-Cisco cards cannot communicate with
the Cisco 3200 Series Mobile Access Router cards over the PCI bus.

Caution

If you add non-Cisco cards that generate signals on the PCI bus, the router might shut down. Do not add

non-Cisco cards that generate signals on the PCI bus.

Figure 4-1 shows the 2-port FESMIC header and bus locations.

Figure 4-1 2-port FESMIC Header and Bus Locations

1 PCI bus

20-pin LED header

3 ISA bus

Rotary switch

FEO Fast Ethernet header

FE1 Fast Ethernet header
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Figure 4-2 shows the 4-port FESMIC header and bus locations.

Figure 4-2 4-port FESMIC Header and Bus Locations

1 PCI bus 2 20-pin LED header
3 ISA bus 4 Rotary switch
5-8 EO0-E3 Fast Ethernet headers

Note  The PC/104-Plus standard requires that the PCI bus and the ISA bus use keying features in the standard
stacking headers to guarantee proper module installation. On the PCI bus, pin D30 is removed and the
D30 opening is plugged. On the ISA bus, pin C19 and pin B10 are removed, and their openings are

plugged.

Signals for the FESMIC

The signals are delivered through 10-pin headers, with one set of Fast Ethernet signals per header. LED
signals and 5 V of power are provided through the 20-pin LED header. Cisco 3200 Series router cards
do not support any ISA bus signals.

The PCI bus connector supports communication between the FESMIC, the Serial Mobile Interface Card
(SMIC), and the Cisco 3270 Rugged Router card or Mobile Access Router Card (MARC). The Wireless
Mobile Interface Card (WMIC) communicates with the router through an internal Fast Ethernet port and
is configured through an independent console port; the WMIC draws power only from the bus.

The Fast Ethernet port signals are in compliance with IEEE 802.3. They are provided through the
Ethernet headers, which support the following:

e Autonegotiation for 10/100BASE-TX connection

e Full-duplex and half-duplex modes

e Low-power sleep mode

e 10BASE-T and 100BASE-TX using a single Ethernet connection

e Robust baseline-wander correction performance

e Standard carrier signal multiple access collision detect (CSMA/CD) or full-duplex operation

e Integrated LED drivers
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The Fast-Ethernet ports on the 4-port FESMIC and the 2-port FESMIC are Fast Ethernet switch ports.
The switch ports support all Layer 2 features. The Fast-Ethernet 0/0 port on the Cisco 3270 Rugged
Router card and MARC is a Fast Ethernet router port. The routing features supported on the MARC
cannot be configured on the FESMIC ports.

FESMIC Rotary Switch Positions

A Cisco router identifies a Fast Ethernet interface address by its slot number and port number, in the

form of slot/port. The slot/port addresses of the Fast Ethernet interfaces on the FESMIC depend on the
position of the rotary switch.

For example, if the rotary switch on the 4-port FESMIC is in position 0, then the ports are identified as

1/0, 1/1, 1/2, and 1/3. If the rotary switch on the 2-port FESMIC is in position 0, the ports are identified
as 1/0 and 1/1.

Table 4-2 shows the mapping of the switch positions to the Cisco I0S slot numbers.

Table 4-2 FESMIC Rotary Switch Positions
Switch Position Cisco 10S Slot Number

0 1

1 2

2 3

3-7 Not supported

A

Caution  The rotary switch positions must be unique and should not be assigned to more than one MIC.

e If a MIC rotary switch is set to 3 or higher, the message is:

“MIC-3-SLOTNOTSUPPORTED: The MIC cannot operate when the rotary switch is in position 3.
Change the switch position to one of the supported, unused positions 0-2.”

If two or more MICs have the rotary switches set to the same position, or if one or more MICs are

in rotary switch positions 4 through 7, the router might crash after displaying the following error
message:

“Non-recoverable error occurred. Please check the rotary switch positions on the MIC cards for the
possible misconfiguration of the switch position.”

Table 4-3 shows the FESMIC Fast Ethernet signal assignments. The position of the rotary switch
determines the port assignments. Although the rotary switch has eight positions, only one of three
positions can be selected. The rotary switch position should be unique for each MIC.

Table 4-3 FESMIC Rotary Switch Positions and Signal Assignments
Rotary Switch Position MIC Slot Fast Ethernet Signal Assignments
0 1 FE 1/0 FE 1/1 |FE 12! |FE 1/3'
1 2 FE 2/0 FE2/1 |FE2/2! |FE2/3!
2 3 FE3/0  |FE3/1 |FE3/2' |FE3/3'

1. For 4-port FESMIC only.
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Serial Mobile Interface Card

The Serial Mobile Interface Card is one component of the Cisco 3200 Series Mobile Access Router. It
provides the router up to 4 high—speed sets of serial signals in both data terminal equipment (DTE) and
data circuit equipment (DCE) modes. Additional components provide power and link interfaces to the
SMIC. For example, the Cisco 3270 Rugged Router card provides the host processor, memory, and
headers for the Fast Ethernet, console, and auxiliary signals for the router. The exact configuration of
your router will vary, depending on how it was configured by your vendor.

This section provides basic information about the SMIC hardware for the purpose of performing simple
troubleshooting, such as reconnecting a loose cable. To solve more difficult problems, please contact
your vendor.

Each SMIC provides the following:

e Support for two to four sets of serial signals with protocol support for High-Level Data Link Control
(HDLC), asynchronous, synchronous and octet-oriented PPP modes. The signals can be configured
to any serial standard (EIA/TIA-232, EIA/TIA-449, EIA/TIA-530, EIA/TIA-530A, EIA/TIA-X.21,
or CCITT V.35).

e DCE and DTE mode support on each set of serial signals.

e Speeds of 2 Mbps for synchronous data transfer and 115 kbps for asynchronous data transfer on
each serial interface. All serial standards reach 2 Mbps (for synchronous) except for the
EIA/TIA-232 standard, which supports up to 192K.

The Peripheral Component Interconnect (PCI) bus and the Industry Standard Architecture (ISA) bus use
keying features in the standard stacking headers to guarantee proper module installation. On the PCI bus,
pin D30 is removed and its opening is plugged. On the ISA Bus, pin C19 and pin B10 are removed, and
their openings are plugged.

The PCI bus connector supports communication between the SMIC, the Fast Ethernet Switch Mobile
Interface Card (FESMIC), and the Cisco 3270 Rugged Router card or Mobile Access Router Card
(MARC). The Wireless Mobile Interface Card (WMIC) communicates with the router through an
internal Fast Ethernet port and is configured through an independent console port; the WMIC only draws
power only from the bus.

[ oL-5816-10

Cisco 3200 Series Router Hardware Reference H



Chapter5  Serial Mobile Interface Card |

SMIC Component Systems

Figure 5-1 shows the 2-port SMIC header and bus locations.

Figure 5-1 2-port SMIC Header and Bus Locations

95227

1 |PCI bus 2 |60-pin multifunction header for Serial 0 and
Serial 1 signals
3 |ISA bus 4 |Rotary switch

Figure 5-2 shows the 4-port SMIC header and bus locations.

A

Caution  If you add non-Cisco cards that generate signals on the PCI bus, the router might shut down. Do not add
non-Cisco cards that generate signals on the PCI bus.

Figure 5-2 4-port SMIC Header and Bus Locations

\IIII

1 |PCI bus 2 | 60-pin multifunction header for Serial 2 and
Serial 3 signals
3 |ISA bus 4 |Rotary switch
5 |60-pin multifunction header for Serial 0 and
Serial 1 signals
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Signals for the SMIC

The Cisco Single-sideband (SSB) Serial standard supports the following:

e EIA/TIA-232, EIA/TIA-449, EIA-530, EIA-530A, X.21, and V.35 standards in both DTE and DCE
modes.

e Signals (SSB and LED) are provided through the 60-pin multifunction header(s).

The position of the rotary switch determines the port assignments. Although the rotary switch has eight

positions, only positions 0, 1, and 2 are supported on the 4-port SMIC, and only positions 0 and 1 are
supported on the 2-port SMIC.

Table 5-1 provides 4-port SMIC port assignments.

Table 5-1 4-port SMIC Rotary Switch Settings and Port Assignments
Position MIC Slot Port Assignments

0 1 Serial 1/0 |Serial 1/1 |Serial 1/2 |Serial 1/3

1 2 Serial 2/0 |Serial 2/1 |Serial 2/2 |Serial 2/3

2 3 Serial 3/0 |Serial 3/1 |Serial 3/2 |Serial 3/3

Table 5-2 provides the 2-port SMIC port assignments.

Table 5-2 2-port SMIC Rotary Switch Settings and Port Assignments
Position MIC Slot Port Assignments

0 1 Serial 1/0 |Serial 1/1

1 2 Serial 2/0 |Serial 2/1

4-Port SMIC Rotary Switch Positions

Table 5-3 shows the 4-port SMIC serial signal assignments. The position of the rotary switch determines
the port assignments. Although the rotary switch has 8 positions, only 1 of 4 positions can be selected.
The rotary switch position should be unique for each mobile interface card (MIC) card.

Table 5-3 4-port SMIC Rotary Switch Positions and Serial Set Signal Assignments
Rotary Switch Position MIC Slot  |Signal Assignments

0 1 Serial 1/0 |Serial 1/1 |Serial 1/2 |Serial 1/3

1 2 Serial 2/0 |Serial 2/1 |Serial 2/2 |Serial 2/3

2 3 Serial 3/0 |Serial 3/1 |Serial 3/2 |Serial 3/3

3 4 Serial 4/0 |Serial 4/1 |Serial 4/2 |Serial 4/3

[ oL-5816-10
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2-port SMIC Rotary Switch Positions

Table 5-4 shows the 2-port SMIC serial signal assignments. The position of the rotary switch determines
the port assignments. Although the rotary switch has 8 positions, only 1 of 2 positions can be selected.
The rotary switch position should be unique for each mobile interface card (MIC) card.

Table 5-4 2-port SMIC Rotary Switch Positions and Serial Set Signal Assignments

Rotary Switch Position MIC Slot | Signal Assignments
0 1 Serial 1/0 |Serial 1/1 |Serial 1/2 |Serial 1/3
1 2 Serial 2/0 |Serial 2/1 |Serial 2/2 |Serial 2/3

SMIC LED Signals

Table 5-5 shows the LED signals that are supported on the SMIC, along with the corresponding
functions. Serial 2 and Serial 3 apply to the 4-port SMIC only.

Table 5-5 SMIC LED Functions

LED Function

SERIALO ACTIVITY |Blinks once when a packet is either transmitted from or received on Serial 0.
Originates from Header 5.

SERIALO LINK Indicates the status of Serial 0. Originates from Header 5. The LED is on
when a serial port is in DTE mode, and when the data set ready (DSR), data
carrier detect (DCD), and clear to send (CTS) signals are detected. The LED
is on when a serial port is in DCE mode, and when the data terminal ready
(DTR) and request to send (RTS) signals are detected.

SERIAL1 ACTIVITY |Blinks once when a packet is either transmitted from or received on Serial 1.
Originates from Header 5.

SERIAL1 LINK Indicates the status of Serial 1. Originates from Header 5. The LED is on
when the serial port is in DTE mode, and when the DSR, DCD, and CTS
signals are detected. The LED is on when the serial port is in DCE mode, and
when the DTR and RTS signals have been detected.

SERIAL2 ACTIVITY |Blinks once when a packet is either transmitted from or received on Serial 2.
Originates from Header 2.

SERIAL2 LINK Indicates the status of Serial 2. Originates from Header 2. The LED is on
when the serial port is in DTE mode, and when the DSR, DCD, and CTS
signals are detected. The LED is on when the serial port is in DCE mode, and
when the DTR and RTS signals have been detected.

SERIAL3 ACTIVITY |Blinks once when a packet is either transmitted FROM or received on
Serial 3. Originates from Header 2.

SERIAL3 LINK Indicates the status of Serial 3. originates from Header 2. The LED is on
when the serial port is in DTE mode, and when the DSR, DCD, and CTS
signals are detected. The LED is on when the serial port is in DCE mode, and
when the DTR and RTS signals have been detected.

Cisco 3200 Series Router Hardware Reference
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SMIC Power Consumption

The SMIC draws power from the PCI and the ISA connectors.

Table 5-6 shows the estimated power consumption. Note that these are theoretical maximum wattages

Table 5-6 SMIC Estimated Power Consumption

Voltage Current Draw Power Source

+5.0V 1.0A 50w ISA and PCI connectors
+3.3V 05A 1.7W PCI connectors

[ oL-5816-10
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Wireless Mobile Interface Cards

The Cisco Wireless Mobile Interface Card (WMIC) is a Cisco 3200 Series router interface card in a
standard PC/104-Plus form factor.

It is one component of the Cisco 3200 Series routers and provides a wireless interface with the
following:

e 2.4 GHz (802.11b/g) — Cisco 3201
e 4.9 GHz (public safety) — Cisco 3202

e 5.0 GHz (802.11h) — Cisco 3205 (The C3205WMIC-K9 and C3205WMIC-TP-K9 WMICs are
available only in the European Telecommunications Standards Institute [ETSI] domain.)

Caution

The 4.9 GHz (public safety) radio requires an operators license and can be operated only by US Public
Safety operators who meet the requirements specified under FCC Part 90.20.

This chapter provides basic information about the WMIC hardware for performing simple
troubleshooting, such as reconnecting a loose cable. To solve more difficult problems, contact your
vendor.

WMIC Component Systems

A

The ISA buses and PCI buses on the Cisco 3200 Series router cards provide power to the components on
the cards. The WMIC does not receive or transmit communications signals on either bus, but it will pass
signals through the bus to a card above or below the WMIC. Both buses comply with the PC/104-Plus
standard.

The PCI bus signals allow the Cisco cards to communicate. Non-Cisco cards cannot communicate with
the Cisco 3200 Series Router cards over the PCI bus.

Caution

If you add non-Cisco cards that generates signals on the PCI bus, the router might shut down. Do not
add non-Cisco cards that generate signals on the PCI bus.

[ oL-5816-10
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Figure 6-1 shows the WMIC header and bus locations.

Figure 6-1 WMIC Header and Bus Locations

1 |PCI bus 2 |Left antenna connector (J2)
3 |Right antenna connector (J1) 4 |ISA bus
10-pin Fast Ethernet header 6 |24-pin multifunction header

Note  The PC/104-Plus standard requires that the PCI bus and the ISA bus use keying features in the standard
stacking headers to guarantee proper module installation. On the PCI bus, pin D30 is removed and its
opening is plugged. On the ISA bus, pin C19 and pin B10 are removed, and their openings are plugged.

Antenna Connector

On the radio card, two ultra-miniature coaxial connectors (U.FL connector) connect the coax cables
between the WMIC and the external antenna connectors. Two connectors support antenna diversity.

The cable should be as short as possible to minimize the loss in strength of the RF signal. The cable
carries the RF signal from the antenna to the low noise amplifier (LNA) on the receiver and carries the
RF signal from the power amplifier (PA) to the antenna that radiates the RF signal.

There are many antenna connector families. The Cisco RP-TNC antenna connector can be used to
support standard antennas.

WMIC Console and Fast Ethernet Ports

Cisco 3200 Series router cards do not support any ISA bus signals. The PCI bus connector supports
communication between the Cisco 3200 Series router card and the PCI Serial Mobile Interface Card
(SMIC) and between the SMIC and the Fast Ethernet Switch Mobile Interface Card (FESMIC).

In a Cisco Rugged Enclosure, the WMIC communicates with the router through the WMIC Fast Ethernet
interface. The WMIC Fast Ethernet ports are connected internally to Fast Ethernet ports that provide a
communications link with the router.

The WMIC interfaces are configured through a WMIC console port.

Cisco 3200 Series Router Hardware Reference
m. 0L-5816-10 |



| Chapter6

Wireless Mobile Interface Cards

Note

In contrast, the Serial Mobile Interface Card (SMIC) and FESMIC communicate with the router through
the PC/104-Plus bus. The interfaces are configured through the router console port, and all of the router
and FESMIC Fast Ethernet ports are identified by using the slot/port format.

The WMIC runs an independent Cisco IOS image and when it is configured, the link between the WMIC
and the router forms an internal LAN. In standard configurations, a WMIC Fast Ethernet port is never
brought out to the end cap.

The WMIC console port is brought out to the corresponding RJ-45 port on the I/O end cap, replacing a
Fast Ethernet port. If the router includes one WMIC, the RS-232 WMIC console port replaces a Fast
Ethernet port on the end cap. If the router includes two WMICs, two WMIC EIA/TIA-232 console ports
replace two Fast Ethernet ports on the end cap.

At present, even if the router contains zero WMICs, in standard configurations a maximum of three Fast
Ethernet ports are brought out to the end cap. Unused EIA/TTIA-232 ports are sealed.

Fast Ethernet Signals on the WMIC

Note

The Fast Ethernet signals are delivered through a 10-pin header. LED signals and ETIA/TIA-232 console
signals are provided through the 24-pin multifunction header.

There is one set of fixed Fast Ethernet signals on the WMIC. The Fast Ethernet port signals comply with
IEEE 802.3. The signals are provided through the Ethernet headers, which support the following:

e Autonegotiation for 10/100BASE-TX connection

e Full-duplex and half-duplex modes

e Low-power sleep mode

e 10BASE-T and 100BASE-TX using a single Ethernet connection

e Robust baseline wander correction performance

e Standard carrier signal multiple access collision detect (CSMA/CD) or full-duplex operation

e Integrated LED drivers

If Auto-MDIX is disabled, when connecting to Ethernet switches or repeaters, use a straight-through
cable. When connecting to compatible workstations, servers, and routers, use a crossover cable. If
Auto-MDIX is enabled, you can use either a straight-through cable or a crossover cable to make the
connection, as the router automatically changes the signals on the pins to compensate.

[ oL-5816-10
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LED Behavior

During normal operations, the indicator signals (LEDs) on the wireless device have the following
meanings:

e The status indicator signals operational status. Steady green indicates that the wireless device is
associated with at least one wireless client. Blinking green indicates that the wireless device is
operating normally but is not associated with any wireless devices.

e The radio indicator blinks green to indicate radio traffic activity. The light is normally off, but it
blinks whenever a packet is received or transmitted over the radio.

e The Ethernet indicator signals traffic on the wired LAN. This indicator is normally green when an
Ethernet cable is connected. The indicator blinks green when a packet is received or transmitted over
the Ethernet infrastructure. The indicator is off when the Ethernet cable is not connected.

Table 6-1 lists the details of LED indicator signals.

Table 6-1 Indicator Signals
Message Ethernet Status Radio
Type Indicator Indicator Indicator Meaning
Boot loader Green — Green DRAM memory test.
status — Amber Red Board initialization test.
— Blinking Blinking Flash memory test.
green green
Amber Green — Ethernet initialization test.
Green Green Green Starting Cisco IOS software.
Association — Green — At least one wireless client device is
status associated with the unit.
— Blinking — No client devices are associated; check the
green wireless device service set identifier
(SSID) and Wired Equivalent Privacy
(WEP) settings.
Operating — Green Blinking Transmitting/receiving radio packets.
status green
Green — — Ethernet link is operational.
Blinking — — Transmitting/receiving Ethernet packets.
green
Boot Loader Red — Red DRAM memory test failure.
Errors — Red Red File system failure.
Red Red — Ethernet failure during image recovery.
Amber Green Amber Boot environment error.
Red Green Red No Cisco IOS image file.
Amber Amber Amber Boot failure.
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Table 6-1 Indicator Signals (continued)
Message Ethernet Status Radio
Type Indicator Indicator Indicator | Meaning
Operation - Green Blinking Maximum retries or buffer full occurred on
Errors amber the radio.

Blinking - - Transmit/receive Ethernet errors.

amber

- Blinking - General warning.

amber
Configuration |- Amber - Resetting the configuration options to
Reset factory defaults.
Failures Red Red Red Firmware failure; try disconnecting and
reconnecting unit power.
Blinking red |- - Hardware failure. The wireless device
must be replaced.
Firmware - Red - Loading new firmware image.
Upgrade
Key Features
Table 6-2 lists the key features of the Cisco wireless devices.
Table 6-2 Key Features
Feature Description
Wireless Medium Direct Sequence Spread Spectrum (DSSS).
Orthogonal Frequency Division Multiplexing (OFDM).

Radio Media Access Carrier sense multiple access with collision avoidance (CSMA/CA).
Protocol
SNMP Compliance MIB I and MIB II.
Encryption Key Length |128-bit.
Quality of Service Prioritization of traffic for different requirements, such as voice and video.
(QoS) Support

Cisco 3200 Series Router Hardware Reference
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Table 6-2 Key Features (continued)

Feature Description

Security Cisco Wireless Security Suite:

Authentication:

e 802.1X support including Extensible Authentication Protocol
(EAP)-Transport Layer Security (TLS), Lightweight EAP (LEAP),
Protected EAP (PEAP), and EAP-Subscriber Identity Module (SIM) to
yield mutual authentication and dynamic, per-user, per-session WEP
keys.

e MAC address and by standard 802.11 authentication mechanisms.

Encryption:
e Static and dynamic IEEE 802.11 WEP keys of 40 bits and 128 bits.
e 802.111/WPAv2 Advanced Encryption Standard-Counter Mode with

Cipher Block Chaining Message Authentication Code Protocol
(AES-CCMP); 128-bit key length.

e Temporal Key Integrity Protocol (TKIP) WEP enhancements: key
hashing (per-packet keying), message integrity check (MIC), and
broadcast key rotation by using WPA TKIP.

All WMICs in Root Mode:
PEAP, EAP-TTLS, LEAP, EAP-TLS, EAP-FAST, and EAP-SIM.

Cisco 3201 WMICs in Client Mode:
LEAP, EAP-TLS, and EAP-FAST.

Cisco 3202 and Cisco 3205 WMICs in Client Mode:
LEAP.

Status Indicators LEDs provide information about association status, operation,
error/warning, firmware upgrade, and configuration, network/modem, and
radio status.

Memory 8 MB Flash.
32 MB DRAM.
Automatic Configuration BOOTP and DHCP.
Support
Remote Configuration Telnet, HTTP, FTP, TFTP, and SNMP.
Support
Uplink Autosensing 10/100BaseT Ethernet.
Local Configuration Console port.
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MAC Address Allocation

The WMIC stores one unique MAC address for the BVI interface.

WMIC Power Requirement

In a typical Cisco 3200 Series router configuration, the WMIC draws power from the PCI and the ISA
connectors. Table 6-3 shows the estimated power consumption. Note that these are theoretical maximum

wattages.

Table 6-3 WMIC Power Requirement

Voltage Current Draw Power Source

+5.0V 04 A 20W ISA and PCI connectors
+3.3V 1.7 A 5.6 W PCI connectors

Mean Time Between Failure

Differences Between WMICs

Table 6-4 highlights the differences between WMICs.

The calculated Mean Time Between Failure (MTBF) exceeds of 1,190,136 hours.

Table 6-4 Differences Between WMICs

Feature 2.4 GHz (802.11b/g) 4.9 GHz (public safety) 5.0 GHz (802.11h) Comment
Cisco IOS image 12.3(8) JK. 12.3.(2) JK. 12.3.(2) JL. —
release

Cookie and banner |[C3201. C3202. C3205. —
Frequency 2.4 GHz. 4.9 GHz. 5.0 GHz. —
Power Maximum Orthogonal Maximum OFDM power |The power levels can be |—

Frequency-Division
Multiplexing (OFDM)
power level is 15 dbm
(30 mw), but the power
level might vary by
country.

level is 17 dbm (50 mw).

defined as4 dBm, 7 dBm,

10 dBm, 13 dBm, or
16 dBm.

power client
Command

Supported.

Not supported. (Use the
power local command.)

Not supported. (Use the
power local command.)

Transmission Power
Control (TPC)

Not supported.

Not supported.

Supported for ETSI.

TPC limits the
transmitted power to
the minimum power
level needed to reach
the farthest user.

[ oL-5816-10
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Table 6-4 Differences Between WMICs (continued)
Feature 2.4 GHz (802.11b/g) 4.9 GHz (public safety) 5.0 GHz (802.11h) Comment

Dynamic Frequency
Selection (DFS)

Supported for ETSI.

DEFS selects the radio
channel most likely
to minimize
interference with
military radar.

Channelization Statically declared as Channel spacing selected |Statically declared as —
defined by IEEE by using the defined by IEEE 802.11h.
802.11b/g. command-line interface  |(Available only in
(CLD). Europe.)
Concatenation Supported. Not supported. Not supported. —
Fragmentation Maximum threshold is Maximum threshold is Supported. Fragment counter is

4000 bytes.

2346 bytes.

in units of
fragmented packets.

distance Command

Supported up to
99 kilometers.

Supported up to
3 kilometers (1.8 miles).

Supported up to
99 kilometers.

Minimizes delay
propagation.

Autonomous Modes

Work Group Bridge

Work Group Bridge

Work Group Bridge

Supported (WGB), Non Root Bridge |[(WGB), Non Root Bridge |(WGB), Non Root Bridge
(NRB), Root Bridge (NRB), Root Bridge (NRB), Root Bridge
(RB), Repeater, and (RB), Repeater, and (RB), and Access Point
Access Point (AP). Access Point (AP). (AP).

World Mode Supported. Supported only if the Supported only if the World mode on the
wireless device is in root |wireless device is in root |client side updates a
access point or root access point or root client with the
bridge mode. Not bridge mode. Not channels of the
supported in client supported in client specified domain.
modes. modes. The Cisco 3200

Series router is
limited to fixed
channels, so world
mode is not available
on the client side.

Universal Supported. Not supported. Not supported. Enables operation

Workgroup Bridge with non-Cisco

Mode access points.

Multiple Client Supported. Not supported. Not supported. Support is enabled

Profiles only when universal

workgroup bridge
mode is enabled.

Multiple Basic Supported. Not supported. Not supported. —

SSIDs

VLANSs 16 unencrypted VLANs, |16 unencrypted VLANs, |16 unencrypted VLANs, |[—

16 static key VLANSs, or
16 dynamic key VLANS.

1 static key VLAN, or 4
dynamic key VLANSs.

1 static key VLAN, or 4
dynamic key VLANS.
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Table 6-4 Differences Between WMICs (continued)
Feature 2.4 GHz (802.11b/g) 4.9 GHz (public safety) 5.0 GHz (802.11h) Comment
Wireless WEP-40, WEP-128, WEP-40, WEP-128, WEP-40, WEP-128, —
encryption/cipher TKIP, CKIP, CMIC and |TKIP, and AES-CCM. TKIP, and AES-CCM.
suites CKIP-CMIC.
Max Number of 255. 116. 116. —
Stations with WEP
Max Number of 256. 26. 26. —
Stations with TKIP
Max Number of 256. 116. 116. —
Stations with
AES-CCM
WDS Server Not supported. Supported. Supported. —
WDS Client Can automatically Can automatically Can automatically —
discover and work with a |discover and work with a |discover and work with a
subnet WDS server. WDS server on the same |WDS server on the same
subnet as the WMIC. If  |subnet as the WMIC. If
the IP address of a WDS |the IP address of a WDS
server is anywhere on the |server is anywhere on the
network and the IP network and the IP
address is statically address is statically
configured on a WMIC configured on a WMIC
acting as root device, the |acting as root device, the
WMIC can work with the |WMIC can work with the
WDS server. WDS server.
EAP-TLS, EAP-TLS is supported.  |EAP-TLS is supported in |[EAP-TLS is supported in |—
EAP-TTLS EAP-TTLS is supported |[client mode. EAP-TTLS |client mode. EAP-TTLS
on root devices only. is not supported. is not supported.
EAP-FAST Supported on root and Not supported. Supported on root and —
non-root devices. non-root devices.
WDS Server Related |— Supported. Supported. —
MIBS
Cisco 3200 Series Router Hardware Reference
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Table 6-4 Differences Between WMICs (continued)
Feature 2.4 GHz (802.11b/g) 4.9 GHz (public safety) 5.0 GHz (802.11h) Comment

Fast Roaming

All scanning

All scanning

All scanning

¢ Synthesizer

Scanning enhancements for faster |enhancements for faster |enhancements for faster tuning time.
Enhancements roaming are available. roaming are available roaming are available e Start on current
except “Use First Better |except “Use First Better channel
Access Point.” Access Point.” '

e Only probe
current SSID.

e Shorten wait
time for probe
response.

e Automatically
limiting which
frequencies are
scanned.

e Time out the
scan.

e Use first better
access point.

e Save best probe
response.

CCXv4 features Supported. Not supported. Supported. —

802.11e MMN QoS |Supported. Not supported. Supported. —

Simple Network Supported. Supported for new values. |Supported. The

Management platform-dependent

Protocol (SNMP) SNMP code was

MIB IDs modified to return
new values
(entPhysicalVendorT
ype, System OID,
and Chassis ID).

Dotl1 MIB Supported. The dotl1 parameters are |Supported. —

parameters returned through the

dot11 MIB interface.

2.4-GHz (802.11b/g) WMIC Features

Table 6-5

The key features of the 2.4-GHz (802.11b/g) WMIC are listed in Table 6-5.

Key 2.4-GHz (802.11b/g) WMIC Features

Feature

Description

Data Rates Supported

1,2,5.5,6,9, 11, 12, 18, 24, 36, 48, and 54 Mbps

Network Standard

IEEE 802.11b and IEEE 802.11¢g

Frequency Band

2.400 GHz to 2.497 GHz
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Table 6-5 Key 2.4-GHz (802.11b/g) WMIC Features
Feature Description
Modulation BPSK! 1 Mbps and 6 Mbps

QPSK? 2 Mbps and 12 Mbps
CCK? 5.5 Mbps

BPSK! 9.6 Mbps

CCK2? 11 Mbps

QPSK? 18 Mbps

16 QAM* 24 Mbps and 36 Mbps
64 QAM* 48 Mbps and 54 Mbps

Operating Channels

North America: 11; ETSI: 13; Japan: 14

Receive Sensitivity

1 Mbps: -94 dBm
2 Mbps: -91 dBm
5.5 Mbps: -89 dBm
11 Mbps: -85 dBm

Transmit Power Settings

100 mW (20 dBm)
50 mW (17 dBm)
30 mW (15 dBm)
20 mW (13 dBm)
5 mW (7 dBm)

1 mW (0 dBm)

Maximum power settings vary to comply with the regulatory domain.

Range (typical at
100-mW transmit
power setting with 6-dBi
diversity dipole antenna)

Outdoor:

0.5 mile (804 m) at 45 Mbps
1 mile (1609 m) at 11 Mbps
3 miles (4,827 m) at 1 Mbps

Compliance

2.4 GHz (802.11b/g) operates license free under FCC Part 15 and qualifies
as a Class B device; complies with DOC regulations; complies with ETS
300.328, FTZ 2100, and MPT 1349 standards; rugged version complies
with UL 2043

Quadrature PSK

b=

Binary Phase-shift keying (PSK)

Complementary Code Keying
Quadrature Amplitude Modulation

Table 6-6 shows the channel identifiers, channel center frequencies, and regulatory domains of each
IEEE 802.11b/g 22-MHz-wide channel.

Table 6-6 Channels for IEEE 802.11b/g
Regulatory Domains

Center -
Channel Frequency Americas (-A) EMEA (-E) Japan (-J)
Identifier |(MHz) CCK OFDM |CCK OFDM CCK OFDM
1 2412 X X X X X X
2 2417 X X X X X X
3 2422 X X X X X X

[ oL-5816-10
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Universal Workgroup Bridge Limitations

The following limitations and restrictions apply to universal workgroup bridges:

- Chapter6 Wireless Mobile Interface Cards |
Table 6-6 Channels for IEEE 802.11b/g (continued)
Regulatory Domains
Center -
Channel Frequency Americas (-A) EMEA (-E) Japan (-J)
Identifier |(MHz) CCK OFDM |CCK OFDM CCK OFDM
4 2427 X X X X X X
5 2432 X X X X X X
6 2437 X X X X X X
7 2442 X X X X X X
8 2447 X X X X X X
9 2452 X X X X X X
10 2457 X X X X X X
11 2462 X X X X X X
12 2467 - - X X X X
13 2472 - - X X X X
14 2484 - - - - X -

e A universal workgroup bridge cannot associate with the Cisco WLAN AP when the bridge is
configured with CKIP or CMIC encryption.

e If the universal workgroup bridge is associated with a Cisco AP or third-party AP and if the user
issues the show dotl1 association all command, the IP address and name information is not

available.

e Users should configure the static IP address on the Bridge-Group Virtual Interface (BVI) when it is
in the universal workgroup bridge mode, so that the WMIC is manageable from the MAR through

the Mobile IP tunnel from the infrastructure side.

e If the dynamic Collocated Care-of Address (CCoA) is used on the Cisco 3200 Series Wireless and
Mobile Router, you should configure the static IP address using the ip secondary address
command.

e The universal workgroup bridge is not compatible with the Tropos version 3.1.1.2 AP.

e A universal workgroup bridge cannot associate with the Cisco 1500 router when it is configured with
the Allow WPA2 TKIP Clients option.
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4.9-GHz (Public Safety) WMIC Features

Table 6-7 lists the key features of the 4.9-GHz (public safety) WMIC.

4.9-GHz Channels

Table 6-7 Key Features of the 4.9-GHz (Public Safety) WMIC

Feature

Description

Data Rates Supported 5-MHz channelization: 1.5, 2.25, 3, 4.5, 6, 9, 12, and 13.5 Mbps.

10-MHz channelization: 3, 4.5, 6, 9, 12, 18, 24, and 27 Mbps.
20-MHz channelization: 6, 9, 12, 18, 24, 36, 48, and 54 Mbps.

Network Standard

At present, there is no IEEE 4.9-GHz (public safety) standard; however, the
public safety standard for the 4.9-GHz WMIC is similar to the IEEE 802.11a
standard.

Frequency Band

4.940 GHz to 4.990 GHz.

Available Transmit

Power Settings

50 mW (17 dBm).
40 mW (16 dBm).
30 mW (15 dBm).
20 mW (13 dBm).
10 mW (10 dBm).
5mW (7 dBm).

Compliance

4.9 GHz (public safety):

e Operation restricted to operators meeting requirements of CFR47 Part
90.20 of the technical rules for qualification as a Public Safety operator.

e Requires an FCC license to operate under this part of the Part 90
Regulation.

Table 6-8 lists the channel options for the 4.94-GHz to 4.99-GHz band for the United States regulatory
domain as per the TIA TR-8 specification.

Table 6-8 FCC 4.9-GHz Operational Channels as per the TIA TR-8 Specification
Operating Channel |Channel Center Channel Center Channel Center
Numbers 5-MHz Channel Spacing |10-MHz Channel Spacing |20-MHz Channel Spacing
1 J— J— J—

3 J— J— J—

5 4942.5 — —

7 N N N

9 J— J— J—

10 — 4945.0 —

15 4947.5 — —

20 — 4950.0 4950.0

25 4952.5 — —

30 — 4955.0 4955.0
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Table 6-9 lists the modulation supported modulations and data rates.

Table 6-9

Modulations and Data Rates

|
Table 6-8 FCC 4.9-GHz Operational Channels as per the TIA TR-8 Specification (continued)
Operating Channel |Channel Center Channel Center Channel Center
Numbers 5-MHz Channel Spacing |10-MHz Channel Spacing |20-MHz Channel Spacing
35 4957.5 — —
40 — 4960.0 4960.0
45 4962.5 — _
50 — 4965.0 4965.0
55 4967.5 — —
60 — 4970.0 4970.0
65 4972.5 — —
70 — 4975.0 4975.0
75 4977.5 — —
80 — 4980.0 4980.0
85 4982.5 — —
90 — 4985.0 —
91 — — —
93 — — —
95 4987.5 — —
97 — — —
99 — — —
~
Note = One-MHz channel spacing for Channel Center Frequencies is documented in the TIA TR-8
specification, but it is not supported by the 4.9-GHz (public safety) WMIC.
Throughput
The throughput is a minimum of:
e 4 Mbps half-duplex at one mile line-of-sight range for a 5 MHz-wide channel
« 8 Mbps half-duplex at one mile line-of-sight range for a 10 MHz-wide channel.
e 16 Mbps half-duplex at one mile line-of-sight range for a 20 MHz-wide channel.
Modulation

Modulation

5 Mbps

10 Mbps

20 Mbps

BPSK

1.5 Mbps and 2.25 Mbps

3 Mbps and 4.5 Mbps

6 Mbps and 9 Mbps

QPSK

3 Mbps and 4.5 Mbps

6 Mbps and 9 Mbps

12 Mbps and 18 Mbps
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Table 6-9 Modulations and Data Rates (continued)

Modulation 5 Mbps 10 Mbps 20 Mbps

16 QAM 6 Mbps and 9 Mbps 12 Mbps and 18 Mbps 24 Mbps and 27 Mbps
64 0AM 12 Mbps and 13.5 Mbps |24 Mbps and 27 Mbps 48 Mbps and 54 Mbps

Receive Sensitivity

Table 6-10 shows the receive sensitivity for the 4.9-GHz WMIC.

Table 6-10 Receive Sensitivity for the 4.9-GHz WMIC

5 MHz 10 MHz 20 MHz

1.5 Mbps -89 dBm 3 Mbps -87 dBm 6 Mbps -85 dBm
2.25 Mbps -89 dBm 4.5 Mbps -87 dBm 9 Mbps -85 dBm
3 Mbps -89 dBm 6 Mbps -87 dBm 12 Mbps -85 dBm
4.5 Mbps -85 dBm 9 Mbps -87 dBm 18 Mbps -82 dBm
6 Mbps -82 dBm 12 Mbps -85 dBm 24 Mbps -79 dBm
9 Mbps -79 dBm 18 Mbps -79 dBm 36 Mbps -76 dBm
12 Mbps -74 dBm 24 Mbps -74 dBm 48 Mbps -71 dBm
13.5 Mbps -72 dBm 27 Mbps -72 dBm 54 Mbps -69 dBm

5.0-GHz (802.11h) Radio Features

Note

The 5-GHz radio supports only 20-MHz channelization. In addition, the 5-GHz radio supports Dynamic
Frequency Selection (DFS) and Transmission Power Control (TPC) in the ETSI and FCC regulatory
domains.

For more information about DFS and TPC, see Radio Channels and Transmit Frequencies at
http://www.cisco.com/en/US/products/hw/routers/ps272/products_installation_and_configuration_guid
es_list.html.

802.11h is supported only in the ETSI regulatory domain.

By default, the C3205 WMIC uses the right antenna to receive and transmit data.

5.0-GHz (802.11h) Channels

The 5.0-GHz (802.11h) radio in the Cisco 3200 Series router (currently available as the Cisco 3205
WMIC) supports the following channels and frequencies in the ETSI regulatory domain:

e 5.250 GHz to 5.350 GHz: 5260 MHz (52), 5280 MHz (56), 5300 MHz (60), 5320 MHz (64),

e 5.470 GHz to 5.725 GHz: 5500 MHz (100), 5520 MHz (104), 5540 MHz (108), 5560 MHz (112),
5580 MHz (116), 5600 MHz (120), 5620 MHz (124), 5640 MHz (128), 5660 MHz (132),
5680 MHz (136), 5700 MHz (140). (Channels 52 through 140 are ETSI outdoor channels.)
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Note

Throughput

Modulation

By default, the C3205 WMIC performs automatic channel selection on the radio interface. For more
information about configuring a channel on the radio interface of the Cisco 3205 WMIC by using the
command-line interface (CLI), see the “Configuring the Radio Channel or Frequency for the C3205
WMIC” section in the Radio Channels and Transmit Frequencies document. To see Dynamic Frequency
Selection (DFS) statistics, use the show interface d0 dfs command.

The throughput is a minimum of 16 Mbps half-duplex at one mile line-of-sight range for a
20-MHz-wide channel. The range performance is dependent on output power, antenna gain,
path loss, and other factors.

The following are range performance estimations:
e 6 Mbps at 10 kilometers (6 miles) at 30 dBm equivalent isotropically radiated power (EIRP)
e | Mbps at 30 kilometers (18 miles) at 30 dBm EIRP

Table 6-11 lists the supported 5.0-GHz (802.11h) modulations and data rates.

Table 6-11 5.0-GHz (802.11h) Modulations and Data Rates
Modulation 20 Mbps

BPSK 6 Mbps and 9 Mbps

QPSK 12 Mbps and 18 Mbps

16 QAM 24 Mbps and 27 Mbps

64 QAM 48 Mbps and 54 Mbps

Receive Sensitivity

Table 6-12 shows the receive sensitivity for 5.0-GHz (802.11h) radios.

Table 6-12 Receive Sensitivity for 5.0-GHz (802.11h) Radios

Data Rates 5.25 GHz to 5.35 GHz 5.47 GHz t0o 5.725 GHz  |5.725 GHz to 5.825 GHz'
6 Mbps -85 dBm -85 dBm -85 dBm
9 Mbps -85 dBm -85 dBm -85 dBm
12 Mbps -85 dBm -85 dBm -85 dBm
18 Mbps -82 dBm -82 dBm -82 dBm
24 Mbps -79 dBm -79 dBm -79 dBm
36 Mbps -76 dBm -76 dBm -76 dBm
48 Mbps -71 dBm -71 dBm -71 dBm
54 Mbps -69 dBm -69 dBm -69 dBm

1. The 5.725-GHz to 5.825-GHz range is not supported on European models.
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Transmit Sensitivity

Table 6-13 shows the transmit sensitivity for 5.0-GHz (802.11h) radios.

Table 6-13 Transmit Sensitivity for the C3205 WMIC

Data Rates 5.25 GHz to 5.35 GHz 5.47 GHz to 5.725 GHz  |5.725 GHz to 5.825 GHZ'
6 Mbps 16 dBm 16 dBm 16 dBm

9 Mbps 16 dBm 16 dBm 16 dBm

12 Mbps 16 dBm 16 dBm 16 dBm

18 Mbps 16 dBm 16 dBm 16 dBm

24 Mbps 16 dBm 16 dBm 16 dBm

36 Mbps 16 dBm 16 dBm 16 dBm

48 Mbps 14 dBm 14 dBm 14 dBm

54 Mbps 13 dBm 13 dBm 13 dBm

1. The 5.725-GHz to 5.825-GHz range is not supported on European models.

Additional cards and components provide power and link interfaces to the WMIC. The exact
configuration of your router will vary, depending on how the vendor configured it.

Related Documentation

These documents provide detailed information regarding the configuration of the wireless card:

e Cisco 10S Switching Services Configuration Guide. Click this link to browse to this document:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fswtch_c/index.htm

* Cisco Internetwork Design Guide. Click this link to browse to this document:
http://www.cisco.com/univercd/cc/td/doc/cisintwk/idg4/index.htm

* Cisco Internetworking Technology Handbook. Click this link to browse to this document:
http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/index.htm

* Cisco Internetworking Troubleshooting Guide. Click this link to browse to this document:
http://www.cisco.com/univercd/cc/td/doc/cisintwk/itg_v1/index.htm
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Step 2
Step 3
Step 4

Step 5

= APPENDIX A

Smart Serial Port External Seal

The Smart Serial port is not sealed. When the Smart Serial port is not connected or otherwise in use, the
protective cover that is provided should be used to seal the port. When a Smart Serial port is connected
by means of a cable, protective heat-shrink tubing should be used to seal the port. We recommend 4:1
shrink-ratio tubing (one piece is provided).

To seal the Smart Serial ports, complete the following steps:

Cut a 1.8-inch length of heat-shrink tubing.
If the Smart Serial port cable is attached, remove it.
Feed the cable through the heat-shrink tubing.

Secure the cable back onto the Smart Serial port by using the jack screws of the cable assembly, as shown
in Figure A-1.

Figure A-1 Securing the Smart Serial Port Cable

Move and secure adjacent port protectors away from the smart serial port.
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Position the heat-shrink tubing as shown in Figure A-2, so that one end is over the cable molding, over

the chassis protrusion, and abuts the end cap.

Step 6

Positioning the Heat-Shrink Tubing Over the Cable Molding

Figure A-2
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Step7  Apply heat by using a heat gun. Heat the tubing until it is reduced in size and fits snugly over the chassis
protrusion of the smart serial port. Once it is secure, direct the heat toward the other end of the tubing
to shrink it against the cable molding, as shown in Figure A-3.

Figure A-3 Applying Heat to the Heat-Shrink Tubing

Cisco 3200 Series Router Hardware Reference
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= APPENDIX B

SFP Module Replacement

This chapter describes how to replace small-form-factor pluggable (SFP) modules. SFP modules are
inserted into the SFP module slot on the Cisco 3270 Rugged Router card. These modules provide the
uplink optical interfaces, laser send (TX) and laser receive (RX).

The following are qualified Gigabit SFP modules:
e Gigabit Multi-Mode SFP (Cisco part number: GLC-SX-MM-RGD):
¢ Gigabit Single-Mode SFP (Cisco part number: GLC-LX-SM-RGD):

Each SFP must be of the same type as the SFP on the other end of the cable, and the cable must not
exceed the stipulated cable length for reliable communications. Figure B-1 shows an SFP module that
has a bale-clasp latch.

Caution

A

We strongly recommend that you not install or remove the SFP module while the fiber-optic cable is
attached to it because of the potential damage to the cables, to the cable connector, or to the optical
interfaces in the SFP module. Disconnect the cable before you remove or install an SFP module.

Removing and installing an SFP module can shorten its useful life. Do not remove and insert SFP
modules more often than is necessary.

Figure B-1 SFP Module with a Bale-Clasp Latch

Caution

To avoid damaging the cables, follow standard fiber optic cleaning procedures when connecting fiber
optic cables to fiber-optic ports.
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Replacing SFP Modules into SFP Module Slots

This section describes how to replace an SFP module.

A

Warning  Class 1 laser product. Statement 1008

To insert an SFP module into the SFP module slot, follow these steps:

Step1  Attach an ESD-preventive wrist strap to your wrist and to a bare metal surface on the chassis.
Step2  Remove the antenna end cap by using a 3/8-in. wrench to loosen the bolts.

Step3  Disconnect the LC from the SFP module.

e

Tip For reattachment, note which cable connector plug is send (TX) and which is receive (RX).

Step4  Insert a dust plug into the optical ports of the SFP module to keep the optical interfaces clean.

A

Caution Do not touch the optical surfaces.

Step5  Unlock and remove the SFP module.

Figure B-2 Disconnecting SFP Latch Mechanisms

117722

Step6  Pull the bale-clasp latch out and down to eject the module. If the bale-clasp latch is obstructed and you
cannot use your index finger to open it, use a small, flat-blade screwdriver or other long, narrow
instrument to open the bale-clasp latch.

Step7  Grasp the SFP module between your thumb and index finger, and carefully remove it from the module
slot.

Step8  Place the removed SFP module in an antistatic bag or other protective environment.

A

Caution Do not remove the rubber plugs from the SFP module port or the rubber caps from the
fiber-optic cable until you are ready to connect the cable. The plugs and caps protect the SFP
module ports and cables from contamination and ambient light.

Cisco 3200 Series Router Hardware Reference
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Step 9

Step 10
Step 11

Step 12

Step 13
Step 14
Step 15

Find the send (TX) and receive (RX) markings that identify the top side of the replacement SFP module.

A

Note  Onsome SFP modules, the send and receive (TX and RX) markings might be replaced by arrows
that show the direction of the connection, either send or receive (TX or RX).

Align the SFP module in front of the slot opening.

Insert the SFP module into the slot until you feel the connector on the module snap into place in the back
of the slot.

Remove the dust plugs from the SFP module optical ports. Store the plugs for later use.

A

Caution Do not remove the dust plugs from the SFP module port or the rubber caps from the fiber-optic
cable until you are ready to connect the cable. The plugs and caps protect the SFP module
ports and cables from contamination and ambient light.

Clean the fiber-optic connectors by using standard procedures.
Insert the LC cable connector into the SFP module.

Verify that the gasket is in place and replace the Antenna end cap by using a 3/8-in. wrench to remove
the bolts, torquing the bolts to 58 to 68 inch-pounds.

Diagnosing SFP Problems

You can get statistics from the browser interface, from the CLI, or from an SNMP workstation.
Common SFP module problems fall into these categories:

e Poor performance

e No connectivity

e Corrupted software

Table B-1 describes how to detect and resolve these problems.

Table B-1 Common SFP Problems
Symptom Possible Cause Resolution
Poor performance or Cabling distance exceeded. Reduce the cable length to within the

excessive errors recommended distances.

Port statistics show excessive frame

check sequence (FCS), See your SFP module documentation
late-collision, or alignment errors. for cabling guidelines.
No connectivity Incorrect or bad cable Verify the pinouts are correct for the

The cable is wired incorrectly. proper application of cables.

Replace the cable with a tested good

STP checking fi ible 1 .
checking for possible loops cable.

Wait 30 seconds for the port LED to
turn green.

[ oL-5816-10
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Error Messages

Table B-1

Common SFP Problems (continued)

Symptom

Possible Cause

Resolution

The portis placed in
error-disabled state
after SFP module is

inserted

Bad or non-Cisco-approved SFP
module.

Remove the SFP module and replace it
with a Cisco-approved module. Use the
errdisable recovery cause
gbic-invalid global configuration
command to verify the port status, and
enter a time interval to recover from the
error-disable state.

The port is placed in
error-disabled state
after SFP is inserted

Bad or non-Cisco-approved SFP
module.

Remove the SFP module from the
switch and replace it with a
Cisco-approved module. Use the
errdisable recovery cause
gbic-invalid global configuration
command to verify the port status, and
enter a time interval to recover from the
error-disable state.

Device does not
recognize the SFP
module

The SFP module might be installed
upside down.

The SFP module did not snap into
the slot.

Verify that the SFP module is not
installed upside down.

Remove the SFP module. Inspect for
physical damage to the connector, the
module, and the module slot.

Replace the SFP module with a known
good SFP module.

Excessive errors found
in port statistics

Bad adapter in attached device or
STP checking for possible loops.

Run adapter card diagnostic utility and
wait 30 seconds for the port LED to turn
green.

Error Message Transceiver module inserted in port

Explanation The online insertion and removal (OIR) facility detected a newly inserted transceiver
module for the interface specified in the error message.

ErrorMessage INIT_FAILURE: Detected for transceiver module in port, module disabled

Explanation An initialization failure occurred for the transceiver module for the interface specified
in the error message. This condition could be caused by software, firmware, or hardware problem.
As a result of the error, the module is disabled.

Recommended Action Try reseating the module. Hardware replacement should not occur first
occurrence. Before requesting hardware replacement, review troubleshooting logs with a technical
support representative.

] Cisco 3200 Series Router Hardware Reference
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Error Message NOT_IDENTIFIED: Detected for transceiver module in %s, module disabled

Explanation The transceiver module for the interface specified in the error message could not be
identified and may not be compatible with the interface. The transceiver module specified in the
error message contains a transceiver code which could not be correctly interpreted. As a result of
the error, the module is disabled.

Recommended Action Replace the module with a compatible transceiver.

Error Message UNSUPPORTED-TRANCEIVER: Unsupported SFP transceiver found on board.
Warranty/support may void

Explanation The transceiver module for the interface specified in the error message is not a Cisco
supported module. As a result of the error, the module is disabled. When Cisco determines that a
fault or defect can be traced to the use of third-party transceivers installed by a customer or reseller,
then, at Cisco's discretion, Cisco may withhold support under warranty or a Cisco support program.
In the course of providing support for a Cisco networking product Cisco might require that the end
user install Cisco transceivers if Cisco determines that removing third-party parts will assist Cisco
in diagnosing the cause of a support issue.

Recommended Action None.
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2.4 GHz (802.11b/g) WMIC  6-1
3rd-party devices 3-3
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5.0 GHz (public safety) WMIC  6-1
802.11a 6-13

802.11b/g 6-1

802.11i 2-7

802.1D 4-1

802.1P 41

802.1Q 4-1

A

Advanced Encryption Standard Unit (AESU) 2-5, 2-7
antenna 6-2
connector type (RP-TNC) 1-7
endcap 1-7
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asynchronous
AUX 1-17,31,34
baud rates 1-17, 3-4
DTE 1-17,3-4
GPS 341
audience  viii
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Auto-MDIX 4-1,4-2,6-3

auto-negotiation  3-1, 4-2, 6-3
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bridging 4-1

broadcast key rotation 6-6

4-2

bus communication 2-2, 4-3, 5-1, 6-1
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Cisco 3230 1-6
Cisco 3270 1-4
CCITT V.35 541
CCXv4 6-10
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2.4 GHz center frequencies
4.9 GHz center frequencies
Cisco IOS image release 6-7
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2.4-GHz 6-10
49-GHz 6-13
class of service (CoS) 4-1
commands
duplex 2-6
errdisable recovery B-4

line con 2-4,3-1

6-11
6-13

AUX port power local  6-7
enclosure  1-17 show controller 1-15
MARC 3-4 show interface 6-16
speed 2-4 speed 4-2
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speed auto  2-6
station role  1-19
connectivity problems, solving B-3
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Cisco 3270 Rugged Router card  2-1
MARC 3-4
WMIC 1-17
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cooling 1-20
cover, end cap 1-13
crossover cable 4-2
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Data Encryption Standard (DES) 2-5
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DFS 6-16
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protective cover 1-13
errdisable recovery command B-4
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Cisco FESMIC 41
Cisco MARC 3-1
Cisco WMIC 6-2
enclosures 1-15
end cap interfaces 1-15
indicator 6-4
MAC addresses 2-8
switch port 4-5
WMIC internal connections
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Fast Ethernet connections 1-9
fiber optic port
seal 1-10
Tyco connector 1-10
Flash memory 2-1,3-1
flow control 1-17,2-1, 3-4
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duplex mode 2-6
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SFP module 2-6
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HDLC 5-1
header keying 2-3, 3-2, 4-4, 5-1, 6-2
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Cisco MARC 3-2
Cisco SMIC 5-2
Cisco WMIC 6-2
heat-shrink tubing A-1

IKE 2-7
industry-standard architecture (ISA) 2-2,3-2
installation mode (WMIC) LEDs 1-19
installing SFP modules B-2 to B-3
integrated security engine 2-4
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serial

Cisco SMIC 5-4

interfaces

AUX 1-17,2-4,3-4

console port 1-17,2-3, 3-4

Fast Ethernet

Cisco 3270 Rugged Router card  2-3

Cisco FESMIC 4-4,4-5
Cisco MARC 3-3

Cisco WMIC 6-3
end cap 1-15
serial
Cisco 3270 Rugged Router card  2-1
Cisco MARC 341
Cisco SMIC  5-3,5-4
inter-VLAN routing 4-2
IP-67 integrity 1-10
IPSec 2-7
ISA bus
signals  2-2, 3-2, 4-3, 6-1
iSCSI  2-7
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keying feature 2-3, 3-2, 4-4, 5-1, 6-2
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line con command 2-4, 3-1
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MAC address
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MDIX 4-2
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rugged enclosure  1-1
rugged enclosure, Cisco 3230 1-6
features 1-1
I/Oend cap 1-12
rugged enclosure, Cisco 3270
card stack 1-4

features 1-1

2-1

S

seal method 1-2

seal the smart serial ports A-1

security engine 2-4, 2-7

serial
asynchronous port 1-17, 3-4
signals  3-1

serial interface
Cisco MARC 3-1
Cisco SMIC 5-3,5-4

SFP module
bale-clasp latch B-2
qualified parts B-1
replacement B-2to B-3
replacement instructions B-1

show controller command 1-15

show interface dO dfs command 6-16

signals
Cisco FESMIC 4-4
Cisco MARC 3-3
Cisco SMIC 5-3
Fast Ethernet 3-3, 4-1, 6-2
ISA bus  2-2,3-2, 4-3, 6-1
PCI bus 2-2,3-1,4-3,6-1
serial 3-3,5-3
signal strength
installation mode 1-19
sleep mode 6-3
smart serial port
seal A-1
system integrity 1-10
SNMP 6-5,6-10
Spanning Tree Protocol (STP) 4-2
speed auto command  2-6
speed command 4-2
SRTP 2-7
SSL/TLS 2-7
station role command 1-19
status indicators 6-4
Switch Virtual Interface (SVI) 2-8

system integrator vii

Index M

T

temperature sensor, Cisco 3270 2-8
thermal plates 1-20

throughput 6-14, 6-16

TKIP 6-6

torque values 1-21

transmit sensitivity  6-17

Triple Data Encryption Standard (3DES)

trunking 4-1

2-5
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W Index

U

Universal workgroup bridge mode 6-8
USB Flash storage device

caveat 1-11

errors 1-11
Vv
VLAN

routing 4-2
W

WDS server 6-9
Wedge Lok 1-20
WEP 6-6
wiring card  1-2
WMIC
2.4 GHz (802.11b/g) 6-1
4.9 GHz (public safety) 6-1
5.0 GHz (public safety) 6-1
console ports 1-9
mode, installation and operation 1-19

order of installation 1-4

y 4

Zeroization
AUX port 2-5,3-1
GPIO pin 2-5
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