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Preface

Document Objectives

This user guide provides step-by-step instructions for most of the tasks you perform using

Cisco Media Gateway Controller Node Manager (CMNM). It contains information you need to install
and configure CMNM and to prepare the system for users. It also contains reference information that
may be needed by administrators, service technicians, and users.

CMNM provides a means to manage fault, configuration, and performance of the service provider's
Cisco MGC nodes. CMNM s based on the Cisco Element Manager Framework (CEMF).

This document describes how to:

¢ Provide fault and performance management of the Cisco MGC node and its subcomponents
¢ Configure network elements using CiscoView and other tools

¢ Display and manage the Cisco MGC, Cisco SLT, and LAN connectivity network

Audience

This document has two primary audiences:
e System administrators who install and configure CMNM

¢ Network Operations Center (NOC) personnel who use CMNM to monitor the network and respond
to events and alarms

Document Organization

This document contains the following chapters:

Table 1 Document Contents

Chapters Title Content

Chapter 1 Overview of Cisco Media | Thischapter providesan overview of CMNM
Gateway Controller Node |and the various tasks you perform.
Manager
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I Document Organization

Table 1 Document Contents

Chapter 2 Installing CMNM This chapter contains information about
hardware and software requirements for
CMNM and instructions for installing the
software.

Chapter 3 Configuring Network This chapter shows you how to configure

Devices for Management

each network device so that it can be
managed by CMNM.

Chapter 4

Getting Started with CMNM

This chapter describes CMNM concepts.

Chapter 5

Setting Up CMNM Security

The administrator must set up security for the
system and users. CMNM provides a number
of security features necessary for atypical
service provider's environment, such as user
login IDs and alphanumeric passwords and
per-user privileges and control of
administrative functions. This chapter shows
you how to set up defaults for users and
security for the system.

Chapter 6

Deploying a Site, Object, or
Network

CMNM provides two methods to configure
Cisco MGC nodes and subobjects: manual
and seed file. This chapter shows you how to
deploy using either method.

Chapter 7

Using Polling to Monitor
Network Performance

CMNM collects performance information
from the Cisco MGC node, allowing you to
monitor the health and performance of the
network. CMNM allows you to view
performance data associated with a given
object and graph that data over time. This
chapter shows you how to monitor
performance data.

Chapter 8

Managing Traps and Events

CMNM provides fault management of the
Cisco MGC, including the Cisco MGC host,
Cisco SLT, and LAN switch. This chapter
shows you how to view, acknowledge, and
clear alarms for a given object.

Chapter 9

Viewing Information About
Network Devices

This chapter shows you how to view avariety
of different information about network
devices.

Appendix A

BAMS, Cisco MGC, and
CMNM M essages

This appendix supplements the information
in Chapter 8. It provides references to
documentation explaining BAMS and Cisco
MGC alarm messages and it describes
CMNM’s own internal alarms.
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Documentation Suite 1l

Documentation Suite

Consult the following related documentation for additional information about the Cisco MGC software.

Cisco MGC Documentation

¢ Cisco Media Gateway Controller Hardware Installation Guide

¢ Regulatory Compliance and Safety Information for Cisco Media Gateway Controller Hardware
¢ Cisco Media Gateway Controller Software Release 8 Installation and Configuration Guide

¢ Cisco Media Gateway Controller Software Release 8 Provisioning Guide

¢ Cisco Media Gateway Controller Software Release 8 Reference Guide

¢ Cisco Media Gateway Controller Software Release 8 Operations, Maintenance, and
Troubleshooting Guide

¢ Release Notes for Cisco Media Gateway Controller Software Release 8
¢ Cisco Media Gateway Controller Online Documentation Notice

¢ Cisco Media Gateway Controller SLT Documentation Notice

¢ Cisco Media Gateway Installation and Configuration Guide

Cisco Element Management Framework Documentation

Consult the following related documentation for additional information about the Cisco Element
Management Framework (CEMF):

¢ Cisco Element Management Framework Installation and Administration Guide
¢ Cisco Element Management Framework Release Notes
¢ Cisco Element Management Framework User Guide

Billing and Measurements Server Documentation

Consult the following related documentation for additional information about the Billing and
M easurements Server (BAMYS):

¢ Billing and Measurements Server (BAMS) User’s Manual

Cisco Media Gateway Controller Node Manager User Guide 1.5
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I Document Conventions

Document Conventions

Command descriptions use the following conventions;

boldface font

Commands and keywords are in boldface.

italic font

Arguments for which you supply values are in italics.

[]

Elements in square brackets are optional.

{xlylz}

Alternative keywords are grouped in braces and separated by vertical bars.

[x]ylz]

Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string

A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

Screen examples use the following conventions:

screen font

Terminal sessions and information the system displays are in screen font.

bol df ace screen font |Information you must enter isin bol df ace screen font.

italic screenfont |[Argumentsfor which you supply valuesareinitali c screenfont.

_—

This pointer highlights an important line of text in an example.

The symbol » represents the key labeled Control. For example, the key
combination D in a screen display means hold down the Control key while
you press the D key.

Nonprinting characters, such as passwords, are in angle brackets.

Default responses to system prompts are in square brackets.

P e AN
FHt | -

An exclamation point (!) or apound sign (#) at the beginning of aline of code
indicates a comment line.

~

Note = Means reader take note. Notes contain helpful suggestions or references to material not
covered in the publication.

Timesaver  Means the described action saves time. You can save time by performing the action
described in the paragraph.

Je

Fpﬁ M eans the following information might help you solve a problem. The tips information
might not be troubleshooting or even an action, but could be useful information, similar to

a Timesaver.

A

Caution = Meansreader be careful. In this situation, you might do something that could result in
equipment damage or loss of data.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Obtaining Documentation

Obtaining Documentation

The following sections provide sources for obtaining documentation from Cisco Systems.

World Wide Web

You can access the most current Cisco documentation on the World Wide Web at the following sites:
e http://www.cisco.com
¢ http://www-china.cisco.com

e http://www-europe.cisco.com

Documentation CD-ROM

Cisco documentation and additional literature are available in a CD-ROM package, which ships
with your product. The Documentation CD-ROM is updated monthly and may be more current than
printed documentation. The CD-ROM package is available as a single unit or as an annual subscription.

Ordering Documentation

Cisco documentation is available in the following ways:

¢ Registered Cisco Direct Customers can order Cisco Product documentation from the Networking
Products MarketPlace:

http://www.cisco.com/cgi-bin/order/order_root.pl

¢ Registered Cisco.com users can order the Documentation CD-ROM through the online Subscription
Store:

http://ww.ci sco.com/go/subscription

¢ Nonregistered CCO users can order documentation through alocal account representative by calling
Cisco corporate headquarters (California, USA) at 408 526-7208 or, in North America, by calling
800 553-NETS(6387).

Documentation Feedback

If you are reading Cisco product documentation on the World Wide Web, you can submit technical
comments electronically. Click Feedback in the toolbar and select Documentation. After you complete
the form, click Submit to send it to Cisco.

You can e-mail your comments to bug-doc@cisco.com.

To submit your comments by mail, for your convenience many documents contain a response card
behind the front cover. Otherwise, you can mail your comments to the following address:

Cisco Systems, Inc.

Document Resource Connection
170 West Tasman Drive

San Jose, CA 95134-9883

Cisco Media Gateway Controller Node Manager User Guide 1.5
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I Obtaining Technical Assistance

We appreciate your comments.

Obtaining Technical Assistance

Cisco.com

Cisco provides Cisco.com as a starting point for all technical assistance. Customers and partners can
obtain documentation, troubleshooting tips, and sampl e configurations from online tools. For Cisco.com
registered users, additional troubleshooting tools are available from the TAC website.

Cisco.com is the foundation of a suite of interactive, networked services that provides immediate, open
access to Cisco information and resources at anytime, from anywhere in the world. This highly
integrated Internet application is a powerful, easy-to-use tool for doing business with Cisco.

Cisco.com provides a broad range of features and services to help customers and partners streamline
business processes and improve productivity. Through Cisco.com, you can find information about Cisco
and our networking solutions, services, and programs. In addition, you can resolve technical issues with
online technical support, download and test software packages, and order Cisco learning materials and
merchandise. Valuable online skill assessment, training, and certification programs are also available.

Customers and partners can self-register on Cisco.com to obtain additional personalized information and
services. Registered users can order products, check on the status of an order, access technical support,
and view benefits specific to their relationships with Cisco.

To access Cisco.com, go to the following website:
http://www.cisco.com

Technical Assistance Center

The Cisco TAC website is available to all customers who need technical assistance with a Cisco product
or technology that is under warranty or covered by a maintenance contract.

Contacting TAC by Using the Cisco TAC Website

If you have a priority level 3 (P3) or priority level 4 (P4) problem, contact TAC by going to the TAC
website:

http://www.cisco.com/tac
P3 and P4 level problems are defined as follows:

e P3—Your network performanceisdegraded. Network functionality is noticeably impaired, but most
busi ness operations continue.

e P4—You need information or assistance on Cisco product capabilities, product installation, or basic
product configuration.

In each of the above cases, use the Cisco TAC website to quickly find answers to your questions.
To register for Cisco.com, go to the following website:

http://www.cisco.com/register/

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Obtaining Technical Assistance W

If you cannot resolve your technical issue by using the TAC online resources, Cisco.com registered users
can open a case online by using the TAC Case Open tool at the following website:

http://www.cisco.com/tac/caseopen

Contacting TAC by Telephone

If you have a priority level 1(P1) or priority level 2 (P2) problem, contact TAC by telephone and
immediately open a case. To obtain adirectory of toll-free numbersfor your country, go to the following

website:
http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml
P1 and P2 level problems are defined as follows:

e P1—Your production network is down, causing a critical impact to business operations if serviceis
not restored quickly. No workaround is available.

e P2—Your production network is severely degraded, affecting significant aspects of your business
operations. No workaround is available.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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CHAPTER 1

Overview of Cisco Media Gateway Controller
Node Manager

Introduction

Cisco Media Gateway Controller Node Manager (CMNM) integrates the management interfaces and
management functionality of the Cisco M GC node componentsinto one comprehensive human interface
and datarepository. The Cisco MGC node consists of the Cisco MGC itself, one or more Cisco Signaling
Link Terminals (Cisco SLTs) and the Catalyst 2900, Catalyst 5000, or Catalyst 5500 LAN switch.
CMNM provides fault, configuration, and performance management for all components of the

Cisco MGC node.

CMNM provides the element-specific management features for the Cisco MGC node. It blends the
management framework features of the Cisco Element Management Framework (CEMF) with the
individual interfaces and object structures of each managed element to produce an integrated
management application.

Terms Used in This Document

The following terms are used in this document:

BAM S—Billing and Measurements Server. The Billing and Measurements Server (BAMS) isa
UNIX-based software application that accepts individual usage records generated by

Cisco Virtual Switch Controllers (V SCs), validates and correl ates the records into a merged usage
record, facilitates traffic-oriented statistical analysis, and generates Bellcore Automatic Message
Accounting (AMA) Format (BAF) records on a per-call basis.

Cisco Element Management Framework (CEMF)—T he element management framework upon
which CMNM is built.

Cisco MGC—Cisco Media Gateway Controller. The Cisco Virtual Switch Controller (Cisco V SC)
and the Cisco Signaling Controller (Cisco SC) are key to Cisco’s voice domain solutions. The
Cisco VSC and the Cisco SC are collectively called a Cisco M edia Gateway Controller (Cisco MGC)
node. The Cisco MGC node itself is comprised of a number of different devices: the Cisco MGC
host, a LAN switch, and a Cisco Signaling Link Terminal (Cisco SLT).

Cisco MGC host—A Sun host server running Cisco MGC software. For the Cisco SC2200 and the
Cisco VSC3000, thisis also called a Cisco MGC host.

Cisco MGC node—A generic term encompassing both the Cisco SC node and the Cisco VSC node.
Thelogical grouping of the active and standby Cisco MGC hosts, the control signaling network, and
the Cisco SLTs.

[ 78-12214-01
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I Key Features of CMNM

¢ CiscoView—A graphical device management tool based on Simple Network Management Protocol
(SNMP) that provides real-time views of networked Cisco Systems devices.

¢ CMM and VSPT—Cisco MGC Manager and Voice Services Provisioning Tool

You can use two different Cisco V SC3000 and Cisco SC2200 provisioning tools, depending on the
network architecture you are running. If you are running the Cisco SS7 PRI Gateway Solution or the
Cisco Tandem Offload Solution, you use VSPT. For all other architectures, you use CMM.

e Web Viewer—A web-based device management tool that facilitates managing the Cisco MGX 8260
media gateway.

Overview of the Cisco MGC Node Architecture

The Cisco Virtual Switch Controller (VSC) and the Cisco Signaling Controller (SC) (collectively
referred to as the Cisco MGC) are key to Cisco’s voice domain solutions.

The Cisco MGC node itself comprises the:

¢ Cisco MGC host—The Cisco MGC host is a suite of software running on a Sun Solaris server and
isresponsible for most of the Cisco MGC functionality, including (depending on the configuration)
number analysis, routing, switching, and so on.

e Cisco Signaling Link Terminal (Cisco SLT)—The Cisco SLT is responsible for terminating SS7
signaling lines from the PSTN.

e LAN switch—The LAN switch acts as an Ethernet switch connecting the Cisco SLT and the
Cisco MGC host to external equipment.

The standard Cisco MGC node design defines that a Cisco 2611 should be configured as the
Cisco SLT and that a Catalyst 2900X L, 5500, or 5000 should be used as the LAN switch.

¢ BAMS—BAMSisused for optional third-party accounting and billing packages.

A Cisco MGC nodeis (optionally) fully redundant. This meansthat each Cisco Virtual Switch Controller
or Cisco Signaling Controller may actually have multiples of each type of subcomponent. At any given
time, one Cisco MGC host is considered active and the other standby. When the active Cisco MGC host
goes down, the standby host becomes active. There is no concept of active or standby with the LAN
switches or Cisco SLTs (both are active at all times).

Key Features of CMNM

The most common form of a CEMF installation includes plug-in modules referred to as Element
Managers or Element Management Systems (EMS). In the Cisco MGC node architecture, CMNM is a
CEMF-based EMS that is responsible for managing the Cisco MGC node. CMNM adds custom
graphical user interface (GUI) windows and modeling behavior to the standard CEMF system to allow
the management of specific types of network elements. For more information about the Element
Managers installed with CMNM, see Table 2-12 in the “ Verifying Element Managers’ section on
page 2-11.

CMNM uses CEMF to manage the following components of the Cisco MGC node:
e CiscoMGC
e CiscoSLT
¢ LAN Switch (Catalyst 2900, 5000, and 5500 only)
¢ BAMS

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Key Features of CMNM

The key features of CMNM are:

Performance monitoring

CMNM collects and displays performance information from the Cisco MGC node, allowing you to
monitor the health and performance of the network. CMNM collects performance information from
all the components of the Cisco MGC node.

You can:
— Graph and display the performance information
- View performance data associated with a given object and graph that data over time
— Configure the objects being polled and the frequency of the polling
— Export the performance data for use by other applications

For more information on performance monitoring, see Chapter 7, “Using Polling to Monitor
Network Performance.”

Fault management

CMNM provides fault management of the Cisco MGC node, including the Cisco MGC host, the
Cisco MGX 8260, the Cisco SLT, and the LAN switch. You seethe traps generated by these elements
inthe CMNM system.

When the Cisco MGC host detects a problem with one of itslogical connections, it generates atrap.
CMNM receives these traps and del egates them to the object that represents that logical connection.
For example, if CMNM receives atrap that the link to a media gateway is down, CMNM delegates
that trap to the object that represents the media gateway link. You can acknowledge and clear alarms
and forward traps.

CMNM periodically polls each managed object to ensure that the device is still reachable using
SNMP. If the device is not reachable, an annotation appears on the map display, an alarm is
generated, and the object is placed in an errored state. After the object loses connectivity, CMNM
continues to poll the object until it can be reached. Once connectivity is reestablished, the alarm is
cleared, the annotation on the map viewer is removed, and the object is returned to the normal state.

For more information on fault management, see Chapter 8, “Managing Traps and Events.”
Security

CMNM supports role-based access to its management functions. The administrator defines user
groups and assigns users to these groups. CMNM supports control of administrative state variables
for Cisco MGC node resources. For more information on access control, see Chapter 5, “ Setting Up
CMNM Security.”

Billing and M easurements

Third-party accounting and billing packages are supported directly on the Billing and M easurements
Server (BAMS), a component of the Cisco MGC node.

Configuration
You can launch the following configuration tools from CMNM:

- Cisco MGC Manager (CMM), ageneric Cisco MGC host configuration tool usedin all network
architectures except those using the Voice Services Provisioning Tool.

- CiscoView, which allows you to configure the Cisco SLT (Cisco 2611) and the LAN switch
(Catalyst 2900, 5000, and 5500) devices.

— Voice Services Provisioning Tool, a Cisco MGC host configuration tool used in the
Cisco SS7 PRI Gateway Solution and the Cisco Tandem Offload Solution. For all other
architectures, use CMM.

[ 78-12214-01
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- Web Viewer, the tool used to view and configure the Cisco MGX 8260.
¢ Troubleshooting

CMNM provides CDR Viewer, Log Viewer, Trace Viewer, and Translation Verification Viewer for
diagnostic and troubleshooting information.

Overview of CEMF

CMNM is based on the Cisco Element Management Framework (CEMF), a carrier-class network
management framework. This framework was designed to address the challenges of developing and
deploying robust, large-scale, multivendor, multitechnology management solutions.

CEMF has been designed to overcome the limitations of traditional enterprise network management
solutions, particularly in the broadband access market, and also in other network management
applications where the aforementioned characteristics are important. CEMF is used to quickly develop
and deploy element, network, and service-level applications in technologies ranging from Digital
Subscriber Line (DSL), used for high-speed Internet access; cable modems; and Voice over IP to
complex ATM/IP routing multiservice switches.

CEMF Components

CEMF consists of:
e A series of applications that form a front-end GUI to process input

e A series of back-end server processes that maintain amodel of the network and carry out the actual
interfacing to the network elements (see Figure 1-1)
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Figure 1-1 CEMF Processes
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CEMF comes with the following set of applications:
e Launchpad
e Map Viewer
e Auto Discovery
e Access Manager
e Event Browser
e Object Group Manager
¢ Performance Manager
e Deployment Wizard
e Event Manager
¢ Netscape Help Browser

How CEMF Models the Network

CEMF keeps a model of the managed network within its database. This model is used to keep track of
the current state of the various network elements and various abstractions of this network.

The CEMF model of the network uses the following components:
¢ Objects—Each element managed by CEMF is modeled as an object.
An object can represent:

— Some part of the network, such as arouter or a switch

Cisco Media Gateway Controller Node Manager User Guide 1.5
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— An abstraction of the network, such as asite or aregion
— Some of the services provided by the network, such as a permanent virtual connection (PVC)
- Something (or someone) that interacts with the network, such as a subscriber or a customer

Object classes—Each object within CEMF has an associated object class. Each class of object
simply indicates a different kind of element. Examples of classes are routers, line cards, sites, and
so on. Each class of object has different data stored against it and displays different behavior.

In the Map Viewer application, the class of the object isindicated with a different icon used within
the Map Viewer browser.

The use of classes also allows powerful queries to be carried out based upon the kind of object.
Examples of thistype of query could be; show all eventsin the system from cable modems or create
agroup of router objects.

Object types and attributes—Each object has a number of attributes that can be accessed. An
attribute is a piece of information either stored against the object or accessible from the object
through some network protocol. Examples of attributes are | P address, interface table, upstream
power, and so on.

These attributes are associated with the object according to the granularity of object types. A type
issimply acollection of related attributes, and each class usually has anumber of types. An object’s
class defineswhich types and, therefore, which attributesit is allowed to have and which typesit has
by default.

An example of the association between classes and typesis shown in Figure 1-2.

Figure 1-2 Example of Object Types and Attributes

Class: Unix Workstation

Type: System
Type: snmpManageable

Type: System

Attribute: sysDesc
Attribute: sysUpTime
Attribute: sysObjectld Type: snmpManageable

Attribute: read-community
Attribute: write--community

29198

In Figure 1-2, a UNIX Workstation class is specified. This class of object includes two types:
System and snmpM anageabl e. The System type includes the sysDesc, sysUpTime, and sysObjectid
attributes. The snmpManageabl e type includes the read-community and write-community attributes.

Views—A view is a collection of objectsin a hierarchical relationship. Each object can have a
number of parents and children.
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You can access CEMF objects by navigating through one of the viewsto find the object. Each view
represents a different way of containing and grouping the objects. The standard views provided are
the Physical view and the Network view. CMNM adds additional views onto the standard set
supplied by CEMF. CMNM views are summarized in Table 1-1.

Table -1 CMNM Views

View Description

MGC-Node-View |Displaysall of the Cisco MGC nodes in the network along with their logical
children (Cisco SLTs, switches, Cisco MGC hosts, and so on). Thisview also
includesall of the signaling, dial plan, and trunking components of the Cisco
MGC node. For more information, see the “MGC Node View” section on
page 1-7.

Host-View Presents all of the Cisco MGC host devices in the network. For more
information, see the “Host View” section on page 1-8.

SLT-View Presentsall of the Cisco SLT devicesin the network. Thisview also contains
al of the interfaces on each Cisco SLT. For more information, seethe“SLT
View” section on page 1-9.

Switch-View Presents all of the LAN switch devicesin the network. This view also shows
al of the interfaces on each LAN switch. For more information, see the
“Switch View” section on page 1-10.

BAMS-View Presents all of the BAMS in the network. For more information, see the
“BAMS View” section on page 1-10.

Physical Displays all of the Cisco MGC network devices, grouped by physical
location (buildings, sites, regions, and so on). For more information, see the
“Physical View” section on page 1-11.

Network Displays all IP devices within their relative networks and subnets. Thisisa
standard CEMF View. For more information, see the “Network View”
section on page 1-11.

¢ Object groups—An object group issimply acollection of objectsthat are related in someway. They
may all be the same type of equipment or all belong to the same customer.

Object groups can be built either manually or by building a query. Object groups are accessible
through the Object Group Manager application.

MGC Node View

The MGC-Node-View displays all of the Cisco MGC node elements in the network. For each Cisco
MGC node, all of the logical components of the node are displayed, asillustrated in Figure 1-3.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Figure -3 MGC Node View
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Each Cisco MGC noae is represented with ité logical child elements. These child elements include the
Cisco MGC hosts, BAMS, Cisco SLTs, and LAN switches, and each device's network interfaces.
Depending on the configuration, there can be up to two Cisco MGC host devices (active/standby pair),
two BAMS (active/standby pair), eight Cisco SLTs, and two LAN switches.

In addition to the physical devices, the logical configuration of the active Cisco MGC host is also
displayed. Thislogical configuration includesthe signaling, trunking, and dial plan information from the
active Cisco MGC host. For more information, see the “How CMNM Models the Cisco MGC Node”
section on page 1-12.

Host View

The Host-View displays all of the Cisco MGC host devices along with their associated interfaces, as
illustrated in Figure 1-4.
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Figure 1-4 Host View
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Each Cisco MGC host in the network is displayed along with its network interfaces and system
components. This view is used to collect all Cisco MGC hosts in a single location where services can
be launched.

SLT View

The SLT-View displaysall of the Cisco SLT devicesin the network along with their associated interfaces,
asillustrated in Figure 1-5.

Figure 1-5  SLT View
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Thisview isusedto collect all Cisco SLTsin asinglelocation. From thisview the user can monitor faults
or launch Cisco SLT-specific services.

Switch View

The Switch-View displaysall of the LAN Switchesin the network. In addition, the slots and ports on the
LAN switches are displayed, asillustrated in Figure 1-6.

Figure 1-6 LAN Switch View
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This view isused to collect all LAN switchesin a single location for viewing faults or launching
services.

BAMS View
The BAMS-View displays all of the BAMS in the network. For each BAMS, the network interfaces of

the BAMS are displayed. In addition, each Cisco MGC host that is communicating with the BAMS is
shown, asillustrated in Figure 1-7.

Figure 1-7 BAMS View
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Each BAMSin the network is displayed along with its network interfaces and system components. This
view is used to collect all BAMS in a single location where services can be launched.
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Network View
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The Physical view isused to model the physical interconnections between devices. Because of the nature
of the Cisco MGC node, the relation between devices is more of alogical connection than a physical
one. Since the logical connections are already represented in the other containment trees, CMNM uses
the Physical view to represent the physical location of devices. In thisview, the operator is free to set up
different types of grouping based on the physical layout of the network.

Users can create sites and regions to represent the physical locations of devicesin their network. When
Cisco MGC node devices are deployed, users can specify the physical location of these devicesin one
of the pre-defined regions or sites. In this way, the Physical view can be used to quickly see which
network elements are colocated. In the same say, network operations center (NOC) operators can easily
see where personnel should be dispatched in the event of a device failure.

An example of the Physical view is shown in Figure 1-8.

Figure 1-8 Physical View
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During deployment the administrator dictates which devices are placed in each region or site. Note that
CMNM does not represent any rel ationships between objects in each site (thisis done by the other
views). Rather, each device is shown at a single level of hierarchy in the region or site. Also note that
only physical devices are shown in this view. Because the Cisco MGC node is not a“physical” device,
it isnot present in this view.

The Network view groups all 1P-enabled devices in containers based on their subnet address. This view
isastandard CEMF view and is not controlled or managed any way by CMNM. The idea behind the
Network view isto see all of the devices on a particular subnet. In practice, this view is not used very

often.
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How CMNM Models the Cisco MGC Node

This section provides information about how CMNM models:
¢ Cisco MGC host signaling network
¢ Cisco MGC host trunking objects
e Cisco MGC host dial plan objects

Cisco MGC Host Signaling Network

CMNM displays the status of the Cisco MGC host signaling network on the Map Viewer interface. This
includes showing the status of the logical connections from the active Cisco MGC host to the:

¢ Interfaces (Ethernet, TDM)

e Signal transfer points (STPs)

¢ Destination point code (SS7 Routes)
¢ Connected Cisco MGCs

¢ TCAP nodes

¢ Mediagateways

e Cisco SLT and LAN switches

When the common Cisco M GC host object isfirst deployed, the CEMF object databaseis populated with
objects that represent the logical connections from the active Cisco MGC host to the external devices.
CMNM then monitors the status of these connections and, when necessary, informs you of any loss of
connectivity.

As new connections are deployed, the signaling network is updated to reflect the current configuration
and network status of the active Cisco MGC host.

CMNM monitors the status of the signaling network by processing and decoding traps from the active
Cisco MGC host. Upon receipt of an appropriate trap, CMNM mapsthe trap to the node representing the
logical connection. An alarm associated with the node is displayed.

CMNM communicates to the Cisco MGC host using:
¢ Simple Network Management Protocol (SNMP)—SNMP is used for receiving alarm information.
e File Transfer Protocol (FTP)—FTP is used for bulk file transfer of performance statistics.

¢ Man-Machine Language (MML)—MML (the TL1-based interface on the Cisco MGC host) is used
to retrieve the Cisco MGC host configuration information needed to manage the node.

Cisco MGC Host Signaling Objects

The Cisco MGC host software defines over 20 different types of network signaling component types.
CMNM queries the configuration of the active Cisco MGC host and represents them in the display.

The hierarchical structure or relationship of the componentsis based on the configuration defined by the
active Cisco MGC host. This configuration can vary from installation to installation. CMNM, however,
is able to handle any type of configuration that may be present on the host.
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CMNM defines a class representing each network signaling element type. For example, there is a class
for an IPlink, point code, and external node. The attributes associated with each class exactly match the
attributes of the MML command used to provision the object.

The classes used to represent the signaling network in CMNM are described in Table 1-2.

Table 1-2 Classes Representing Signaling Network

MML Type |Name Description

apc Adjacent point code |Defines an SS7 STP or external switch through which the Cisco
MGC connects to external switches and other Service Switching
Points (SSPs).

c7iplnk C7 1P link Identifies alink between a Cisco SLT IP address and port and the
SS7 network.

card Card Network card or adapter that is operating in the Cisco MGC.

eisuppath |EISUP path Signaling service or signaling path to an externally located
Cisco MGC.

enetif Ethernet interface  |Physical line interface between a Cisco MGC Ethernet network
card/adapter and the physical Ethernet network.

extnode |Externa node Cisco MGW with which the Cisco MGC communicates.

faspath FAS path Service or signaling path to a particular destination using either
ISDN-PRI or DPNSS.

ipfaspath |IP FAS path Transport service or signaling path from a gateway to a
Cisco MGC.

iplnk IPlink I P connection between a Cisco MGC Ethernet interface and a
Cisco MGW.

Inkset Linkset Group of all communication links that connect from the
Cisco MGC to an adjacent STP.

mgcppath |MGCP path Signaling service or signaling path to atrunking gateway.

naspath NAS path Q.931 protocol path between the Cisco MGC and the
Cisco MGW.

ptcode Point code An SS7 network address that identifies an SS7 network node.

sgcpath SGCP path Protocol path between the Cisco MGC and the Cisco MGW.

ss7path SS7 path Specifiesthe protocol variant and the path that the Cisco MGC uses
to communicate with a remote switch (SSP) sending bearer traffic
to the Cisco MGWs.

ss7route | SS7 route Path, by way of alinkset, from the Cisco MGC to another
Cisco MGC or TDM switch.

ss7subsys |SS7 subsystem Logical entity that mates two Signal Transfer Points (STPs).

tcapippath |TCAP IP path Signaling service path to an STP or SCP.

tdmif TDM interface Physical line interface between a Cisco MGC TDM network
card/adapter and the physical TDM network.

tdmink TDM link Communications link between a TDM interface card on the

Cisco MGC and TDM hardware element.
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Containment Hierarchy of the Signaling Network

When CMNM retrieves the current configuration from the active Cisco MGC host, it establishes the
containment hierarchy of the signaling network. A hierarchical model example is shown in Figure 1-9.

Figure 1-9  Hierarchical Model Example
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In the MML file, the destination point code (DPC) component represents a TDM switch. Likewise, the
adjacent point code (APC) component represents an STP.

The external node component in the MML file represents one of a number of different elements. These
include:

e Mediagateways
e Connected Cisco Media Gateway Controllers
e SS7 Service Control Points

Cisco MGC Host Trunking Objects

Aswith signaling components, CMNM also models all of trunk groups on the active Cisco MGC host.
CMNM also makes trunk information available to northbound systems. Trunks represent the physical
bearer channels, while trunk groups provide a higher-level grouping of trunks.

Trunk group components are stored in a separate logical folder, the Trunking Components folder. This
object is used to group the trunking components and avoid a cluttered display. When the Cisco MGC
host is using switched trunks, each trunk group is shown in the folder. When the Cisco MGC host does
not have any trunk groups, the folder is empty.

CMNM definesaclassto represent each type of trunking component. The attributes associated with each
class typically match the attributes in the MML command use to provision the component.

The classes used to represent the trunking objects in CMNM are described in Table 1-3.

Table 1-3 Classes Representing Trunking Objects

MML Type |Description

nailedtrnk [Nailed trunk component.

switchtrnk |Switched trunk component.

trnkgrp Trunk group component.

Containment Hierarchy of the Trunking Objects

When CMNM retrieves the current configuration from the active Cisco MGC host, it establishes the
containment hierarchy of the trunking objects. A hierarchical model example is shown in Figure 1-10.
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Figure 1-10 Hierarchical Model Example of Trunking Objects
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Trunks are accessible via an action

Cisco MGC Host Dial Plan Objects

CMNM modelsthe dia plan components on the active Cisco MGC host. The dial plan allows the Cisco
MGC to perform pre-analysis, calling (A) number analysis, called (B) nhumber analysis, and cause
analysis. The routing components of the dial plan are used to identify the path for bearer traffic from the
Cisco MGC host to its adjacent switch.

As with trunking components, dial plan components are stored in a separate folder.

CMNM definesaclassto represent each type of dial plan component. The attributes associated with each
class typically match the attributes in the MML command used to provision the component.

The classes used to represent the dial plan objectsin CMNM are described in Table 1-4.

Table 1-4 Classes Representing Dial Plan Objects

MML Type Description

ablack Calling number not to be processed

adigtree Entries for each calling (A) number

awhite Calling number to be processed

bblack Called numbers not to be processed

bdigtree Entries for each called (B) humber

bwhite Called numbers to be processed

carriertbl Carrier selection table (8.x only)

cause Cause analysis

dialplan Represents an MML dialplan

digmodstring |String of numbersto apply to an A or
B-number

location Type of network that originates call

noa Nature of address

npi Numbering plan indicator

porttbl Ported number table (8.x only)
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Table 1-4 Classes Representing Dial Plan Objects

MML Type Description

resultset Result set table

resulttable Result of number analysis

rtlist Route list

rttrnk Routing trunk

rttrnkgrp Routing trunk group

service User-defined services for screening
termtbl Number termination table (8.x only)

Containment Hierarchy of the Dial Plan Objects

When CMNM retrieves the current configuration from the active Cisco MGC host, it establishes the
containment hierarchy of the dial plan objects. A hierarchical model example is shown in Figure 1-9.

Figure 1-11 Hierarchical Model Example of Dial Plan Objects
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Overview of Event Manager

There are three component parts to the Event Manager :

¢ Thresholding Regimes

¢ Notification Profiles

e Event Groups
The following sections provide an overview of these components.
~

Note  For detailed information on using Notify, Thresholds, and Event Groups, see the
Cisco Element Management Framework User Guide, Version 3.1.

Thresholding Regimes

Thresholding is the ability to configure the management system to actively monitor the network and
notify the operator when some aspect of the network performance has deviated from preset criteria.

Normally an operator would wish to apply some standard set of criteriato an entire set of objects as part
of a management policy. An example policy might be:

Poll all routers every 15 m nutes and check if their CPU utilization is higher than 80%
If it is higher than this, then raise a warning alarmon the routers that breach this
condi tion.

If the operator then decided that the polling rate should be ten minutes or that the threshold should be
70 percent, then they would not wish to have to apply thisindividually to, say, 5000 routers.

Thisisthe reason for thresholding regimes. A regimeis set up with the management policy to be applied
and then this regime is applied to a group or groups of objects. If the policy isto be changed, then by
simply changing the one central regime, the new policy will be applied to all objects within the group.

Once a threshold has been breached, the operator will want the system to notify the user or to perhaps
carry out a sequence of actions. The specification of the actionsto carry out is called a notification
profile.

A thresholding regime has a set of trigger conditions and the set of object groups to which these trigger
conditions are to be applied.

Each trigger condition is, in turn, made up of the following components :
e Expression to be checked; for example, CPU > 80%
¢ Frequency that the expression should be checked; for example, every 15 minutes

¢ Notifications profile to run when expression is satisfied

Notification Profiles

Notification profiles consist of a series of notifications that should be carried out asaresult of the profile
being triggered. There are a number of different types of notification available. These are:

¢ Beep Once—Produces a single beep

¢ Raise Window—Brings all windows containing the icon representing the controlling object to the
front of the window stack
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¢ Flash I con—Causes the controlling object’s icon to flash in each open window that contains it
¢ Beep Continuously—Produces a continuous beep

¢ Popup Dialog—Opens a window containing a defined message

¢ Play Sound—Plays a user-defined sound

¢ Run Script—Causes a user-defined script to run

e Raise Event—Generates a Cisco EMF event

All of these notifications, such asrun script or raise event, can be given atimedelay. Thisallowsasimple
form of escalation process to be implemented. For example:

¢ When notification profile is triggered, raise a minor event; if the notification profile has not been
reset within 30 minutes, then raise a major alarm.

Once a notification profile is triggered a“running instance” of this profileis created. Thisis a copy of
the profile that is taken to keep track of the current status of notifications that are active. Notification
profiles can be viewed as templates that are used at trigger time to create an active running version. A
user can view the state of any running notification profiles currently on an object.

A typical telecommunications network can generate a large volume of events. Only a small proportion
of these events may be affect service or require immediate attention. Other eventswill still be of interest
but require less urgency. In order to provide effective network management, an operator must be able to
quickly identify the critical issues from the “background noise” of events.

The operator may also want to categorize the handling of these events based upon geographical location
or based upon the technical knowledge of certain users.

The purpose of Event Groupsis to allow the operator to easily subdivide the stream of events into
manageabl e groups based upon user-defined filtering criteria.

Thisfiltering can be performed by avariety of criteriasuch as event severity, event state, class of network
element affected by the event, and so on.

For display purposes, users can then arrange these event groups onto scoreboards. Each scoreboard
shows a summary box for each group, which allows the user to see the state of a group at a glance.

Having multiple scoreboards allows multiple usersto keep track of different sets of events easily without
being distracted by events that are of no interest to them.

In asimilar way to thresholding regimes, event groups can also be configured to run notification profiles
that carry out a series of actions when certain trigger conditions are satisfied. With event groups there
are three possible trigger conditions:

¢ Invoke notification profiles when first event enters the group
¢ Invoke notification profiles when first event on an object enters the group

¢ Invoke notification profiles when any event enters the group

[ 78-12214-01
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CHAPTER 2

Installing CMNM

Introduction to CMNM Installation

The CMNM installation program and installation software are found on a CMNM product CD.

Cisco Media Gateway Controller Manager (CMM) or Voice Services Provisioning Tool (VSPT) are
required for voice provisioning, depending on the network configuration. Both must be installed before
CMNM. CMM isfound on the CMNM CD, and Voice Services Provisioning Tool is downloaded from
the Web.

Before You Start

Before you install CMNM you must have the required hardware and software and access to the CMNM
Installation site on the Web.

Task Checklist

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Perform the following steps before beginning installation of the CMNM:

Check the web site for latest bulletins and updates.

Check the minimum hardware requirements.

Check the software requirement list to be sure that you have all the necessary software.
Partition hard drives on the workstation.

Install CEMF 3.1 and latest patches (Patch 1 is required).

Make CEMF performance modifications.

Install CMNM on client and manager workstations as appropriate.

Install the relevant Cisco MGC host provisioning tool.

Hardware Requirements

Both client and server minimum hardware requirements must be met.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Note

CMNM supports a maximum of six users at atime.

The CMNM application runs on a separate machine than the Cisco MGC host. The requirements of this
machine are described in Table 2-1 for the Cisco V SC 3000 and Table 2-2 for the Cisco SC2200.

Table 2-1

Hardware Requirements for CMINM Host Machine—VSC3000

Small Network
1-3 Operators

Medium Network
4-6 Operators

Large Network
7-10 Operators

1-5 Nodes 6-10 Nodes 11-20 Nodes

1trap / sec 2 traps / sec 4 traps / sec
Configuration |1 machine Application Management  |Application Management

server server server server

RAM (GB) 2 2 2 2 4
Swap (GB) 2 1 2 1 2
Disk drives (9 |4 1 4 1 8
GB minimum)
CPU (MH2) 2 x 440 2 x 440 2 x 440 4 x 440 2 x 440
Table 2-2 Hardware Requirements for CMINM Host Machine—SC2200

Small Network |Medium Network Large Network

1-3 Operators  |4-6 Operators 7-10 Operators

1-5 Nodes 6-10 Nodes 11-20 Nodes

1trap / sec 2 traps / sec 4 traps / sec
Configuration |1 machine Application Management  |Application Management

server server server server

RAM (GB) 2 2 2 2 4
Swap (GB) 2 1 2 1 2
Disk drives (9 |4 1 4 1 8
GB minimum)
CPU (MH2) 2 x 440 2 x 440 2 x 440 4 x 440 2 x 440

Disk drive requirements are based on the number of drives. The CEMF host machine requires
at least the number of drivesindicated in Table 2-1 and Table 2-2.

Using multiple disk drivesto store the CEMF databases hel ps alleviate I/O bottlenecks and

substantially aids in the performance of the software. If cooked file partitions are used,

installing more than four drives does not yield any performanceimprovements, because the
CEMF databases cannot span multiple partitions.

Jl_ Cisco Media Gateway Controller Node Manager User Guide 1.5
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S
Note  These are recommendations. The total amount of disk space required depends on the
amount of alarm and performance data saved.

Hard Drive Partitioning

By default, the CEMF software is installed with standard UNIX cooked partitions (partitions with
readabledirectory structures.) However, raw partitions (partitions without areadable directory structure)
offer the following advantages over cooked partitions:

¢ A large performance gain
e The capability of having databases over 2 gigabytesin size

Listed below are the suggested partitioning layouts for both cooked and raw partitions. For detailed
information on configuring CEMF with raw files systems, refer to the “ ObjectStore I nstallation Options’
section inthe Installing, Licensing, and Configuring Cisco EMF manual. CEMF uses ObjectStorefor its
database. ObjectStore isinstalled with CEMF.

Suggested Layout for Cooked Partitions (CEMF Default)

Note  ObjectStore requires all raw partitionsto beidentical in size.

Note  For information about suggested performance enhancements for cooked partitions, see the
“Performance Enhancements for Cooked Partitions’ section on page 2-7.

The following tables give the mount point and size for creating cooked partitions.

Table 2-3  Drive 1—Operating System Drive—9 GB or Larger

Mount Point |Size

/ (root) 512 MB
<swap> 2.0GB
Ivar 1.0GB
lusr 4.0GB
/home Remai nder

Table 2-4  Drive 2

Mount Point |Size
<swap> 2.0GB
/opt Remai nder

[ 78-12214-m
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Table 2-5 Drive 3

Mount Point Size

/opt/CSCOcemf/db |Remainder

Table 2-6 Drive 4

Mount Point Size
/ostore/transaction |1.0 GB
/ostore/cache Remainder

Suggested Layout for Raw Partitions

The following tables give the mount point and size for creating raw partitions.

Note ObjectStore requires all raw partitions to be identical in size.

Note  For information about suggested performance enhancements for raw partitions, see the
“Performance Enhancements for Raw Partitions” section on page 2-8.

Table 2-7 Drive 1—Operating System Drive—9 GB or Larger

Mount Point |Size

/ (root) 512 MB
<swap> 2.0GB
Ivar 1.0GB
lusr 4.0GB
/home Remainder

Table 2-8  Drive 2

Mount Point |Size
<swap> 2.0GB
/opt Remai nder

Table 2-9 Drives 3, 4, 5, and 6 (If Appropriate)

Mount Point

Size

<Raw file system>

Remainder
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Configuring Raw File Systems in ObjectStore

A

Note the following:
e You must partition the hard drives when installing the Sun Solaris operating system.

e To get theinstallation directory for the CEMF software, use the command /bin/pkgparam
CSCOcemfm BASEDIR.

e All raw partitions must be exactly the same size (in megabytes). ObjectStore does not use partitions
of different sizes.

e The raw partition names (for example, /dev/rdsk/cOt1d0s3) must be available before starting the
configuration session.

¢ Determine the name of the machine (for example, cemfserver).

Caution

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Adding, modifying, or deleting raw file systems resets the ObjectStore database and
destroys any existing data.

To configure raw file systems in ObjectStore:

Type su - root to become the root user.

Stop the current CEMF processes (/etc/init.d/cemf stop).

Shut down ObjectStore (for example, /etc/rc2.d/S80ostore4 stop).

Shut down the AV License Manager (for example, /etc/rc2.d/S98avim stop).
Start a CEMF shell (for example, /etc/rc2.d/S99cemf shell).

Change to the CEMF installation directory (for example, /opt/CSCOcemf).
Change to the ./ODI1/0OS5.1/ostore/etc directory (under /opt/$INSTALL_DIR).

Edit the host name server parameter file (for example, cemfserver_server parameters) and make the
following modifications:

e Put acomment character (#) at the beginning of the Log File line. (This places the transaction log
in the raw partition.)

e Add an entry for each raw partition that ObjectStore uses.

e Each line must begin with PartitionX: (where X is a number starting with zero and incrementing by
one). Do not forget the colon character.

¢ Each line must have the word PARTITION as the second element.

e Each line must have the raw partition listed as the last element. (Do not forget to use the rdsk
partition identifier.)

For example (a cemfserver_server parametersfile):

uni x-shel I #> cd / opt/ CSCOcenf/ ODI / OS5. 1/ ostore/ etc
uni x- shel | #> cat cenfserver_server_paraneters

#lLog File: /opt/transact.!| og
Partition0O: PARTITION /dev/rdsk/c2t9d0s0
Partitionl: PARTITION /dev/rdsk/c2t10d0sO

[ 78-12214-01
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Partition2: PARTITION /dev/rdsk/c2t12d0s0
Partition3: PARTITION /dev/rdsk/c2t13d0s0

uni x- shel | #>

Step9  Change to the CEMF_INSTALL/ODI/OS5.1/ostore/lib directory (for example,
opt/CSCOcemf/ODI/OS5.1/ostore/lib).

Step 10 Run the command ./osser ver —i to reinitialize ObjectStore. Answer yes when prompted to reinitialize
the database.

Step 11 Run the command /etc/init.d/cemf reset to reset the CEMF database. Answer yes when prompted.

Step12  Run the command /etc/init.d/cemf start to start the ObjectStore and CEMF processes.

Suggested Layout for the CEMF Client

Table 2-10 Single Drive for Client

Mount Point |Size

/ (root) 512 MB
<swap> 2.0GB
Ivar 1.0GB
lusr 2.0GB
/opt Remai nder

Software Requirements

Both client and server minimum software requirements must be met.

A

Caution  Check the web site for the latest bulletins and upgrades for software before proceeding.

CMNM interacts with other software running on the various components of the Cisco MGC node. The
software requirements for these components are described in Table 2-11.

Table 2-11 External Software Versions

External Software Version

CEMF 31

Cisco MGC host software Latest version of
7.4.10(B)/8.1(1.2)

Cisco SLT I0S SS7 image 12.0.7 XR

LAN switch code 5.4(4)
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Table 2-11 External Software Versions

Voice Services Provisioning Tool |1.5
BAMS 2.63

Recommended Performance Enhancements for CEMF

The following enhancements are designed to get the maximum performance from a CEMF installation.
For cooked and raw partitions, select Option 1 or Option 2, based on the system's physical memory size.

Performance Enhancements for Cooked Partitions

Note Databases should be not be installed on the same drive as the CEMF software.

N
Note  For moreinformation about cooked partitions, see the“Hard Drive Partitioning” section on
page 2-3.
Option 1
If physical memory islessthan 1 gigabyte, then the cache files should reside on a separate physical drive.
Step1  On aseparate drive, add a partition and mount that partition to /ostart_cache.
Step2  Create the file localhost.sh in the CEMF Directory/config/env directory and add the lines:
OS- CACHE_DI R=/ ostore_cache ; export OS CACHE DI R
OS_COMMSEG DI R=/ ostore_cache ; export OS _COVWMSEG DI R
Step3  For the changes to take effect, you must restart the CEMF processes using the following commands.
/etc/init.d/cenf stop
/[etc/init.d/cenf start
Option 2

If physical memory isgreater than 1 gigabyte, then the cache files should reside in amemory file system
(for example, tmpfs).

Step1  Verify that /etc/vfstab has an entry for tmpfs mounted to /tmp. If not, perform the following steps:
a. Typesu - root to become the root user.
b. Change to the /etc directory.
c. Copy the vfstab file to a backup file.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Step 2

Step 3

Step 4
Step 5

d. Edit the vfstab file and add the following line:
swap - /tnp tnpfs - yes -
e. Reboot for changes to take effect.
Create the file localhost.sh in the CEMF Directory/config/env directory and add these lines:
OS- CACHE_DI R=/t np/ ost ore
OS_COMMSEG DI R=/t np/ ost ore

Verify that the entry for the database transaction log is correctly identified in the file
hostname_server_parameter, where hostname is the host name of the workstation. Enter the command:

cat CEMF Directoryl ODI/ OS5. 1/ ostor e/ et c/ host nane_server _par anet er
You should see the line:

Log File: /var/opt/cenf/logs/transact.| og

If the transact.log file is not correctly identified, edit the hostname_server_parameter file.

For the changes to take effect, you must restart the CEM F processes using the following commands.
/etcl/init.d/cenf stop

/etc/init.d/ cenf start

Performance Enhancements for Raw Partitions

Option 1

Step 1
Step 2

Step 3

Step 4

Raw partitions should be not be installed on the same drive as the CEMF software.

For more information about raw partitions, see the “Hard Drive Partitioning” section on
page 2-3.

If physical memory islessthan 1 gigabyte, then the cache files should reside on a separate physical drive
and the database transaction log should be in the raw partition.

On a separate drive, add a partition and mount that partition to /ostart_cache.

Create the file localhost.sh in the CEMF Directory/config/env directory and add the lines:
OS- CACHE_DI R=/ ostore_cache ; export OS CACHE DI R
OS_COMMSEG DI R=/ ostore_cache ; export OS_COWMSEG DI R

Thetransaction log should bein theraw partition. Thefile hostname_server parameter, where hostname
is the host name of the workstation, should not have an entry for the transaction log. If the
hostname_server_parameter file has an entry for the transaction | og, edit the file and removetheline (the
fileislocated in CEMF Directory/ODI/OS5.1/ostoreletc/).

For the changes to take effect, you must restart the CEMF processes using the following commands.

/etcl/init.d/cenf stop
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Option 2

Step 1

Step 2

Step 3

Step 4

DNS Requirements W

/etc/init.d/ cenf start

If physical memory isgreater than 1 gigabyte, then the cache files should reside in amemory file system
(for example, tmpfs) and the database transaction log should be in the raw partition.

Verify that /etc/vfstab has an entry for tmpfs mounted to /tmp. If not, perform the following steps:
a. Typesu - root to become the root user.
b. Change to the /etc directory.
c. Copy the vfstab file to a backup file.
d. Edit the vfstab file and add the following line:
swap - /tnp tnpfs - yes -
e. Reboot for changes to take effect.
Create the file localhost.sh in the CEMF Directory/config/env directory and add these lines:
OS- CACHE_DI R=/t np/ ost ore
OS_COMMVSEG DI R=/t nmp/ ost or e

Thetransaction log should bein theraw partition. Thefile hostname_server _parameter, where hostname
is the host name of the workstation, should not have an entry for the transaction log. If the
hostname_server_parameter file has an entry for the transaction | og, edit the file and removetheline (the
fileislocated in CEMF Directory/ODI/OS5.1/ostore/etc/).

For the changes to take effect, you must restart the CEMF processes using the following commands.
/etcl/init.d/cenf stop
letc/init.d/cenf start

DNS Requirements

The following sections list requirements for configuring Domain Name System (DNS).

Workstation Uses DNS

A

Note

If the workstation uses DNS, you must configure DNS on the workstation before installing CEMF.

If you change how DNS is configured after CEMF isinstalled, you must uninstall and
reinstall CEMF.

If the CEMF workstation is set up to use DNS, then the host name of the workstation must also be
configured on the DNS server. Just having the local host name in the /etc/hosts file is not
sufficient—regardless of how /etc/nsswitch.conf is configured.

[ 78-12214-01
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To verify that DNSis configured and that the CEMF workstation isin DNS, perform the following steps:

Step1  Verify that avalid DNS server and domain name are defined in /etc/resolv.conf.
Step2  Verify that the workstation is configured in DNS using the following command:

nsl ookup host nane

Note If the nslookup command fails, then CEMF cannot be installed until the CEMF
workstation's host name is added to the DNS server.

Workstation Does Not Use DNS

CEMF installs properly if aworkstation does not use DNS. To verify this;

Step1  Verify that the file /etc/resolv.conf does not exist.
Step2  Verify that the hosts entry in the file /etc/nsswitch.conf looks exactly like the following line:
host s: files

Note If /etc/resolv.conf exists, or the hosts: line in /etc/nsswitch.conf has anything else
configured, then CEMF does not install properly.

Installing the Cisco Element Manager Framework

If CEMF isnot already installed, refer to the Cisco Element Manager Framework Installation and
Licensing Guide.

Installing CMNM
~

Note  You must install the CMNM software as root.

The CEMF, and therefore CMNM software, has both a manager (server) and client portion. The client
can be installed on the same workstation as the manager or a separate workstation. CMNM must be
installed on the manager and all client workstations on which CEMF isinstalled.

The CMNM installation process automatically detectsif the CEMF manager or CEMF client isinstalled
and then installs the correct CMNM component.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Note The CMNM softwareis shipped with the Element Managersin Table 2-12. CMNM has not
been tested with any other Element Managers. If you install additional Element Managers,
they are not suppported by CMNM.

Step1  Locate the CMNM installation media.
Step2  Type su - root to become the root user.
Step3  Verify that the Volume Management daemon is running:
a. Typethe command ps-ef | grep vold.
e If itisrunning, you see the following output:
r oot 363 1 O May 23 ? 0:01 /usr/shin/vold

¢ If the Volume Management daemon is not running, start the daemon using the following
command:

/etc/init.d/volngt start

b. Verify that the Volume Management daemon is running with the command provided above. If it is
still not running, contact your system administrator.

Step4  Place the CMNM installation mediainto the CD-ROM drive.
Step5  Type cd /cdrom/cdromO.
Step6  Type ./installCSCOcmnm.

Verifying the Installation of CMNM

Verify that CMNM software is installed properly before starting CMNM.
Verifying Element Managers

Step1  Verify that the CMNM Package is installed using the following command:
pkgi nfo CSCOcrmm
The following message should appear:
application CSCOcnmmm Ci sco MGC- Node Manager
Step2  Verify that the CMNM Element Managers have been installed. The CMNM software is shipped with the
Element Managers in Table 2-12.

Table 2-12 Element Managers

mgxEM Element Manager for Cisco MGX 8260 media gateway devices

mgcEM Common Element Manager for Cisco MGC node devices

hostEM Element Manager for Cisco MGC host signaling, trunking, and
dial plan components

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Step 3

Run the following script to display the installed CMNM Element Managers and compare this with the
list in the table above.

CEMF Basedir/ bi n/ comnversion -verbose
CSCCcnmm Tool Ver si ons

Patch Build Build
Name Version Level Num Type
1.5 00 102300 REL
CsCCentv 5.1 00 092600
3.1 none

CSCCcnrmm El enent Manager Versions

Patch Build Build

Name Version Level Num Type
1.5 00 102300 REL
ngcEMm 1.5 00 102300 REL
1.5 00 102300 REL

Verifying the Installation of CiscoView 5.1

~

Note

Step 1

CiscoView is designed to work with Ciscoworks 2000. When installing CiscoView
packages outside this environment, certain functions are not supported. The following
CiscoView buttons do not work in the CMNM environment:

- Telnet

- CCO connection
- Preferences

- About

- Help

When running xdsu, the following exception is generated and can be ignored:

ERROR: exception occurred while exam ning Integration Utility
configuration: comcisco.nmnm mnmc.IntgUtil CheckConfig

To verify the installation of CiscoView 5.1:

Verify that the CiscoView Application has been installed with the following command:
pkgi nfo CSCCOcntv
¢ If the packageisinstalled, you see the following:
application CSCOcncv CiscoView 5.1 for Cisco MGC- Node Manager
e If the package is not installed, you see the following:
ERROR: information for “CSCOcncv” was not found
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Step 2

Step 3

Installing CMNM

Verify that the CiscoView Packages have been installed. CiscoView is shipped with the packagesin
Table 2-13.

Table 2-13 CiscoView Packages List

CiscoView Packages (Version
Cat2900 XL 11
Cat5000 1.2
Cat5500 1.2
Cat8500 2.0
Rtr2600 2.0
StackM aker 1.0
SwitchAddlets 13

Run either of the following commands to determine if the CiscoView packages listed in Table 2-13 are
installed:

CEMF Directorylciscoviews. 1/ bin/dsu -query -all

The dsu application displays to STDOUT the installed CiscoView packages.
CEMF Directoryl ciscoviews. 1/ bi n/ xdsu

The xdsu application displays a GUI that lists the installed CiscoView packages.

Upgrading CMNM

For information about CMNM patches and upgrades, check the web site.

Upgrading CiscoView 5.1

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

Check the CiscoView web site for the latest supported version of the package.

Download the latest CiscoView packages and place in atemporary directory; for example,
/scratch/cvUpgrade.

Make sure that the package files are readable by the root user. If not, the packages do not appear in the
CiscoView upgrade tool.

Type su - root to become the root user.

Change the directory to /scratch/cvUpgrade.

To run the CiscoView upgrade tool, type:

CEMF Directoryl ciscoviews. 1/ bi n/ xdsu
Click Install. Ignore the following exception:

ERROR: exception occurred while exanmining Integration Uility
configuration: comcisco.nmnm mnmc.|IntgUtil CheckConfig
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Step8  Typein the exact location of the CiscoView packages in the Directory box and press Enter. Or click
Browse, navigate to your CiscoView packages temporary directory, and click Select.

Step9  Select the CiscoView packages that you want to upgrade, click Install, and click the appropriate
confirmation button.

Uninstalling CMNM

Before uninstalling the CMNM software, be sure to back up your CEMF databases. See “Backing Up
Your Databases” below.

Backing Up Your Databases

See the “ Cisco EMF Database Backup and Restore Procedures” section in the Installing, Licensing, and
Configuring Cisco EMF manual.

Uninstalling the CMNM Software

To uninstall the CMNM software, type the following command:
CEMF Directoryluninstall/uninstall CSCOcrmm

Verifying Uninstallation of CMNM

Step1  To verify that the CMNM package is not installed, type pkginfo CSCOcmnm.
The following message should appear:
ERROR: i nformation for "CSCOcmmn' was not found
Step2  Type pkginfo | grep EM to verify that no CMNM Element Managers are installed.
Step3  Type pkginfo CSCOcmcv to verify that CiscoView is not installed.
The following message should appear:
ERROR: information for "CSCOcncv" was not found

Installing the Cisco MGC Host Provisioning Tool

There are two different Cisco VSC3000 and Cisco SC2200 provisioning tools, depending on what
network architecture you are running. If you are running the Cisco SS7 PRI Gateway Solution or the
Cisco Tandem Offload Solution, install the Voice Services Provisioning Tool (VSPT). For all other
architectures, install CMM.

¢ For information on installing and upgrading V SPT, refer to the Cisco VSPT web site.
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¢ For information on installing and upgrading CMM, refer to the Cisco Media Gateway Controller
Software Release 7 Installation and Configuration Guide.

Configuring Reflection

CMNM has been tested with the following Xserver software package:
¢ Reflection 7.20

Creating an XDMCP Connection

For Reflection to display CMNM correctly, Reflection must be run in XDMCP mode.

Step 1 Start Reflection.
Step2  From the Connection menu, select New XDM CP Connection.

Step3  From the Method pull-down menu, select Broadcast or Direct, then continue with one of the following
set of steps:

For Broadcast method:
a. Click Connect.

b. Select theappropriate XDMCP computer. If you do not know which computer to select, contact your
system administrator.

For Direct method:

a. IntheHost Name field, enter the host name of an XDMCP computer.
b. Click Connect.

Fixing the Insufficient Colors Problem

Tofix the“... insufficient colorsavailablefor CEMF Manager” problem, obtain acopy of the Sun Solaris
filergb.txt, download it to your Winxx workstation, and configure Reflection to use the UNIX rgb.txt file
as opposed to the Reflection default rgb.txt file.

Step1  Change directory to your Reflection user directory using the following command:
cd Reflection Directoryl user

Step2  Back up your original rgb.txt file using the following command:
cp rgb.txt rgb.txt.orig

Step3  Copy the UNIX file, /usr/openwin/lib/X11/rgb.txt, from your Sun Solaris workstation to your Winxx
Reflection directory. You can use either FTP or RCP. If you are unable to use FTP or RCP to copy the
rgb.txt file, contact your system administrator.

To use FTPR, type the following commands:
ftp your_workstation
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cd /usr/lib/X11
get rgb.txt rgb_unix.txt
Step4  Configure Reflection:
¢ Bring up Reflection X Manager.
¢ From the Settings menu, select Color.

¢ Look for the RGB Color File frame and change the setting from Reflection Directory\user\rgb.txt to
Reflection Directory\user\rgb_unix.txt.

Step5  Stop Reflection and restart Reflection.

~

Note  Just resetting the Reflection Xserver does not work; you must stop and restart
Reflection.
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Configuring Network Devices for Management

Introduction to Device Configuration

You must configure each network device for SNMP before it can be managed by CMNM. You must

configure;
e  SNMP community strings
e SNMP trap destination (that is, CMNM)
¢ Other miscellaneous SNMP settings
You must configure SNMP for the following devices:
e CiscoMGC
e Cisco SLT (2611)
e LAN switch (Catalyst 2900XL and Catalyst 5500)
e Cisco MGX 8260
e BAMS

Configuring the Cisco MGC

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

To configure a Cisco MGC for network management:

Access the Cisco MGC by entering the command:
tel net G sco- MGC- | P- address

Type su - root to become the root user.

Type cd /etc/srconf/agt.

Use atext editor to edit the snmpd.cnf file.

Search for the keyword sysName and change the system name to the hostname of the Cisco MGC. The

entry should be:

sysName G sco- MGC- host nane

Add the following line after the existing snmpNotifyEntry lines:

snnpNoti fyEntry 32 ranbler trap nonVol atile

[ 78-12214-01
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[ | Configuring a Cisco SLT (2611)

~

Note The second field on the line (32 in the example) must be a value that isuniquein
the snmpNotifyEntry section.

Step7  Add the following line after the existing snmpTargetAddrEntry lines:

snnmpTar get Addr Entry 34 snnpUDPDormain 10.1.1.1:0 100 3 ranbler \
v2cExanpl eParans nonVol atil e 255. 255. 255. 255: 0

~

Note  The second field on the line (34 in the example) must be a value that is uniquein
the TargetAddrEntry section.

Step8  Save the changes you made to the snmpd.cnf file.

Step9  Determine the process ID. From the Sun Solaris command line, enter the command:
ps -ef | grep snmpdm
You see information that resembles the following:
root 565 1 0 Mar 20 ? 0:01 /opt/Ci scoMEC/ bi n/ snnpdm -d
ngcusr 7463 23729 0 12:33:04 pts/13 0:00 grep snnpdm

The process ID of the snmpdm daemon is the second field on the line that ends with snmpdm -d. In this
example, the process ID of the SNMP daemon is 565.

Step10 Terminate and restart the SNMP daemon. Enter the command:
kill -9 SNMP-daenon-process-1D

~

Note The SNMP daemon restarts automatical ly after termination.

Configuring a Cisco SLT (2611)

To configure a Cisco SLT (a Cisco 2611 router) for network management:

Step1  Accessthe Cisco SLT by entering the command:
telnet G sco-SLT-1P-address
You see the passwor d prompt.
Step2  Enter the login password for the Cisco SLT.
You seethe sl t prompt.
Step3  Enter the command enable.
You see the passwor d prompt.
Step4  Enter the enable password for the Cisco SLT.

You seethe sl t prompt.
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Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Configuring a LAN Switch (Catalyst 2900XL) H

Enter the command configure terminal.
You seethesl t (confi g) prompt.

Configure SNMP community strings. For example, to set the read-only community string to public and
the read-write community string to private, enter the commands:

snnp-server conmmunity public RO

snnp-server conmunity private RW

Configure traps to be sent to CMNM.

a. To configure the Cisco SLT to send all types of traps, enter the command:
snnp-server enable traps

b. To configurethe Cisco SLT to send traps for all syslog messages with a severity of warnings or
worse, enter the command (you can set this severity to the level you want):

| oggi ng hi story warni ngs

c. To configure the IP address of the CMNM to which traps are sent, enter the command (in this
example the IP address of the CMNM is 10.1.1.1):

snnp-server host 10.1.1.1 public

Set the SNM P trap source, which specifiesthe Cisco SLT interface from which traps are sent. The SNMP
trap source should be the interface with the 1P address that the CMNM is configured to use for SNMP
communications.

For example, suppose that the | P address 10.2.2.2 is assigned to interface Ethernet 0/0 on the Cisco SLT.
If CMNM is configured to communicate with the Cisco SLT using I P address 10.2.2.2, then the trap
interface on the Cisco SLT should be Ethernet 0/0. In this example, you would enter the command:

snnp-server trap-source Ethernet0/0
Set the maximum SNM P packet size to 2k by entering the command:
snnp-server packetsize 2048

To exit configuration mode, press Ctrl Z. Then enter the write command to write the configuration to
Flash memory.

Configuring a LAN Switch (Catalyst 2900XL)

Step 1

Step 2

Step 3

Step 4

To configure a LAN switch (Catalyst 2900XL) for network management:

Accessthe LAN switch by entering the command:
tel net LAN-swi tch-1 P-address

You see the passwor d prompt.

Enter the login password for the LAN switch.
You see the 2900x| prompt.

Enter the command enable.

You see the passwor d prompt.

Enter the enable password for the LAN switch.

[ 78-12214-01

Cisco Media Gateway Controller Node Manager User Guide 1.5 i



Chapter3  Configuring Network Devices for Management |

W Configuring the LAN Switch (Catalyst 5500)

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

You see the 2900x! prompt.
Enter the command configure terminal.
You see the 2900x! (confi g) prompt.

Configure SNMP community strings. For example, to set the read-only community string to public and
the read-write community string to private, enter the commands:

snnp-server conmmunity public RO

snnp-server comunity public RW

Configure traps to be sent to CMNM.

a. To configurethe LAN switch to send all types of traps, enter the command:
snnp-server enable traps

b. To configure the IP address of the CMNM to which traps are sent, enter the command (in this
example the IP address of the CMNM is 10.1.1.1):

snnp-server host 10.1.1.1 public

Set the SNMP trap source, which specifies the LAN switch interface from which traps are sent. The
SNMP trap source should be the interface with the | P address that the CMNM is configured to use for
SNMP communications.

For example, suppose that the IP address 10.2.2.2 is assigned to interface VLAN1 on the LAN switch.
If CMNM is configured to communicate with the LAN switch using IP address 10.2.2.2, then the trap
interface on the LAN switch should be VLANL. In this example, you would enter the command:

snnp-server trap-source VLANL
Set the maximum SNM P packet size to 2k by entering the command:
snnp-server packetsize 2048

To exit configuration mode, press Ctrl Z. Then enter the write command to write the configuration to
Flash memory.

Configuring the LAN Switch (Catalyst 5500)

Step 1

Step 2

Step 3

Step 4

To configure a LAN switch (Catalyst 5500) for network management:

Access the LAN switch by entering the command:
tel net LAN-swi tch-1 P-address

You see the passwor d prompt.

Enter the login password for the LAN switch.
You see the cat prompt.

Enter the command enable.

You see the passwor d prompt.

Enter the enable password for the LAN switch.

You seethe cat (enabl e) prompt.
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Step 5

Step 6

Step 7

Configuring the Cisco MGX 8260

Configure SNM P community strings. For example, to set the read-only community string to public and
the read-write community string to private, enter the commands:

set snnp-conmunity read-only public

set snnp-conmunity read-write private

Configure traps to be sent to CMNM.

a. To configure the LAN switch to send all types of traps, enter the command:
set snnp trap enable

b. To configure the IP address of the CMNM to which traps are sent, enter the command (in this
example the IP address of the CMNM is 10.1.1.1):

set snnmp trap 10.1.1.1 public

To exit enable mode, type exit.

Configuring the Cisco MGX 8260

Step 1

Step 2
Step 3

Step 4

To configure a Cisco MGX 8260 for network management:

Start the Cisco MGX 8260 Web Viewer application by entering the command:
net scape G sco- MGX-8260-1 P- addr ess
The Cisco MGX 8260 Web Viewer application opens in the web browser.
In the right pane, select Node, then SNMP.
Set the SNMP community strings:
¢ Read-only: public
¢ Read-write: private

Configure trap registration by configuring the IP address of the CMNM to which traps are sent. For
example, if the P address of the CMNM is 10.1.1.1, register the trap receiver as 10.1.1.1.

Configuring BAMS

Step 1

Step 2
Step 3
Step 4
Step 5

To configure a BAMS 2.6x for network management:

Access the BAMS server by entering the command:

tel net BAMS-server-1 P-address or Ci scoBAMS-server-1| P-address???
Type su - root to become the root user.

Type cd /etc/srconf/agt.

Use atext editor to edit the snmpd.cnf file.

Search for the keyword sysName and change the system name to the hostname of the BAMS. The entry
should be:

[ 78-12214-01
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M Configuring BAMS

Step 6

Step 7

Step 8
Step 9

Step 10

sysName BAMS- server - host nane
Add the following line after the existing snmpNotifyEntry lines:
snnpNoti fyEntry 32 ranbler trap nonVol atile

~

Note  The second field on the line (32 in the example) must be a value that is uniquein
the snmpNotifyEntry section.

Add the following line after the existing snmpTargetAddrEntry lines:

snnpTar get Addr Entry 34 snnpUDPDonmain 10.1.1.1:0 100 3 ranbler \
v2cExanpl eParans nonVol atil e 255. 255. 255. 255: 0

~

Note The second field on the line (34 in the example) must be a value that isuniquein
the TargetAddrEntry section.

Save the changes you made to the snmpd.cnf file.Save the changes you made to the snmpd.cnf file.
Determine the process ID. From the Sun Solaris command line, enter the command:

ps -ef | grep snmpdm

You see information that resembles the following:

root 565 1 0 Mar 20 ? 0:01 /opt/BAMS/ bi n/ snnmpdm -d

ngcusr 7463 23729 0 12:33:04 pts/13 0: 00 grep snnmpdm

The process ID of the snmpdm daemon isthe second field on the line that ends with snmpdm -d. In this
example, the process ID of the SNMP daemon is 565.

Terminate the SNMP daemon. Enter the command:
kill -9 SNMP-daenon-process-1D

A

Note  The SNMP daemon restarts automatical ly after termination.
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Getting Started with CMINM

Starting a CMINM Session

~

Note

Step 1
Step 2

Step 3

Step 1
Step 2

CEMF should already be running. If, upon starting, you receive a message that CEMF is
not running, do the following:

To start CEMF:

Login asroot.

From the command line on the terminal window, type:

cd CMNM_ROOT] bi n

where CMNM_ROOT isthe CMNM installation root directory (for example, /opt/CSCOmgcm).
Type:

cenf start

To start a CMNM session:

Log in asyour user ID.

From the command line on the terminal window, type:

CMNM_ROOT] bi n/ cenf session

where CMNM_ROOT isthe CMNM installation root directory (for example, /opt/CSCOmgcm).

You see the CEMF Login screen shown in Figure 4-1.

[ 78-12214-01
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W Startinga CMNM Session

Figure 4-1 CEMF Login Screen
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user name [ |

passwiard

0k Close
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Step3  Enter your user name and password, then click Ok to proceed.
If you enter an unknown user name or password, you see an error message.

~

Note  The default user ID isadmin and the default password is admin.

Step4  Click Ok, then enter a valid user name and corresponding password.

You have three attempts to specify avalid user name and corresponding password. When you specify a
valid user name and password, the session starts and the CEMF Launchpad screen, shown in Figure 4-2,
is displayed.

If, after three attempts, you do not specify avalid user name and password, the session does not start and
the Login window closes.

Starting Applications from the CEMF Launchpad

CMNM is built upon the Cisco Element Management Framework (CEMF). CEMF provides alarm
filtering and sorting, enhanced auto-discovery, data collection, and object group management.

CMNM providesthe Cisco MGC node-specific functionality as an extension to the base CEMF services.
The CEMF Launchpad, shown in Figure 4-2, is used to access CMNM'’s features.
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Starting a CMNM Session Il

Figure 4-2 CEMF Launchpad Screen

Viewer—You can view, build, and monitor a network with Map Viewer. You can monitor the
networks using network and network object connections.

Groups—You can organize network elements into object groups with the Object Group manager.
You can create, delete, and modify object groups.

Access—The Access menu allows an administrator to set up users and user groups, assign
passwords, and define access parameters.

Events—Clicking the Events button brings up the Event Browser and Query Editor. You can create
object groups or browse events from these screens.

Discovery—The Discovery feature allows you to examine the network for IP and SNM P devices and
create a managed object for each new device discovered.

Notify—You can create notification profiles that consist of a series of notifications that should be
carried out as a result of the profile being triggered.

Thresholds—You can configure the management system to actively monitor the network and notify
the operator when some aspect of the network performance has deviated from preset criteria.

[ 78-12214-m
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B  Quitting a CMNM Session

¢ Event Grps—Event Groups allow the operator to easily subdivide the stream of events into
manageabl e groups based upon user-defined filtering criteria.

S
Note  For information on using Notify, Thresholds, and Event Groups, see the Cisco
Element Management Framework User Guide, Version 3.1.

To launch an application:

Step1  From the CEMF Launchpad, click the desired application’s icon.

The selected application islaunched. A busy icon and a message in the status bar is displayed during
launch. More than one instance of an application can be opened at any one time.

Note If anapplicationisalready open, it appearsin the Windowslist. Click Window and choose
the application you require from the pull-down menu.

Quitting a CMINM Session

Step1  You can quit in the following ways:
¢ From the File menu, select Quit .
e PressCtrl + Q.

¢ Click the Closeicon t§| from the Toolbar.

Step2 A dialog box prompts you if you want to quit the CEMF Manager System. Click Yes to quit the session.

All active applications are closed and the session terminates.

Using CMNM Tools

You can use either the mouse or the keyboard to access the various features provided by CMNM. The
mouse buttons are used for the functions listed bel ow.

Using the Mouse

Each button on the mouse is consistently used for different functionsin CMNM.
¢ Click the left mouse button to:
- Select
- Activate
— Set the location of the cursor
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Using CMNM Tools W

¢ Click the middle mouse button to:
- Copy
- Move
- Drag

¢ Click theright mouse button to access pop-up menus by clicking and holding the right mouse button

on a managed object within applications, such as the Map Viewer and the Object Group Manager,
and events in the Event Browser.

Shortcut Keys

Ctrl +

Standard CMNM menus are available from the Toolbar. Items can be selected from the menus or by
typing the keysin Table 4-1 and Table 4-2.

Table 4-1 File Menu Short Cut Keys

Key Sequence |File Menu Function
Ctrl +Q Quit

Ctrl + W Close

Ctrl +P Print

Ctrl+S Save

Ctrl + N New

Ctrl + O Open

Table 4-2 Edit Menu Short Cut Keys

Key Sequence |File Menu Function
Ctrl+Z Undo

Ctrl + X Cut

Ctrl +C Copy

Ctrl+V Paste

Ctrl + A Select all

Ctrl+D Deselect all

A

Note = \When a menu option is grayed out, it is not available for selection.
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I Using CMNM Tools

Alt +

Items in the CMNM screens may be presented with the first (initial) letter underlined; for example,
Actions. This means that you can either select this option by left-clicking the mouse, or you can type
Alt + A (in this example) from the keyboard.

Selecting from Lists in CMNM

Block Selecting Multiple Items by Clicking and the Shift Key

Step1  Select the first item.
The item is highlighted.
Step2  Press and hold the Shift key.
Step3  Select thelast item in the sequence.
Step4  Release the Shift key.
All items between the first and last item are highlighted.

Selecting Multiple Items by Clicking and the Ctrl Key

Step1  Select arelevant item in thelist.
Theitem is highlighted.
Step2  Place the cursor over the next item to be selected.
Step3  Press Ctrl and click the left mouse button.
The item is highlighted.
Stepd  Repeat Step 2 and Step 3 until all the required items are highlighted.
A

Note  This means of selection is useful when the items you wish to select are interspersed with
other items.

Selecting All Items

Step1  Place the cursor anywhere in the relevant window.
Step2  Press and hold the right mouse button.

A pop-up menu is displayed. If you do not see a pop-up menu, then this procedure does not work in the
current window.
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Viewing Status Information W

Step3  Move the cursor to the Select All option.
All itemsin the list are highlighted. This option may not be available in all windows.

Deselecting All Items

Step1  Place the cursor anywhere in the relevant window.

Step2  Press and hold the right mouse button.

A pop-up menu is displayed. If you do not see a pop-up menu, then this procedure does not work in the
current window.

Step3  Move the cursor to the Deselect option.

All itemsin the list are deselected. This option may not be available in al windows.

Viewing Status Information

The area at the bottom of most windows displays status information.

When you double-click in this area, you see the Status Dialog screen shown in Figure 4-3. This screen
lists previous status messages.

Figure 4-3 Status Dialog Screen

| Status message(s)

Running tool: "Objects" ..
Running toal: "Events" ..
Running tool: "Events" ..
Running tool: "Events" ..
Running tool: "Events" ..
Running toal: "Graups" ..
Running tool: "Access" ..

29758

Using the Toolbar

The Toolbar contains icons that invoke various tools and menu options. The icons displayed in the

Toolbar vary, depending on which window is being viewed. You can disable the Toolbar so that it is not
displayed in the window.
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I Using the Toolbar

Enabling the Toolbar

From the Options menu, select Show Toolbar. The square next to Show Toolbar in the Options
pull-down menu appears. The Toolbar is displayed only in the current window. The display of all other
windows' Toolbarsis not affected.

Note = The Show Toolbar option toggles the displaying of the Toolbar on and off. If asquareis
displayed to the left of Show Toolbar in the Options pull-down menu, the Toolbar relevant
to the current window is displayed.

Figure 4-4 Example Toolbar

Al DS @ 7

Disabling the Toolbar

From the Options menu, select Show Toolbar.

)
Note = The Show Toolbar option toggles the displaying of the Toolbar on and off. When a square

is displayed to the left of Show Toolbar on the Options pull-down menu, the Tool bar
relevant to the current window is displayed.

The square next to Show Toolbar on the Options pull-down menu disappears. A Toolbar is not displayed
in the current window. The display of all other windows' Toolbarsis not affected.

Showing or Hiding Tooltips

Tooltips provide a brief description or explanation of atoolbar button or window panel. Tooltips appear
when the cursor is positioned over the item. You can choose to show or hide tooltips.

From the Options menu, select or clear the Enable Tooltip.

Note = The Enable Tooltip option togglesthetooltips on and off. When a square is displayed to the
left of Enable Tooltips on the Options pull-down menu, tooltips are displayed.

Printing the View Displayed in the Window

Step1  You can print in the following ways:
¢ From the File menu, select Print.
e PressCtrl + P.
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Moving Between Open Windows Il

e Click the Print icon from the Toolbar.

The displayed view is printed.

Closing a Window

Step1  You can close awindow in the following ways:
¢ From the File menu select Close.
e PressCtrl +W.

e Click the Closeicon t§| from the Toolbar.

Accessing Help

CMNM provides online help for all of itsfeatures. A help button is on each of the CMNM dialogs and
windows.

To access help, click the Help icon, or select Help from the menu bar.

Clicking on the help button brings up the Netscape browser and displays the CMNM Help home page.
If the Help icon is not visible, on the toolbar select the Options menu, then select Show Toolbar.

Figure 4-5 Options Menu

Select Enable Tooltips to display text associated with icons as the cursor passes over them.

Moving Between Open Windows

Each window has a Window menu, as shown in Figure 4-6. When awindow is open, it appears as an
option in this menu. Select Window, then choose the window you want to open from the list of windows
provided in the Window menu.
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Il Moving Between Open Windows

Figure 4-6 Window Pull-Down Menu

Cisco Element Management Framework Launch pad

24757
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Setting Up CMNM Security

Introduction to CMNM Security

CMNM provides user access control, which all ows a system administrator to control what different users
are ableto do. Each user has adifferent login name and password, with a specific set of privileges within
the system.

A standard administrator user (admin) is available by default. The administrator user has access to all
features at all times. The administrator user may not be edited other than to change the password.

CMNM requires every user to have alogin ID and password. Before users can start the application, they
must specify their login ID and enter the correct password. An administrator account is provided to allow
for creating, modifying, resetting, and deleting user accounts.

Within CMNM, access to features can be restricted on the basis of the user’s access level to a subset (or
group) of these features.

For example, administration of particular managed objects should be performed only by operators who
areresponsiblefor that particular site or for aregion in which that site belongs. However, these operators
may also require visibility of objects outside their own area of control.

The basic building blocks used to control user access are described bel ow.

User Groups

CMNM user accounts can be collected by an administrator into groups. These user groups can be used
to model user roles. A typical setup might involve a user group for system administrators, for network
fault detail users, and for operators to manage a given site.

It is on the basis of these user groups that CMNM applies access control. The CMNM administrator
configures access control by assigning access specifications to the relevant user groups.

Feature Lists

All features offered to a user are grouped together into feature lists. The benefit of feature listsisthat it
is easy to give access to arelated set of features by simply choosing a feature list instead of having to
assign features individually. Any given feature may appear in more than one feature list.
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I Introduction to CMNM Security

The feature lists available in CMNM are described in Table 5-1.
Table 5-1 Feature Lists in CMINM

Feature List Permissions' |Description

AccessManagement RWA Set up users, user groups, assign passwords, and define
access params.

AutoDiscovery RW Launch the auto-discovery services

Change Password RWA Change passwords

Deployment RwW Deploy sites, regions, and network (generic object
deployment)

EventGroupEditFeatureList |RW Create and edit event groups

EventGroupViewFeatureList |R View existing event groups

Events-View R Launch the event browser in read-only mode

Events-Clear_Acknowledge |RW Allow user to clear and acknowledge events

GenericConfigApplication RWA Launch the object configuration utility

Help R Launch online help

Host-Dial plan-Properties R View properties of Cisco MGC host dial plan
components

Host-Signaling-Performance |RW View performance statistics for signaling components

Host-Signaling-Properties R View properties of Cisco MGC host signaling
components

Host-Trunking-Properties R View properties of Cisco MGC host trunking
components

Launchpad R Use the CEMF launchpad (start a CEMF session)

M GC-Node-Accounts RWA Change the passwords, login IDs, and SNMP
community strings

MGC-Node-Diagnostics RW Run diagnostic tools on Cisco MGC node components

MGC-Node-Filesystems RwW View file system information on BAMS and
Cisco MGC host devices

M GC-Node-Properties R View properties of Cisco MGC node components

M GC-Node-Provisioning RwW Deploy all Cisco MGC node components (either
manually or via a seed file)

M GC-Node-States RW Change the states of Cisco MGC node components

MGC-Node-Tools RW Launch Cisco MGC node component tools

MGC-Node-Transfer RWA Performance configuration and image upload and
download

MGC-Node-Trap-Forwarding |RWA Configure trap forwarding destinations

MGX-Accounts RWA Change the passwords, 1Ds, and SNMP info for
Cisco MGX 8260 components

MGX-Properties R View properties of Cisco MGX 8260 components

MGX-Provisioning RwW Deploy Cisco MGX 8260 components

MGX-States RwW Change the states of Cisco MGX 8260 components
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Introduction to CMNM Security

Table 5-1 Feature Lists in CMINM

Feature List Permissions' |Description

MGX-Tools RwW Launch Cisco MGX 8260 component tools
MGX-Trap-Forwarding RWA Configure trap forwarding destinations
NotificationEditFeaturelList |RW Create and edit notification profiles
NotificationViewFeatureList |R View existing notification profiles
ObjectGroups-Edit RwW Create and edit object groups
ObjectGroups-View R View existing object groups
Performance Management RW Open the Performance Manager utility
ThresholderEditFeatureList |RW Allow user to define and edit thresholds
ThresholderViewFeatureList |R Allow user to view existing thresholds
Viewer-Edit RW Use the map viewer in read-write mode
Viewer-View R Use the map viewer in read-only mode

1. Usethis column to determine the permissions you want to assign to various types of users. For more information, see the
“Creating Typical Types of Users’ section on page 5-16.

A

Note In CMNM, features are preassigned to feature lists and cannot be modified.

Access Specifications

Access specifications connect together the user groups, the features that can be invoked by a group, and
the objects upon which these features can be invoked.

A number of access specifications are provided by default with the CMNM. M ore access specifications
can be built at the discretion of the system administrator.

Each access specification may include the following components:

e Featurelists—Liststhe CMNM featuresthat the usersin thisgroup have accessto. A featurelist can
appear in more than one access specification.

e User groups—CMNM user accounts can be collected by an administrator into groups. These user
groups can be used to model user roles. It is on the basis of these user groups that CMNM applies
access control.

e A permission level—For example, read-only, read-write, and so on.

¢ Anoptional object group—Where an object group is supplied, the usersin the group have accessto
the features specified by this access specification only for those objects contained within the group.
Where no object group is supplied, the access specification provides the specified access to features
for all objects. This object group could be used to grant the administrative user group for a site
read-write access to the objects on that site, while another access specification would be used for
read-only access for nonadministrative users.
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Setting Up Accounts

CMNM allows the administrator to associate privileges with user accounts. For example, regular users
can be prevented from performing certain management functions, while more technically sophisticated
users can be given full management privileges.

CMNM provides the following security features:
e User login IDs and alphanumeric passwords
e Per-user privileges and control of administrative functions
e Administrative control of accounts and password resets
o Attack alerts (the connection is closed after three unsuccessful login attempts)

Setting Up New Accounts

You must set up new accounts for all users. You may also define user groups.

To create a new account for a user and assign a password:

Step1  Click the Accessicon on the CEMF Launchpad, as shown in Figure 5-1.

Figure 5-1 CEMF Launchpad Screen

¥ Cizco Element Manager Framework Launchpad HE=E
File Options Window Help
i 2|@
CEMF Manager
?_‘) g | . | == 3
)p (] o e Er . y
S| Ty E== LQ%
(|
Viewer Croups Access Events Dizcovery

Event Manager

MNotify Threzholds Event Grpz
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You see the Access Manager screen.
Step2  From the Access Manager screen, select Edit, Create, then User as shown in Figure 5-2.
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Figure 5-2 Access Manager Screen— Edit->Create>User Option

File Edit | Options Window Help

i,§ Create User
Modify A User Group
Tratels Access Spec

Change Admin Password CtH+A
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You see the screen in Figure 5-3.

Figure 5-3 Create User Screen

Enter Details

LoginMame  mjones

FirstMame  Hary

Surname Jones
e-mail mjones@oonpany . com
<o Brank Forward »» Cancel Findsnly

Entet details of the login name and other information
far the user to be created.
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Step3  Enter the requested information and then click Forward.
You see the screen in Figure 5-4.
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Figure 5-4 Copy from existing User Screen

% Copy lrom existing User

Do you wish to copy a previously created object 7

fes

<< Back Forward == Eancel Pl

To copy settings from a previously created User select the
Yes toggle. When the string list updates, select the User
you wish o copy.
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Step4  To use an existing user as atemplate for the user you are adding, click Yes, select the user you want to
copy, then click Forward. If you do not want to copy an existing user or none exists, click No then click
Forward.

You see the screen in Figure 5-5.

Figure 5-5 Select User Groups Screen

X Select User Groups

Select from the lists below

Available User Groups Selected User Groups

—
-

<< Back Forwarg =» Cancel Finsd:

Select user groups from the list shown,
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Step5  Select a user group, click an arrow to move it to the Selected User Groups list, and click Forward.

If no user groups are defined at this time, you may define a user group later and assign the user to it at
any time. For more information on user groups, see the “Creating User Groups” section on page 5-8.

You see the screen in Figure 5-6.
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X User Password Entry
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Setting Up Accounts

Step6  Enter a password for the user and confirm it. Passwords must contain 8 to 32 alphanumeric characters

and at least one punctuation character such as _, %, (, or ~. Click Forward.

If you typed a valid password, you see the screen in Figure 5-7. If you typed an invalid password, you

see Figure 5-6 again with an error message. Reenter a valid password.

Figure 5-7 Summary Details for User Screen

1 Summary Details for Uszer

Summary of User to be created

LoginMame: mjones
FirstMame: Mary

Surname: Jones

e-mail: mjonesBoompany,com
User Groups: Mo Yalue

<= Back Farward »e Cancel Finish

Summary of the details 1o be used in creating the new user,
Select Finish to create the User.
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Step7  To make changes, click Back and enter the corrected information. To add the user, click Finish.

You see the screen in Figure 5-8 listing the defined users.

[ 78-12214-01
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Figure 5-8 Access Manager Screen—List of Users
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Creating User Groups

To divide users into groups by creating user groups:

Step1  From the Access Manager screen, select Edit, Create, then User Group as shown in Figure 5-9.

Figure 5-9 Access Manager Screen— Edit->Create->User Group Option

File Edit Options Window Help
Y Create User

Modify User Group
mjorDeteie Access Spec
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You see the screen in Figure 5-10.
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Step 2
Step 3

Step 4

Figure 5-10 Create User Group Screen

Emter Details
User Group | local |
< Hank Forward == Cancel Fiadsh
Enter a name for the user group to be created.

Type the name of a user group in the field and click Forward.

You see the screen in Figure 5-11.

Figure 5-11 Copy from existing User Group Screen

I Copy from existing User Group

Do you wish to copy a previously created object ?

== Back Forward == Cancel Finisls

To copy settings from a previously created User Group select
the Yes toggle. When the string list updates, select the User
Group you wish to copy.

41271

If you:

41270

Setting Up Accounts

e Want to use an existing user group as atemplate for the user group you are adding, click Yes, select
the user group you want to copy, then click Forward. You see the screen in Figure 5-14.

¢ Do not want to copy an existing user group or none exists, click No, then click Forward. You see

the screen in Figure 5-12.
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Step 5

Step 6

A

Figure 5-12 Select Users Screen

%1 Select Users

Select from the lists below

Selected Users

Available Users

—
-

<= Back Forward == Cancel Finish

Select users from the list shown.
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Select each user you want in the new group and click the arrow to move each to the Selected Users list.

When you are finished, click Forward.

You see the screen in Figure 5-13.

Figure 5-13 Select Access Specifications Screen

I Select Access Specifications

Select from the lists below

Available Access Specs Selected Access Specs
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Full_User_Access_Contr
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Select each access specification you want for the new group and click the arrow to move each to the

Selected Access Specs list. When you are finished, click Forward.

Caution

Giving a user group full access allows each user in the user group to add or delete other

users and to change specifications for all other users.
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For more information about access specfications, see the “ Creating New Access Specifications” section
on page 5-11.

You see the screen in Figure 5-14.

Figure 5-14 Summary Details for User Group Screen

B Summary Details for Uzer Group

Summary of User Group to be created

Uzer Group Name: local

Uzer=: mjones

AccessSpecifications: Full_User_Access_Control
Full_Event_Browser_Fccess

<= Back P e Cancel Finish
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41274

Step7  To make changes, click Back and enter the corrected information. To add the user group, click Finish.

Creating New Access Specifications

To create new access specifications:

Step1  From the Access Manager screen, select Edit, Create, then Access Spec, as shown in Figure 5-15.

Figure 5-15 Access Manager Screen— Edit->Create->Access Spec Option

File Edit Options Window Help
i Create User
Modify User Group
mjor_Hoieia _Access Spec

Change Admin Password Cid+A
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You see the screen in Figure 5-16.
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Figure 5-16 Create Access Spec Screen

I Create Access Spec
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Create a neny access specification.
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Step2  Typethe name of a new access specification and click Forward.

You see the screen in Figure 5-17.

Figure 5-17 Copy from existing Access Spec Screen

I Copy from existing Access Spec
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Yes

<< Back Forward =» Cancel Fhush

To copy seftings from a previously created Access Specification
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Step3  If you:

e Want to use an existing access specification as atemplate for the access specification you are adding,
click Yes, select the access specification you want to copy, then click Forward. You see the screen

in Figure 5-22.

¢ Do not want to copy an existing access specification or none exists, click No, then click Forward.

You see the screen in Figure 5-18.
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Figure 5-18 Select Permission Screen
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Read Only
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Setting Up Accounts I

Select the permission level desired and click Forward.

You see the screen in Figure 5-19.

Figure 5-19 Select User Groups Screen

Select from the lists below
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—
@

Details of selected User Group
User Group Mame: [ocal

Access Specifications
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1 Select User Groups
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Select auser group from the available user groupslist and click theright arrow to moveit to the Selected

User Groups list. Click Forward.
You see the screen in Figure 5-20.
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Figure 5-20 Select Feature Lists Screen

%1 Select Feature Lists
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Step6  Select each feature you want for the new access specification and click the right arrow to move each to
the Selected Feature Lists. When you are finished, click Forward.

You see the screen in Figure 5-21.

Figure 5-21 Select Object Groups Screen
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Step7  Select each object group you want for the new access specification and click the right arrow to move
each to the Selected Object Groups list. When you are finished, click Forward.

You see the screen in Figure 5-22.
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Figure 5-22 Summary Details for Access Specification Screen
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Step8  To make changes, click Back and enter the corrected information. To add the access specification, click
Finish.
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Creating Typical Types of Users

Table 5-2 summarizes how you would create three typical users.
Table 5-2 Creating Typical Users

To Create This Type of Account: Peform These Steps:

Administrator Using the instructions in the “ Setting Up New
Accounts’ section on page 5-4, create a new
account and create the user by copying the
existing administrator template. The
administrator should have all the features labeled
with the permissions R, RW, and RWA in

Table 5-1.
Operator with read permission that can deploy Using the instructions in the “ Creating New
and launch tools Access Specifications” section on page 5-11,

create anew access specification with the features
labeled with the permissions R and RW in
Table 5-1.

Using the instructions in the “Creating User
Groups’ section on page 5-8, create a new user
group with the access specification you just
created.

Then using the instructions in the “ Setting Up
New Accounts” section on page 5-4, create a new
account, create the user, and assign the user to the
group you just created.

Operator with read-only permission Using the instructions in the “Creating New
Access Specifications” section on page 5-11,
create anew access specification with the features
labeled with the permission R in Table 5-1.

Using the instructions in the “ Creating User
Groups’ section on page 5-8, create a new user
group with the access specification you just
created.

Then using the instructions in the “ Setting Up
New Accounts” section on page 5-4, create a new
account, create the user, and assign the user to the
group you just created.

Modifying Users

To modify a user:

Step1  From the Access Manager screen, select Edit, M odify, then User.

You see the screen in Figure 5-23.
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Figure 5-23 User Editor Screen
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41284

Step2  Select auser from the list and change any information in the fields. To change the user groups that the
user belongs to, click the Select User Groups tab and make any changes.

Step3  Click Apply. To cancel changes, click Revert.

Modifying User Groups

To modify a user group:

Step1  From the Access Manager screen, select Edit, M odify, then User Group.

You see the screen in Figure 5-24.

Figure 5-24 User Group Editor Screen—Select Users Tab
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—
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Step2  Select a user group from the list of available user groups. Select users and click the arrows to add or
remove users from the group.

Step3  To modify access specifications for the user group, click the Select Access Specifications tab.
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You see the screen in Figure 5-25.

Figure 5-25 User Group Editor Screen—Select Access Specifications Tab
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Step4  Select access specifications and click the arrows to add or remove access specifications from the group.
Step5  Click Apply. To cancel changes, click Revert.

Modifying Access Specifications

To modify an access specification:

Step1  From the Access Manager screen, select Edit, M odify, then Access Spec.

Step2  You seethe screen in Figure 5-26.
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Figure 5-26 Access Specification Editor Screen—Select Permission Tab
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Select an access specification then edit their details as required

Step3  Edit the permission if necessary.
Step4  Click the Select User Groupstab.
Step5  You seethe screen in Figure 5-27.
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Figure 5-27 Access Specification Editor Screen—Select User Groups Tab
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Step6  Select user groups and click the arrows to add or remove users groups from the access specification.
Step7  Click the Select Feature Liststab.
You see the screen in Figure 5-28.
Figure 5-28 Access Specification Editor Screen—Select Feature Lists Tab
¥ Access Specification Editor
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Step8  Select features and click the arrows to add or remove features from the access specification.
Step9  Click the Select Object Groupstab.
Step10  You seethe screen in Figure 5-29.
Figure 5-29 Access Specification Editor Screen—Select Object Groups Tab
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Step 11 Select object groups and click the arrows to add or remove object groups from the access specification.
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Step12 When you are finished, click Apply. To discard changes, click Revert. Click Close.

Changing the Admininstrative Password

To change the administrative password:

Step1  From the Access Manager screen, select Edit, then Change Admin Passwor d, as shown in Figure 5-30.

Figure 5-30 Access Manager Screen—Edit>Change Admin Password Option
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You see the screen in Figure 5-31.

Figure 5-31 Change User Password Screen
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Step2  Change the password and click Apply.
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CHAPTER 6

Deploying a Site, Object, or Network

Introduction to Deployment

This chapter describes how to deploy a site, object, or network. Deployment is the term used within
CMNM to mean the addition of objects to the CEMF network model. CMNM provides two methods to
deploy Cisco MGC nodes and subobjects:

e Manual deployment uses the standard CEM F deployment framework.

¢ Seed file deployment allows you to specify, on a bulk basis rather than on an individual basis, the
components to be managed.

Seed file configuration requires that you define the Cisco MGC network or object (or a portion of
it) in an external filethat is read by CMNM. Based on the contents of this file, CMNM deploys the
file to Cisco MGC nodes and subnodes.

You can also manage software images and configurations on the Cisco MGC node devices. For more
information, see the “Managing Software Images and Configurations” section on page 6-16.

Meeting Password Requirements

IDs and passwords must be consistent across all of the devices being deployed, or deployment does not
fully succeed. As aresult, you must use an additional CEMF dialog to specify the correct login ID and
password for the devices. In addition, you have to manually discover the logical connectivity network
for those devices.

Anytime a password is changed on a device, you must make a corresponding change in CMNM.
Otherwise CMNM's saved passwords will not match those on the devices; polling and connectivity
network discovery fail. The sameistrue for SNMP community strings on the Cisco SLTs and LAN
switch.

¢ When using manual deployment, the deployment wizard templates prompt for the appropriate IDs
and passwords.

¢ When using seed-file deployment, you are prompted to enter the name of the seed-file, thelogin IDs,
and passwords.

Deploying a Network Using a Seed File

For bulk deployment, you can use a deployment seed file. This seed file contains all of the information
necessary to deploy an entire Cisco MGC network.
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This seed file contains the | P addresses of all of the devices in the Cisco MGC network, plus the
relationship (hierarchy) between the devices. Given thisfile, CMNM is able to automatically deploy all
the elements in the network.

The data in the seed file includes, but is not limited to the:
¢ Logical names of each Cisco MGC node in the network
¢ |Paddress of each Cisco MGC host for each Cisco MGC node
¢ |Paddress of each Cisco SLT for each Cisco MGC node
¢ |Paddress of each LAN switch for each Cisco MGC node
e The physical location of the device
A sample seed file is shown in Example 6-1.

Example 6-1 Sample Seed File

MEC (name=ngcl, |ocation=Ral eigh) {
HOST (i p=191. 34.44.2, 1ogin=transpath)# Hosts
HOST (i p=191. 34. 44. 3, passwor d=l ab)
2600 (i p=191.34.44.4, nane=joe, read=public, |ocation=SanJose)
2600 (i p=191. 34.44.5, nane=bob)
2900XL (i p=191.34.44.6)# LAN Switch
5500 (i p=181.33.44.7, wite=private)
}
BAMS (i p=181. 33. 44.8, nanme=banbam | ocati on=Chi cago)
BAMS (i p=181.33.44.9, nanme=pebbl es, |ocation=St-Louis)
MEC (nane=ngc2) {
HOST (i p=191.44.55.78, read=public, wite=private)
2600 (i p=191.44.55.80)# SLTs
2600 (i p=191.44.55.81, |ocation=Boston)
# Swi tches
2900XL (ip=191.44.55.82, nane=tex, |ocation=Boston)
5500 (i p=191. 44.55. 83)

Seed File Attributes

The seed file allows you to specify anumber of attributes for each device. In some cases these attributes
are required. Optional attributes assume a default value if they are not specified. The default values are
specified in the seed file deployment dialog.

The supported attributes are described in Table 6-1.

Table 6-1 Seed File Attributes

Attribute Device Types Required Description
name All Only on Cisco |Name of the object as seen in the GUI
MGC node
and BAMS
ip All except Cisco MGC node |Yes IP Address of the network element
login All except Cisco MGC node |No Login ID for the device
password All except Cisco MGC node |No Password to log in to the device
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Table 6-1 Seed File Attributes

rootPassword Cisco MGC host, BAMS No Root (super-user) password for the
device

enablePassword |Cisco 2611, 2900XL, 5500 [No IOS and Catalyst enable password

read All except Cisco MGC node |No SNMP read-community string

write All except Cisco MGC node |No SNMP write-community string

location All No Physical location of the device

Each Cisco MGC node can have, at most, one active host. You can define a maximum of two hosts per
Cisco MGC node, one representing the active Cisco MGC host and the other the standby Cisco MGC
host. You do not have to define which host is active or standby; this is determined automatically by
CMNM.

You must specify the name for each Cisco MGC node. Optionally, you can then specify names for the

other elements. If no nameis specified, adefault nameis generated. In addition, you can specify account
information about the various devices: login 1 Ds, passwords, and SNMP community strings. Each value
isoptional and, if missing, isinitialized by the corresponding value in the seed file deployment dial og.

To perform seed file deployment, you launch a dialog from a MGC-Node-View node or other type of
CEMF object. This dialog prompts you for the name of the seed file and the login ID and password for
the Cisco MGC host devices. You also specify SNMP read- and write-community passwords for the
Cisco SLT and LAN switch.

Physical Location Field

When adeviceis deployed, it isplaced into the Physical containment tree based on the physical location
of the devices. That is, all devicesin Chicago are placed under aregion or site object named Chicago.
When generating the seed file, you use the location attribute to specify where in the Physical
containment tree each device should be deployed.

If you do not specify a physical location (the location attribute is optional), the objects are deployed in
the same location asitslogical parent. Otherwise, the object is deployed in a site named Default. If you
specify a physical location, the devices are deployed under that object accordingly. If the specified

location does not exist, CMNM automatically deploys a region object with the specified location name.

Cisco MGC node objects are not physical devices and, as such, are not deployed into the Physical
containment tree. However, the seed file lets you specify alocation for Cisco MGC nodes. Thisis done
so dependent children of the Cisco MGC node can, by default, be placed in the specified location. For
exampl e, assume that you specify that a Cisco MGC node isin the site Cincinnati. All of itschildren that
do not specifically specify alocation are, by default, placed in the Cincinnati site.

Specifying a Deployment Seed File
To deploy a network using a seed file:

Step1  From the Map Viewer screen, select the MGC-Node-View icon.

Step2  Right-click to display the pull-down menu, select Deployment, then Deploy Network Seed File.
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~

Note  Only one Cisco MGC node can be deployed at atime. Each requires a seperate seed file.

You see the screen in Figure 6-1.

Figure 6-1 Deploy Network Screen— Seed File Tab
X1 Deploy Network
File Edit Options Window Actions

S E@EY| 2 @

Seed File | Advanced

Seed File

Gﬂ Specify the name of the MGC Node netwark seed file.

Filename:
Accounts
A0 Specify the account information for each type of device. These values
i will be used as defaults for those fields not specified in the seed file.
MEGC Host SLT LAM Switch BAMS
Login 1D: mycust acec
Password:

Enahle Passwoard:

ERTTTT mREERR

Read Community: R EEEEEE]

mRREERE BREEERR

Write Community: R RS

Deploy...

Status: mgclontroller {normal ¥

M=l E3

Help

Dynamic updates are enabled

Step3  Enter afilenamein the seed file Filename field.

Step4 If any fieldsfor atype of device are not specified in the seed file, you can enter account information for

each type of device on this screen.
Step5  To enter advanced information, click the Advanced tab.

You see the screen in Figure 6-2.

45725
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Deploying a Network Using a Seed File

Figure 6-2 Deploy Network Screen— Advanced Tab

You can enter SNMP configuration parameters. You can also export the current configuration as a seed
file or an inventory file.

An inventory file contains a description of all of the devices in the Cisco MGC network, including:
e |Paddress
e Hardware type
e Operating system and software versions

The inventory file lists all of the Cisco MGC node devices in the network. For each Cisco MGC node
device, information about each sub-device in the node is listed. For example:

MEC (nane=nodel) {

HOST( nanme=host 1, i p=1. 2. 3. 4, 0s=Sol aris 2.6,...)

2600( name=slt1,ip=3.4.5.6,0s=10S 12. 3, i mage=boot 3. 1b, .. .)
5500( name=swl, i p=2. 3. 4. 5, 0s=CATCS 5. 3, i mage=rboot 3, ...)
BAM nanme=bant, i p=5. 6. 4. 3,0s=Solaris 2.6,...)

}

MEC (nane=node2) {

}
The attributes exported for the various device types are shown in Table 6-2.

[ 78-12214-m
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Table 6-2 Inventory Export Attributes

Attribute |Types Description

name All Name of the object in the CEMF display
ip All except Cisco MGC |IP address of the device

0s All except Cisco MGC | Operating system name and version
boot Cisco SLT/LAN switch [Name of the OS boot image

hostID Cisco MGC host/BAMS |Solaris host 1D

hostName |Cisco MGC host/BAMS |Name of the host

Step7  When you are finished, click the Seed File tab to return to the screen in Figure 6-1 and click Deploy.
You see the screen in Figure 6-3.

Figure 6-3 Deploy Confirmation Prompt

Step8  Click Yes.
The network is deployed.

Manually Deploying a Site, Object, or Network

The deployment wizard is the graphical user interface (GUI) used to create new objects representing the
network elements to be managed with CMNM. The deployment wizard uses deployment profiles to
prompt you for the information that is required by the deployment process. It can be accessed from
different windows within CMNM as outlined below.

Note  Only one deployment wizard can be open at any time. If you attempt to open a second
wizard, you see the message:

The Deployment Wizard is already active. Select it from the Window menu, or check for
iconified or hidden windows.

Complete the first deployment task before proceeding.

CMNM defines a number of templates that allow you to manually configure Cisco MGC nodes and
subobjects. The templates include;

¢ Template to deploy atop-level Cisco MGC node (This template also allows you to deploy a
Cisco MGC host pair as a child of the Cisco MGC node.)

Cisco Media Gateway Controller Node Manager User Guide 1.5
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e Template to deploy atop-level gateway (Cisco MGX 8260)

e Template to deploy atop-level BAMS

¢ Template to deploy a Cisco MGC host pair as child of a Cisco MGC node

e Template to deploy a Cisco SLT as a child of a Cisco MGC node

e Template to deploy a LAN switch as a child of a Cisco MGC node

The deployment wizard reads the templates and presents screens prompting for information about the

devices.

Deployment Attributes

Table 6-3 describes deployment attributes.

Table 6-3 Deployment Attributes Table

Attribute Device Type Required Description
Name All Yes Name of the object as seen in the GUI
IP All except Cisco Yes IP address of the network element
MGC node
Login Cisco MGC host, Yesfor Cisco [Login ID for the device
Cisco SLT, LAN MGC host
switch, BAMS
Password Cisco MGC host, Yes Password to login to the device
Cisco SLT, LAN
switch, BAMS
Root password |Cisco MGC host Yes Root (super-user) password for the host
Enable password |Cisco SLT, LAN Yes |OS/Catalyst enable password
switch, BAMS
Read All except Cisco Yes SNMP read-community string
Community MGC node
Write All except Cisco Yes SNMP write-community string
community MGC node

Opening the Deployment Wizard

Step 1
Step 2

To open the deployment wizard:

Right-click the object below which you want to deploy.

From the pop-up menu, select Deployment, then select Deploy Generic Objects.

You see the screen in Figure 6-4.

[ 78-12214-m
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Figure 6-4 Deployment Wizard Screen— Templates

Deploying a Cisco MGC Node

To deploy a Cisco MGC node:

Step1  Open the Map Viewer window.
Step2  Click to select aMGC-Node-View icon from the left panel of the Map Viewer window.

Step3  Right-click the M GC-Node-View icon, select Deployment, then Deploy M GC Node, as shown in
Figure 6-5.
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Figure 6-5 Map Viewer Screen—Deployment>Deploy MGC Node Option

You see the screen in Figure 6-6.

Figure 6-6 Deployment Wizard Screen— Object Parameters

Step4  Enter the name of the Cisco MGC node (no spaces). Click Forward.

You see a screen that summarizes the deployment you have created and allows you to commit or reject
the deployment.

Step5  Click Finish.

You are informed if deployment has been successful. A Cisco MGC icon appears on the right pane of
the Map Viewer window.

Step6  Deploy Cisco MGC hosts by following the instructions in the “ Deploying a Cisco MGC Host” section
on page 6-10.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Step 7
Step 8

Step 9

Step 10

Deploy Cisco SLTs by following the instructions in the “Deploying a Cisco SLT” section on page 6-10.

Deploy LAN switches by following the instructions in the “Deploying a LAN Switch” section on
page 6-11.

Deploy Cisco MGX 8260s by following the instructions in the “ Deploying a Cisco MGX 8260" section
on page 6-11.

Deploy the optional Billing and Measurements Server by following the instructionsin the “Deploying a
Billing and Measurements Server (BAMS)” section on page 6-11.

Deploying a Cisco MGC Host

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

Open the Map Viewer window.

Expand the MGC-Node-View icon and click to select a Cisco MGC node icon from the | eft panel of the
Map Viewer window.

Right-click the MGC node icon and select Deployment, then Deploy M GC Node Component.
Click Deploy an MGC Host and click Forward.

Enter data for the host. See Table 6-3 on page 6-7 for descriptions of the fields. Click Forward.
Select arelationship and click Forward.

Click Finish.

A Common-Host icon appears on the right pane of the Map Viewer window. Also, a host icon appears
on the left panel as a child node of the common-host node.

Deploying a Cisco SLT

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

Open the Map Viewer window.

Expand the MGC-Node-View icon and click to select a Cisco MGC node icon from the left panel of the
Map Viewer window.

Right-click the MGC node icon and select Deployment, then Deploy M GC Node Component.
Click Deploy an SLT and click Forward.

Enter data for the Cisco SLT. See Table 6-3 on page 6-7 for descriptions of the fields. Click Forward.
Select arelationship and click Forward.

Click Finish.

A Cisco SLT icon appears on the right pane of the Map Viewer window.
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Deploying a LAN Switch
Step1  Openthe Map Viewer window.
Step2  Expand the MGC-Node-View icon and click to select a Cisco MGC node icon from the left panel of the
Map Viewer window.
Step3  Right-click the MGC node icon and select Deployment, then Deploy M GC Node Component.
Stepd  Click Deploy a 2900 XL Switch or Deploy a Catalyst 5500 Switch and click Forward.
Step5  Enter datafor the LAN switch. See Table 6-3 on page 6-7 for descriptions of the fields. Click Forward.
Step6  Select arelationship and click Forward.
Step7  Click Finish.

A LAN switch icon appears on the right pane of the Map Viewer window.

Deploying a Cisco MGX 8260

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Open the Map Viewer window.
Click to select a MGC-8260-View icon from the left panel of the Map Viewer window.
Right-click the M GC-8260-View icon and select Deployment, then Deploy M GX 8260.

Enter data for the media gateway. See Table 6-3 on page 6-7 for descriptions of the fields. Click
Forward.

Select arelationship and click Forward.
Click Finish.

A media gateway icon appears on the right pane of the Map Viewer window.

Deploying a Billing and Measurements Server (BAMS)

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Open the Map Viewer window.

Click to select aBAMS-View icon from the left panel of the Map Viewer window.

Right-click the BAM S-View icon and select Deployment, then Deploy BAM S.

Enter datafor the BAM S server. See Table 6-3 on page 6-7 for descriptions of the fields. Click Forwar d.
Select arelationship and click Forward.

Click Finish.

An icon appears on the right pane of the Map Viewer window.
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Subrack Discovery

When a Cisco SLT, LAN switch, Cisco MGC host, or BAMS is deployed, its subrack components are

gueried and deployed. The types of subrack components, as well as their relationships, differ based on
the type of device.

CMNM performsthe subrack discovery of varioustypes of devices. When adevice is deployed, CMNM
checks the OID of the device. If possible, CMNM performs custom subrack discovery based on the
device type. Otherwise, a generic discovery mechanism is used.

The various subrack discovery mechanisms are described in the following sections.

Note CMNM automatically discovers each device at aninterval you may specify and keeps track
of the time that each device was last discovered. When the specified interval has elapsed,
CMNM automatically rediscovers the device.

Cisco MGC Host and BAMS Discovery

The Cisco MGC host and BAM S discovery mechanism processes the ifTable of the device and deploys
an object to represent each (supported) interface. BAMS also uses the ClAgent system component
discovery mechanism. In addition, an object representing each (non-loopback) | P addressis deployed as
achild of its corresponding interface as shown in Figure 6-7.

Figure 6-7 Cisco MGC Host and BAMS Discovery

Ethernet, serial, and other interface

Chassis /

0..n

Network interface

0..n

IP proxy

48514

This subrack discovery mechanism is used for the Cisco MGC host, BAMS, and any unknown or
unsupported device that is deployed.

ClAgent System Component Discovery

For devices that support the CIAgent SNMP Agent (Cisco MGC host and BAMS), components are
deployed that represent logical components of the UNIX system, as shown in Table 6-4

Table 6-4 Components Deployed

Component Type |Description

RAM Physical RAM in the UNIX machine
virtualmem Virtual memory storage

Fixed disk Local (non-ncs mounted) disk drive
Processor Processor (CPU)
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Cisco SLT Discovery

The Cisco 2611 series auto-discovery mechanism expands slightly on the Cisco MGC host and BAMS
discovery mechanism. First, all TDM (DS1) interfaces are deployed. Second, in a non-V.35

configuration, serial interfaces are placed under their dependent TDM interface. | P address objects are
deployed under their corresponding interface.

CMNM also models the three SS7 MTP2 channels on each Cisco SLT. From these channels, you can
view current SS7 MTP2 statistics.

Figure 6-8 Cisco SLT Chassis Discovery

Ethernet, serial, or loopback interface
SLT chassis

0.n Network interface

0..

L IP proxy
0.n TDM interface
..Nn .
0 Serial interface
0..n IP proxy

3

SS7 MTP2 channels

48515

Cisco 2900XL Discovery

CMNM models ports and modules (slots) on the Cisco 2900XL series devices. The Cisco 2900 XL has

24 ports built into the chassis. In addition the Cisco 2900X L has two slots into which different cards can
be installed.

During auto-discovery, CMNM retrieves the tables shown in Table 6-5.
Table 6-5 Cisco 2900XL Discovery Tables

Table Description
CISCO-C2900-M1B.c2900ModuleTable |Contains all of the module (slot) information
CISCO-C2900-M1B.c2900PortTable Defines all of the ports on the chassis

SNMPv2-MIB.ifTable Defines all of the interfaces on the chassis
RFC1213-MIB.ipAddrTable Lists all of the IP address on a port
CISCO-VTP-MIB.vtpVlanTable Listsall VLANSs on the chassis

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Each entry in the c2900M oduleTable is modeled as a switch2900X L Slot object. The attribute
SNMP:CISCO-C2900-M1B.c2900M odulelndex serves as an index into the table.

Each entry in the c2900PortTableis model ed as a switch2900X L Port object. Inthe CMNM object model,
itis placed under its dependent slot. The c2900PortTable isindexed by two attributes, the module index
and the port index. The module index indicates on which slot the port resides. Module index zero
indicates that the ports are dependent on the chassis, and not on a slot. The attribute c2900PortIflndex
is used to correlate the c2900PortTable to the if Table.

Each entry in the vtpVLANTable is modeled as a switch2900XLVLAN. In addition, each interface
associated with the VLAN is displayed as children of its corresponding VLAN. In order to correlate
interfaces from the if Table to their corresponding VLANS in the vtpVLanTable, CMNM uses the
description of the if Table entry, which is of the form:

VLANX
where x is the index of the corresponding entry in the vtpVlanTable.
The Cisco 2900X L subrack component appears as shown in Figure 6-9.

Figure 6-9 Cisco 2900XL Chassis Discovery
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Catalyst 5500 Discovery

CMNM models slots, VLANS, and ports on the Catalyst 5500 series devices. During auto- discovery,
CMNM retrieves the tables shown in Table 6-6.
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Table 6-6 Catalyst 5500 Discovery Tables

Table Description

CISCO-STACK-MIB.moduleTable |Defines all of the modules (slots) on the chassis
CISCO-STACK-MIB.portTable Defines all of the ports on the chassis
CISCO-STACK-MIB.vlanTable Defines all of the VLANS on the chassis
SNMPv2-MIB.ifTable Defines all of the interfaces on the chassis

Each entry in the moduleTable is modeled as a switch5500S| ot object and every entry in the portTable
is modeled as a switch5500Port object. To correlate the information, the attribute portModul el ndex
defines the slot on which the port is located and the portlfindex is used to correlate the portTable to its
corresponding interface in the if Table.

Each entry in the vlanTable is modeled as a switch5500VLAN object. The attribute vlianl flndex
associates each element in the VLAN table to its corresponding interface in the if Table. The associated
interface is shown as a child of its corresponding VLAN.

The SCO and SLO interfaces are modeled directly under the chassis object. Inthe MIB, oneinterface has
avalid IP address while the other has an | P address of 0.0.0.0. While both interfaces are modeled, only
the valid IP is shown.

The Catalyst 5500 subrack component is shown in Figure 6-10.

Figure 6-10 Catalyst 5500 Chassis Discovery
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Cisco MGC Node Discovery

CMNM modelsand displaysthetrunking, signaling, and dial plan components associated with the active
Cisco MGC host. When CMNM initially discoversanew Cisoc MGC node, it retrievesthe configuration
for the active Cisco MGC host by telneting into the active host, starting an MML session, and running
the prov-exp command. This command puts the current configuration of the Cisco MGC host in a
number of flat files as described in Table 6-7.

Table 6-7 Cisco MGC Host Export Files

Filename Description

config.mml MML description of all the signaling components.
export_trnkgrp.dat |Line-by-line description of each of the trunk groups.

export_trunk.dat  |Line-by-line description of each of the trunks.

routing.mml MML description of all the routing components.

XXX.mml MML description of the dial plan components, where XXX is the
customer group ID.

Once exported, the files are transfered back to the management system using FTP and are then parsed
by CMNM. Hence CMNM can deploy objects that represent each of the signaling, trunking, and routing
components.

Synchronization

CMNM ensures that the EM S database (as provided by CEMF) is synchronized with the underlying
network elements. All relevant management data within the EMS is automatically updated on receipt of
amodification trap from the various network elements.

The trapsin Table 6-8 are used to respond to changes in the network elements.

Table 6-8 Network Element Configuration Traps

Network Element |Configuration Changed Trap
Cisco MGC host |POM: DynamicReconfiguration

LAN switch coldStart, warmStart, configChange
Cisco SLT reload, configChange

When CMNM receives a POM :DynamicReconfiguration trap from the active Cisco MGC host, it
resynchronizes its view of the connectivity network with that of the device.

Managing Software Images and Configurations

CMNM lets you manage software images and configurations on the Cisco MGC node devices. You can:

e Back up (upload) the configuration of the Cisco MGC host, BAMS, Cisco SLT, and LAN switch.
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¢ Restore (download) configuration on the Cisco MGC host, BAMS, Cisco SLT, and LAN switch.
¢ Download software modules and patches to Cisco MGC node devices.
e Back up (upload) software images from Cisco SLT and LAN switch.

e Automate or schedule configuration backups.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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e Cancel or modify scheduled operations.
e Maintain arecord of all software and configuration modifications.

The following sections detail the support for image and configuration management.

TFTP Server

CMNM uses a TFTP server to maintain software images and device configurations. All files that are
downloaded to devices come from this TFTP server. Likewise, all backups from the devices are saved to
the TFTP server.

The TFTP server makes use of the standard UNIX filesystem and can be maintained by anyone with the
proper UNIX permissions. The system administrator isfreeto place new images or configurations on the
server and archive or delete old software images and configurations. CMNM does not provide any
explicit support for standard filesystem maintenance functions.

The location of the TFTP directory isfound in the INETD configuration file /etc/inted.conf. At startup,
CMNM queries the contents of thisfile to figure out the location of the TFTP directory. By default, the
directory (if the entry in the inetd.conf file is commented out) is /tftpboot.

Uploading and Downloading Cisco SLT and LAN Switch Images and
Configurations

CMNM lets you move |OS images and configurations to and from the Cisco SLT and LAN switch.
The download process:
e Telnetsinto the select devices.
e Enters enable mode.
¢ Copies the configuration or image from the TFTP server:
copy tftp flash (to copy software image)
copy tftp running-config (to copy running configuration)
¢ Reboots the device (if necessary):
reload (for Cisco SLT)
reset system (for LAN switch)
confirm
The upload process:
¢ Telnetsinto the devices.
e Enters enable mode.
e Copies the configuration or image back to the TFTP server.
copy flash tftp (to copy software image)
copy config tftp (to copy running Catalyst configuration)
copy running-config tftp (to copy running 10S configuration)
e Copies or renames the file as specified by the user.

To upload or download Cisco SLT and LAN switch configurations:
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Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

Managing Software Images and Configurations

Under MGC-Node-View, select a node, expand it, select a Cisco SLT or LAN switch, right-click the
Cisco SLT or LAN switch icon, select Tools, then SLT Upload/Download or LAN Switch
Upload/Download.

Select one or more devices from the list on the left of the screen.
In the Transfer box, enter the information about the Cisco SLT or LAN switch:
¢ Name of the image or configuration file on the TFTP server
e Transfer type (configuration, image, or patch)
e [P address, login ID, and password of the TFTP server
Indicate at the bottom of the screen whether the device should be rebooted.
If you want to schedule the transfer, enter the scheduling information in the Schedul e box.

N

Note  To seethe currently scheduled transfer operations, click the Current tab.

When you have finished, click Download or Upload as appropriate.

Uploading and Downloading Cisco MGC Host and BAMS Images and
Configurations

CMNM lets you upload and download Cisco MGC host configurations to a Cisco MGC host. You can
upload BAMS configurations.

The Cisco SLT and LAN switch configurations and images are in asingle file. The Cisco MGC host and
BAM S configurations and patches are in many different files and directories. Hence when you specify a
configuration on the TFTP server, CMNM assumesit is adirectory containing all of the necessary data:

e MGC Host configurations are specified as a directory containing an MML batch-file along with
supporting files (like the output from the Voice Services Provisioning Tool).

e MGC Host software patches are specified as a directory containing the software image to be
installed. The installation script must be in this directory.

The download process performs a number of different steps depending on the type of device and data.
In general, the following steps are performed:

e Telnetsinto the devices.
¢ Copies the configuration or patch from the TFTP server to the device.

¢ Runstheinstallation script to install the new software or runs whatever utility is necessary to load
anew configuration.

e Activates the configuration or image (if necessary). This may involve rebooting the device.

Voice Services Provisioning Tool does not let you upload software images. CMNM lets you upload
configuration data only from the Cisco MGC host and BAMS.

The configuration upload process performs the following steps:
¢ Telnetsinto devices.

e Extracts the current configuration (using, for example, the prov_exp command)
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Step 1

Step 2
Step 3

Step 4

Step 5

¢ Copies the configuration to the TFTP server.

When downloading a patch to a Cisco MGC host, CMNM performs the following steps:
e Warnsyou that the Cisco MGC host software will be shut down during the upgrade.
¢ Retrieves the patch from the TFTP repository.

e Copies the patch to the target Cisco MGC host:
— Ensures that enough disk space is available.
- Uses /var/tmp as the temporary storage location.
¢ Telnetsto the target Cisco MGC host (as root for pkgadd privileges)
¢ Stops the Cisco MGC host daemons:
— /etclinit.d/CiscoMGC stop
— Waits until the processes physically stop (using UNIX ps).
e Installs the software:
pkgadd -n -d ./pkgfile
¢ Runs pkginfo to ensure the package was installed correctly.
e Starts the Cisoc MGC host daemons:
/etclinit.d/CiscoM GC start
¢ Ensures that the processes actually stared (using UNIX ps).
To upload or download Cisco MGC host configurations or upload a BAMS configuration:

Under Host-View, select a host, right-click the host icon, select Tools, then M GC Host
Upload/Download or under BAMS-View, select aBAMS, right-click the BAM S icon, select Tools, then
BAM S Upload/Download.

Select one or more devices from the list on the left of the screen.
In the Transfer box, enter the information about the Cisco MGC hosts or BAMS:

¢ Name of thedirectory on the TFTP server containing the configuration files or name of the directory
on the TFTP server where the configuration is to be stored

e Transfer type (configuration, image, or patch)
e [P address, login ID, and password of the TFTP server
If you want to schedule the transfer, enter the scheduling information in the Schedul e box.

N

Note  To seethe currently scheduled transfer operations, click the Current tab.

When you have finished, click Download or Upload as appropriate.
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Introduction to Performance Monitoring

An important component of efficient network management is the ability to receive performance
information on alarge network of many devices to provide an overall view of the your network’s
functioning. You can then proactively manage your network elements by analyzing the performance
data

CMNM letsyou monitor the performance statistics gathered from network elements managed by CEMF.
CMNM collects performance information from the Cisco MGC node, allowing you to monitor the health
and performance of the network. You can display the performance information. You can also view
performance data associated with a given object and graph that data over time. CMNM collects
performance information from all of the components of the Cisco MGC node. You can configure the
objects being polled and the frequency of the polling.

Cisco MGC allows you to specify how long performance data should be kept in the database. You can
also specify rollup rules and other actions that should be taken on performance data after a set length of
time.

The Performance Manager is opened from the Network Maps, Event Browser, or Object Manager by
selecting Per formance M anager from the pop-up menu available on a selected object. A screen similar
to Figure 7-1isdisplayed.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Figure 7-1  Performance Manager Screen
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A selected object or group of objects has a number of different attributes. You can choose to monitor an
area of the network, for example, the performance statistics of a particular attribute. This information
could then be used to evaluate the performance of specific equipment and assess the requirements for
upgrades or software downloads.

Performance statistics also provide a summary view of the performance of network elements. These
statistics help you determine the degree to which the network is meeting assigned service levels. You
are able to drive down to the chassis level from the network level in asimple manner if you want to view
individual chassis statistics.

CMNM Performance Manager can present data in two ways:

e Raw—Thisis performance data in its most detailed format (not summarized). History storage
criteria defines which attributes are to be monitored on specified objects. When these objects are
polled, the retrieved datais stored by CEMF and can be viewed using the Performance Manager.
This datais raw data. History storage criteria may also specify summary intervals and rules to be
applied to the raw data. The resultant datais summarized data.

e Summarized—This gives derived summaries of raw data. Thisis an approach that displays the data
at alevel appropriate to the task in hand; for example, you may decide to view data summarized in
hourly or daily intervals according to requirements.

Performance data has the potential to overwhelm. For example, you may want to view the Errored

Packets for adevice over asix-month interval. If the data was displayed in atable or graph at the rate at
which it was sampled, this could be tens of thousands of values. In these circumstances, it is preferable
to view summaries of the data. For example, if datawas originally received at intervals of 5 minutes, the
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ability to view it summarized in hourly, daily, or weekly intervals would be an excellent way of
managing the network. History storage criteria can be used to specify these summary intervals and the
rules that are used to generate the summaries for the history storage criteria’s objects and attributes.

Hourly summaries are generated on the hour, daily summaries are generated at midnight, and weekly
summaries are generated at midnight on Sundays (that is, the end of Sundays). For example, if polling
starts at 9:30 and hourly summaries are to be generated, the first full hour’s worth of data is between
10:00 and 11:00. So at 11:00, the first hourly summary is generated and given atimestamp of 10:00. The
same pattern is followed for all summaries (daily, weekly, or user-defined). This pattern standardizes
summary intervals so that all attributes’ summaries have the same timestamps.

Data generated between 9:30 and 10:00 isignored in the above exampl e, because an hourly
summary for 9:00 to 10:00 would be misleading asit would have been generated using only
half the usual number of values.

In some cases, an object may fail to be polled; for example, if communication to the object islost. This
isreferred to as a missed poll, and all missed polls are indicated on Performance Manager graphs and
charts.

Performance Manager graphs and charts al so indicate when an attribute started and stopped being polled
due to history storage criteria being added, edited, or removed. You are therefore able to see when
polling on an attribute started, the attribute’s values while it was being polled (and any missed polls),
and finally when the attribute stopped being polled.

A Performance Manager can be opened for each network element you wish to monitor. To view
up-to-date information on the Performance Manager, click Refresh and the selected data is displayed.

How Performance Data Is Collected

Depending on the type of device, performance datais collected in different ways.

¢ Performance datafor the active Cisco MGC host is collected by retrieving flat files at user-defined
intervals.

e CMNM collects performance data from the Cisco SLT and LAN switch using the standard SNMP
mechanisms.

Common Performance Data Collected for Several Devices

Many devices collect the same performance data. Common performance attributes are listed in
Table 7-1, Table 7-2, and Table 7-3 and referenced in the following sections.

Table 7-1 IP Performance Counters

Counter Description

SNMP:RFC1213-MIB.ipInReceived Number of input datagrams received from interfaces,
including those received in error.

SNMP:RFC1213-MIB.iplnHdrErrors Number of input datagrams discarded due to errorsin

their 1P headers including bad checksums.

SNMP:RFC1213-MIB.ipInAddrErrors Number of input datagrams discarded because of invalid

| P header destination address.

[ 78-12214-m
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Table 7-1 IP Performance Counters

SNMP:RFC1213-MIB.ipForwDatagrams  |Number of input datagrams for which this entity was not

their final 1P destination.

SNMP:RFC1213-MIB.ipIlnUnknownProtos |Number of locally addressed datagrams discarded

because of an unknown or unsupported protocol.

SNMP:RFC1213-MIB.ipInDiscards Number of input | P datagrams that were discarded for

some reason (such as lack of buffer space).

SNMP:RFC1213-MIB.ipInDelivers Total number of input datagrams successfully delivered

to IP user-protocols.

SNMP:RFC1213-MIB.ipOutRequests Total number of | P datagramsthat local | P user-protocols

supplied to IP in requests for transmission.

SNMP:RFC1213-MIB.ipOutDiscards Number of output |P datagrams that were discarded for

some reason (such as lack of buffer space).

SNMP:RFC1213-MIB.ipOutNoRoutes Number of |P datagrams discarded because no route was

found to transmit them to their destination.

SNMP:RFC1213-MIB.ipFragOKs

Number of IP datagrams that have been successfully
fragmented at this entity.

SNMP:RFC1213-MIB.ipFragFails Number of 1P datagrams that have been discarded

because they could not be fragmented.

SNMP:RFC1213-MIB.ipFragCreates Number of | P datagram fragments that have been

generated as a result of fragmentation.

Table 7-2 TCP Performance Counter

Counter

Description

RFC1213-MIB.tcpActiveOpens

Number of times TCP! connections have made a direct transition to
the SYN-SENT state from the CLOSED state.

RFC1213-MIB.tcpAttemptFails

Number of times TCP connections have made a direct transition to
the CLOSED state from either the SYN-SENT state or the
SYN-RCVD state, plusthe number of times TCP connections have
made a direct transition to the LISTEN state from the SYN-RCVD
state.

RFC1213-MIB.tcpCurrEstab

Number of TCP connections for which the current state is either
ESTABLISHED or CLOSE-WAIT.

RFC1213-MIB.tcpEstabResets

Number of times TCP connections have made a direct transition to
the CLOSED state from either the ESTABLISHED state or the
CLOSE-WAIT state.

RFC1213-MIB.tcplnErrs

Total number of segments received in error (for example, bad TCP
checksums)

RFC1213-MIB.tcplnSegs

Total number of segments received, including those received in
error.

RFC1213-MIB.tcpMaxConn

Total number of TCP connections the entity can support.

RFC1213-MIB.tcpOutRsts

Number of TCP segments sent containing the RST flag.
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Table 7-2 TCP Performance Counter

RFC1213-MIB.tcpOutSegs Total number of segments sent, including those on current
connections but excluding those containing only retransmitted
octets.

RFC1213-MIB.tcpPassiveOpens |Number of times TCP connections have made a direct transition to
the SYN-RCVD state from the LISTEN state.

RFC1213-MIB.tcpRetransSegs | Total number of segmentsretransmitted - that is, the number of TCP
segmentstransmitted contai ning one or more previously transmitted
octets.

RFC1213-MIB.udplnDatagrams | Total number of UDP? datagrams delivered to UDP users.

1. Transmission Control Protocol

2. User Datagram Protocol

Table 7-3 UDP Performance Counters

Counter Description

RFC1213-MIB.udplnDatagrams | Total number of UDP datagrams delivered to UDP users.

RFC1213-MIB.udplnErrors Number of received UDP datagrams that could not be delivered for
reasons other than the lack of an application at the destination port.

RFC1213-MIB.udpNoPorts Total number of received UDP datagrams for which there was no
application at the destination port.

RFC1213-MIB.udpOutDatagrams | Total number of UDP datagrams sent from this entity.

Performance Data Collected for the Cisco MGC Hosts

The following performance counters are collected for each Cisco MGC host:
¢ |P performance counters
e TCP performance counters
e UDP performance counters
In addition, the attributes in Table 7-4 are collected for the active Cisco MGC host.

Table 7-4 Cisco MGC Host Performance Counters

Counter Description

SNMP:HOST-RESOURCES-MIB.hrSystemNumUser |Number of users on the host
s

SNMP:HOST-RESOURCES-MIB.hrSystemProcesses |Number of processes running on system

Performance Data Collected for BAMS

The following performance counters are collected for each BAMS:
¢ |P performance counters

[ 78-12214-m
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e TCP performance counters
e UDP performance counters
In addition, the attributes in Table 7-5 are collected.

Table 7-5 BAMS Performance Counters

Counter Description
SNMP:HOST-RESOURCES-MIB.hrSystemNumUser |Number of users on the host
s

SNMP:HOST-RESOURCES-MIB.hrSystemProcesses |Number of processes running on the system

Performance Data Collected for the Cisco SLT

The following performance counters are collected for each Cisco SLT:
¢ |P performance counters
e TCP performance counters
e UDP performance counters

In addition, the attributes in Table 7-6 are collected.

Table 7-6  Cisco SLT Performance Counters

Counter Description
SNMP:OLD-CISCO-CHASSIS-MIB.nvRamUse |Amount of RAM in use
d

No performance collection is done for the SS7 MTP2 channels.

For details on collecting performance data for the Cisco SLT TDM interfaces, see “ Performance Data
Collected for TDM Interfaces” section on page 7-7.

Performance Data Collected for the LAN Switch

The following performance counters are collected for each LAN switch:
e |P performance counters
e TCP performance counters
e UDP performance counters
In addition, the attributes in Table 7-7 are collected for the IOS LAN switch.

Table 7-7 10S LAN Switch Performance Counters

Counter Description
SNMP:OLD-CISCO-CHASSIS-MIB.nvRamUse |Amount of RAM in use
d
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The attributes in Table 7-8 are collected for the Catalyst LAN switch.

Table 7-8 Catalyst LAN Switch Performance Counters

Counter

Description

SNMP:CISCO-STACK-MIB.sysTrafficPeak  |Peak traffic utilization

Performance Data Collected for Network Interfaces

The performance counters in Table 7-9 are collected for each network interface.

Table 7-9  Network Interface Performance Counters’

Counter

Description

SNMP:IF-MIB.ifInErrors

Number of inbound packets that contained errors preventing them from
being deliverable to a higher-layer protocol.

SNMP:IF-MIB.ifInOctets

Total number of octets received on the interface, including framing
characters.

SNMP:IF-MIB.ifOutErrors

Number of outbound packets that could not be transmitted because of
errors.

SNMP:IF-MIB.ifOutOctets

Total number of octets transmitted out of the interface, including framing
characters.

1. No performance attributes are collected for loopback interfaces.

Performance Data Collected for TDM Interfaces

The counters in Table 7-10 are collected for each Cisco SLT TDM interface to the SS7 network.

Table 7-10 TDM Interface Performance Counters

Counter

Description

SNMP:RFC1406-MIB.dsx1TableBESs' |Number of bursty errored seconds

SNMP:RFC1406-MIB.dsx1TableCSSs  |Number of controlled slip seconds

SNMP:RFC1406-MIB.dsx1TableDMs Number of degraded minutes

SNMP:RFC1406-MIB.dsx1TableESs Number of errored seconds

SNMP:RFC1406-MIB.dsx1TableLCVs |Number of line code violations

SNMP:RFC1406-MIB.dsx1TableL ESs Number of line errored seconds

SNMP:RFC1406-MIB.dsx1TablePCVs |Number of path coding violations

SNMP:RFC1406-MIB.dsx1TableSEFSs |Number of severely errored framing seconds

SNMP:RFC1406-MIB.dsx1TableSESs  |Number of severely errored seconds

SNMP:RFC1406-MIB.dsx1TableUASs |Number of unavailable seconds

1. Tablerefersto the RFC-1406 DSX1 table and is either Current or Total.
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Performance Data Collected for the Cisco 2900XL LAN Switch Port

In addition to the standard interface attributes, the countersin Table 7-11 are also collected for the
Cisco 2900XL port.

Table 7-11 Cisco 2900XL LAN Switch Port Performance Counters

Counter Description
SNMP:CISCO-C2900-M1B.c2900PortRxNoBwFrames Frames discarded due to lack of
bandwidth

SNMP:CISCO-C2900-M1B.c2900PortRxNoBufferFrames Frames discarded due to lack of buffer
SNMP:CISCO-C2900-M1B.c2900PortRxNoDestUniFrames |Number of unicast frames discarded
SNMP:CISCO-C2900-M1B.c2900PortRxNoDestM ultiFrames |Number of multicast frames discarded

SNMP:CISCO-C2900-M1B.c2900PortRxFcsErrFrames Frames received with an FCS error

SNMP:CISCO-C2900-M1B.c2900PortCol | FragFrames Frames whose length was | ess than 64

SNMP:CISCO-C2900-M1B.c2900PortTxM ulticastFrames Frames successfully transmitted
(mutlicast)

SNM P:CISCO-C2900-M1B.c2900PortTxBroadcastFrames Frames successfully transmitted
(broadcast)

Performance Data Collected for the CIAgent System Components

The following sections list the attributes collected for each CIAgent system component.

N

Note  For information about viewing this information, see the “Viewing ClAgent Device
Information” section on page 9-36.

Fixed Disk
The counters in Table 7-12 are collected for each fixed disk object.

Table 7-12 Fixed Disk Performance Counters

Counter Description

SNMP:HOST-RESOURCES-MIB.hrStorageAllocationFailure  |Number of failed allocation requests
S

SNMP:HOST-RESOURCES-MIB.hrStorageUsed Amount of storage used

Cisco Media Gateway Controller Node Manager User Guide 1.5
m. 18-12214-01 |



| Chapter7 Using Polling to Monitor Network Performance

Cisco MGC Host Configuration Performance Counters

Processor
The counters in Table 7-13 are collected for each processor object.
Table 7-13 Processor Performance Counters
Counter Description
SNMP:HOST-RESOURCES-MIB.hrDeviceErrors Number of errors detected on device
SNMP:HOST-RESOURCES-MIB.hrProcessorLoa |Average |oad on the processor
d
RAM
The countersin Table 7-14 are collected for each RAM object.
Table 7-14 RAM Performance Counters
Counter Description
SNMP:HOST-RESOURCES-MIB.hrStorageAllocationFailures |Number of failed all ocation requests
SNMP:HOST-RESOURCES-MIB.hrStorageUsed Amount of storage used
Virtual Memory

The counters in Table 7-15 are collected for each virtual memory object.

Table 7-15 Virtual Memory Performance Counters

Counter Description

SNMP:HOST-RESOURCES-MIB.hrStorageAllocationFailure  |Number of failed allocation requests
S

SNMP:HOST-RESOURCES-MIB.hrStorageUsed Amount of storage used

Cisco MGC Host Configuration Performance Counters

The Cisco MGC host writes out performance counters for many of the signaling components. These

performance counters are in the form of ASCII flat files containing entries for all collected counters for
all signaling components.

Performance data is stored directly on the signaling components themselves. You only see the

performance data for any given component, not for all signaling components. All performance counters
are predefined in the CEMF object model.

On the Cisco MGC host, you can specify multipleintervalsfor any given counter. For example, you can
specify that a counter isto be written for each 5-minute, 15-minute, 30-minute, 60-minute, and 24-hour
interval. However CMNM supports only a single interval for any given counter.

The Cisco MGC host administrator must ensure that the performance configuration writes out each

counter only at asingle interval by modifying the measProfs.dat and buckets.dat files so thereisonly a
singleentry (timeinterval) for each category. The administrator should choose the most granular interval
(shortest time) necessary for each counter. If the administrator fails to do this and the Cisco MGC host
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writes out the same counter at multiple intervals, CMNM collects all data points and stores them in the
same attribute, causing spikes in the resulting performance displays. For this reason, the user must
configure the Cisco MGC host such that each measurement is written out only at a single time interval.

On the Cisco MGC host, there are a number of files that determine which performance counters are
collection as well as the frequency of their collection, as shown in Table 7-16.

Table 7-16 Cisco MGC Host Measurements File

MGC Host File |Description

buckets.dat Defines the measurement buckets and intervals and their associated thresholds.

dmprSinks.dat |Defines how often the performance counters are to be collected and the maximum
number of records and the maximum file size of the CSV files.

measCats.dat  |Defines all of the counters in each category to be generated by the Cisco MGC host
software.

measProfs.dat |Defines the profiles associated with each measurement category, including
information concerning reporting intervals and measurements.

Measurement Filters

You can use measurement filtersto specify the Cisco MGC host configuration performance counters that
CMNM collects. Although the Cisco MGC host continues to write out all of its configuration
performance counters, CMNM collects only the subset defined in its measurement filters.

During startup, CMNM reads the measurement filter file:
$CEMF_ROQT/config/hostController/measFilters

This file contains alist of all of the Cisco MGC host configuration performance measurements that

CMNM collects. It lets you filter counters based on their measurement names and the MM L component
names.

The format of the measurement filter fileis:
Measurement Name, * |Component Name
where the variables are defined in Table 7-17.

Table 7-17 CMNM Measurement Filters

Parameter Description

Measurement Name |Any measurement specified in the Cisco MGC host measCats.dat file.

Component Name  |Any MML component specified in the Cisco MGC host components.dat file. An
asterisk (*) matches all components.

Opening the Performance Manager

The Performance Manager can be accessed from pop-up menus on selected objects in the following
applications:

¢ Network Maps

e Event Browser
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¢ Object Manager
To open Performance Manager:

Step1  Open the appropriate window to display arelevant object.
Step2  Place the cursor over the object.
Step3  Press and hold the right mouse button.

Step4  Movethe cursor until the Tools optionis highlighted, then highlight the Performance M anager option,
as shown in Figure 7-2.

Figure 7-2 Map Viewer Screen— Tools->Performance Manager Option

Step5  Release the right mouse button.

You see the Performance Manager screen shown in Figure 7-3.
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Figure 7-3 Performance Manager Screen
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From the Performance Manager screen you can:
e Identify all monitored attributes on a sel ected managed object.
¢ Identify all time periods configured for sampling each monitored attribute.

¢ Identify all summary methods configured for selected monitored attributes and selected summary
periods.

¢ View historical performance data over arequested period of time (in tabular or graphical format).
¢ Print performance data to a printer or file.

Setting Polling Frequencies

You can set the polling frequency for the various types of devices. While you can specify a separate
polling frequency for the Cisco SLTs, the LAN switches, and the Cisco MGC hosts, you cannot set a
separate polling frequency for an individual device.
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Understanding the Different Polling States of a Device

When an object is polling, itsicon is augmented with a small anotation. Each LAN switch, Cisco SLT,
and common Cisco M GC host object hasthisicon when polling. In addition, the Cisco MGC node object
has the polling icon if any of its children are doing polling. In this way, the states of the Cisco MGC
subobjects are reflected up to the Cisco MGC node object.

CMNM uses many different indicators to indicate the logical state of adevice. On the right side of the
Map Viewer, the icon representing each device is shown. For some states, a small symbol is placed near
the top of theicon to indicate alogical state. In addition, cross-hatching is used to indicate state
information.

Table 7-18 shows the different logical states.

Table 7-18 State Symbols

State Symbol |Description

Indicates that the device has not been discovered. (Thisis the icon when the device
isinitially deployed.)

Indicates that the device is in the process of discovering. The icon also has a hatch
pattern.

Indicates that the device has some outage or operational problem and is, therefore,
out-of -service. Icons also have a hatch pattern.

Indicates that the device is performing polling.

Indicates that the device is not SNMP reachable. This may be because the deviceis
off the network or its SNMP agent is not responding.

Indicates that some major service or software process on the device has failed. The
icons also have a hatch pattern.

Indicates that the device is off-duty or administratively down.

o EEEE S

Indicates that the device is providing service.

sl

Indicates that the device is running in warm-standby mode.

=]

Indicates that the device is running in an unknown (other) mode.

Indicates that the device is being tested.

E: L

A hatch-pattern (without any corresponding state symbol) is used to indicate that the
device is not being managed.

<None> |Anicon with no hatch pattern or symbol indicates the device is running normally.
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Changing Collection Defaults

CMNM predefines which performance statistics are collected and simply processes whatever datais
available. However, the Cisco MGC host allows you to change these defaults by editing the
Cisco MGC host filter file perfMeasFilters. Use the following commands:

install directory/config/hostController
perfMeasFilters
M easurements can be turned on or off by commenting out the line with # or by deleting the line.

Setting Different Polling Frequencies

You can define the polling frequency for the various devices, but you should not set the CMNM polling
frequency to be less than the Cisco MGC host polling frequency. However, you can increase the CMNM
polling frequency so that not all of the Cisco MGC host performance files are processed. For example,
you can set Cisco MGC host performance data collection to only once a day.

To configure the polling frequency:

Step1  Onthe Map Viewer screen, select the device you want to configure.

Step2  Right-click to display the pull-down menu and select States, as shown in Figure 7-4. (This example uses
a Cisco SLT, but the procedure is the same for other devices.)
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Figure 7-4 Map Viewer Screen— Tools>Open Polling Frequencies Option

You see the screen in Figure 7-5.
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Figure 7-5 Polling Frequencies Screen

Step3  You can set the frequency for performance polling, status polling, and auto-discovery. To change from
minutes to hours, select from the pull-down menu, as shown in Figure 7-6.
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Figure 7-6  Polling Frequencies Screen—Frequency Pull-Down Menu

Starting Polling On a Device

By default, performance datais not collected for any object. When an object isfirst deployed in CEMF,
it isin the normal state; no performance polling is done. To enable performance polling, you must

transition the object into the polling state. Thisis done using the dialogs posted from the object. CMNM
allowsyou to transition either asingle object or agroup of objects between the normal and polling states.

To place adevice into apolling state so that data can be collected (this example uses the Cisco SLT, but
the procedure is the same for each device):

Step1  Click the network or device, right-click to display the pull-down menu, then select States as shown in

Figure 7-7.
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Figure 7-7 Map Viewer Screen—Open SLT States Option

You see the screen in Figure 7-8.
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Figure 7-8 SLT States Screen

Step2  Click Start Polling.
You see the screen in Figure 7-9.

Figure 7-9  Polling Configuration Prompt

Step3  Click Yesto proceed.
To stop polling at anytime during the process, click Stop Polling, as shown in Figure 7-10.
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Figure 7-10 Stop Polling Screen

Note  Starting and stopping polling on the Cisco MGX 8260, Cisco SLTs, and LAN switch also
starts or stops polling for each interface on the chassis.

Note = When polling istaking place, a sheet with an arrow pointed up appears just above the
network or object icon. Figure 7-11 shows the 2600a-Ethernet-1 and 2600a-Serial-8 in
polling states.

Figure 7-11 Map Viewer Screen—2600a in Polling State

Decomissioning, Rediscovering, and Rebooting Devices

You can commission or decomission devices such as the Cisco SLT, LAN switch, Cisco MGX 8260,
BAMS, and Cisco MGC host.

Decommissioning a device prevents it from being presence polled or performance polled. A devicein
the decommissioned state still processes traps, but a presence poll alarm is cleared. Commissioning it
brings it back on the network so that it starts presence polling.

The decommissioned state is used in two circumstances:
e When the physical device is administratively off the network.
¢ When the physical device has a known problem and you do not want to manage it.
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When atrap isreceived, CMNM checksto seeif the destination object is decommissioned. If so, thetrap
isdiscarded. Otherwise trap processing continues as normal. In this way, you never receive any traps on
a decommissioned device.

Rediscover performs subrack discovery on the device and synchronizes all of the network interfaces and
IP addresses. Rebooting shuts down and restarts the device.

To decomission, rediscover, or reboot a device:

Step1  Click the network or device, right-click to display the pull-down menu, then select States as shown in
Figure 7-12.

Figure 7-12 Map Viewer Screen—Open SLT States Option

You see the screen in Figure 7-13.
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Figure 7-13 SLT States Screen

Step2  Click the States tab.
You see the screen in Figure 7-14.
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Figure 7-14 SLT States Screen

Step3  Click the relevant button to accomplish the task you want to perform.

Viewing Performance Data

CMNM generates simple graphs of performance data (single counter, single object). These screens show
the performance datain tabular, near real-time format for SS7, SS7 Link, SS7 Link Set, Voice Traffic,
and I nterface Utilization measurements. The performance counters associated with these measurements
include, but are not limited to:

¢ Calls cancelled because of CCS congestion

e Number of transmitted IAM messages

¢ Received answer signaling

¢ Number of received IAM messages

¢ Number of transmitted CCS answer signals

e Number of attempts to transmit IAM messages
¢ Number of MSUs transmitted and received

e Duration of Level 1, 2, and 3 congestion
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M Viewing Performance Data

Note

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

e Link availability

To view performance data, you need to select:
e Attributes for which performance datais to be displayed
¢ Time period over which the performance data is gathered
e Format to be used to display the results

Before you can view performance data, you must first start performance monitoring on a
device or network and wait until polling is complete.

Open the Performance Manager. The window shows the name of the selected object.
From the Monitored Attributes list, select the attribute to be monitored.

N

Note  You can select multiple attributes in alist by holding down the Shift key and
selecting attributes in the list. You can select multiple individual attributes by
holding down the Ctrl key and clicking individual items. The information for all
selected attributes is shown in the Table Display. Only the first selected attribute
is shown in the line chart or bar chart.

In the Start Date data entry boxes, enter the date the view of the performance statistics has to start from.
The format is mm/dd/yyyy.

You set a start time and an end time using 24-hour notation. The times are inclusive. In the Start Time
data entry boxes, enter the time the view of the performance statistics has to start on the Start Date.

To set the End Date you have two options:

In the End Date data entry boxes, enter the date the view of the performance statistics has to stop. The
format must be mm/dd/yyyy or select the Now check box to view the data from the selected start date to
the current time. By selecting this option, you do not have to update the End Date and End Time fields.

~

Note Now is the current time and remains current.

To set the End Time you have two options:

In the End Time data entry boxes, enter the time the view of the performance statistics hasto stop on the
End Date or select the Now check box to view the data from the selected start date to the current time.
By selecting this option, you do not have to update the End Date and End Time fields.

From the Interval pull-down menu, select the summary interval to be used. This varies according to the
attribute selected. The summary interval is the period of time over which the rule is applied. This
pull-down menu always contains the option to select raw. This displays the data in raw format, which
is performance datain its most detailed format (not summarized).

N

Note  When raw is selected, the Bar Chart view is not available and the Summary Rule
option is grayed out.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Step 8

Step 9

Viewing Performance Data W

From the Rule pull-down menu, select the summary rule to be used. This gives you the option to
summarize data to alower granularity asfollows:

e Total—Totals all values gathered in the summary period

¢ Average—Takes the average of all values gathered in the summary period
¢ Min—Presents the lowest value received over the summary period

* Max—Presents the highest value received over the summary period

e Logica OR—Displayseither 1 or 0. Thisistypically used for statusflags. Some attributes may have
only two potential values (such as, true or false; yes or no; 1 or 0). When summaries are generated
from values such as these, and the logical OR ruleis used, the summarized valueis 1 if any value
in the summary interval is 1. If all valuesin the summary interval are 0, then the summarized value
isO.

A

Note = The Summary Rule option is not available when the option to view raw datais
selected.

A

Note  The default summary rule is one day (24 hours).

Click Refresh.

A

Note  The Refresh button is blue when it is available for selection. It is grayed out when
not available. The Refresh button is available for selection when Now is selected,
or when any criteria has changed and you have moved the cursor away from the
changed value by clicking the Tab key or by using the mouse.

Note = SNMP data (that is, data collected from the Cisco SLT and LAN switch) is
refreshed in near real-time. When data is collected from the active Cisco MGC
host, you can manually collect and display the current performance data by
clicking Refresh. Refresh simply refreshes the Data view to display the latest data
collected during polling. To update the data, you must start polling again.

By default, aline chart of the performanceinformation, to date, is displayed. You can view performance
information in the following formats:

e Line Chart, refer to Figure 7-15
e Table Display, refer to Figure 7-16

The performance information displayed corresponds to the attributes' raw values. If a summary period
is selected, the information is displayed according to the Summary Rule. No summary period is
associated with raw data.

S,

Note  In some circumstances, an object may fail to be polled. All missed polls are
indicated on graphs and charts by yellow points that show the last valid value
collected. A missed poll affectsthe summary data, and the data should not berelied
upon.

[ 78-12214-m
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M Viewing Performance Data

CMNM graphs and charts also indicate when an attribute started and stopped being polled due to history
storage criteria being added, edited, or removed. Start and end polling events are shown in charts and
tables:

e The start polling events point is shown in green.
e The end polling events point is shown in red.

~

Note A Polling Events key is displayed.

Figure 7-15 Sample Line Chart Screen
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Figure 7-16 Sample Table Display Screen
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Viewing Raw Data

Note

Step 1
Step 2

Step 3
Step 4

Note

You can view raw dataasit isreceived without any summarization. History storage criteria define which
attributes are to be monitored on specified objects. When these objects are polled, the retrieved data is
stored by CEMF and can be viewed using the Performance Manager. This datais raw data. History
storage criteria may also optionally specify summary intervals and rules to be applied to the raw data.
The resultant datais summarized data.

The Summary Rule option and the Bar Chart view are not available when the option to view
raw data is chosen.

Launch the Performance Manager.

Choose the desired attributes and set the dates and times, as described in the “Viewing Performance
Data” section on page 7-23.

From the Summary Interval pull-down menu, select raw.
Click Refresh.

The new performance information displayed corresponds to the attributes value returned during the raw
period.

The Refresh button is blue when it is available for selection. It is grayed out when not
available. The Refresh button is available for selection when Now is selected or when any
criteria has changed and you have moved the cursor away from the changed value by
pressing the Tab key or by using the mouse.

Viewing a Chart

You can zoom in, zoom out, and move around the displayed charts by using the keys and mouse buttons
described in Table 7-19. Note that you must select a chart before invoking these actions.

Table 7-19 Chart Viewing Actions

Press Action

Shift and left mouse button | To select multiple attributesin alist.

Up arrow key Scrolls up the Table display.

Down arrow key Scrolls down the Table display.

L eft mouse button Clicking and dragging with the left mouse button over an area zoomsin
on that section of the chart. You cannot zoom in on a chart that has a scroll
bar.

Middle mouse button Takes the view back one zoom level after zooming in using the left mouse
button.

[ 78-12214-m
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Viewing Points and Values on a Line Chart

You can choose to annotate a line chart with col or-coded pointsthat represent the polling status. You can
also show the values associated with each point.

Step1  From the View menu, select Points. This annotates the line chart with points, which visually indicate
the points that are presented in tabular form in the Table Display. A point is colored-coded to show
polling status as follows:

e Black—Poll

¢ Red—Stopped polling
e Green—Started polling
¢ Yellow—Missed poll

Step2  From the View menu, select Values. This option shows the val ues associated with each point, which are
presented in tabular form in the Table Display.

The values are shown on each chart until the item is deselected in the View menu.

Viewing a Performance Log

Performance datais saved in alog. To view data from past pollings:

Step1  Using theinstructionsin the “Viewing Performance Data” section on page 7-23, select the following to
define the data you want to view:

e Start time and date
¢ End time and date (select Now for current data)
e Summary interval
e  Summary rule
Step2  Click Refresh.

Setting How Performance Data Is Archived

CMNM allows you to specify how long performance data should be kept in the database. You can also
specify roll-up rules and other actions that should be taken on performance data after a set length of time.

CEMF manages a database of performance data val ues, and ensures the database does not grow
indefinitely. This is achieved by purging data that is deemed to be old. Several rules are used to
determine what data should be purged based on the concept of samples. A sampleis either a collection
of raw data, or a collection of datathat has been summarized using one summary rule for one summary
interval.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Note

Exporting Performance Data W

The attributeHistoryServer.ini file, described in Table 7-20, controls the behavior of the performance
purging mechanism:

minValueCount =50
maxVaueCount = 1000
minRawDataAge = 60

Table 7-20 attributeHistoryServer.ini file Attributes

Parameter Description

minValueCount | Specifies the minimum number of valuesto be kept for each sample. Datais
never removed from a sample if doing so would result in that sample having
fewer than this number of values. Thisvalueis set to 50 on a standard CEMF
installation.

minRawDataAge |Specifies the minimum age of raw data (in seconds) that must be kept. Raw
data younger than this age is never removed. This valueis set to 60 on a
standard CEMF installation. For example, if the system hasjust received 100
changesto an attribute in the 40 seconds preceding a purge, then the last 100
values would be kept and not just the last 50.

maxValueCount |Specifies the maximum number of values to be kept for each sample.
Whenever this number of valuesisreached for asample, values are removed
until either of the first two settings would be breached if any more were

removed. Thisvalueis set to 1000 on a standard CEMF installation.

In some cases, these three settings may conflict with history-storage-criteria summary intervals. For
example, if the history storage criteria specifies that only daily summaries are to be generated, but the
purging criteria specify that one full day’sworth of raw datais never available, then the daily summaries
could not be generated if the purge settings were followed. In such cases, datais not purged until
summaries that depend on that data have been generated.

These values can be modified using the historyAdmin utility. However these values have a significant
effect on database size and performance. As such, care must be taken when changing these parameters,
because the settings have a direct association with overall disk requirements.

For information on configuring how alarms are stored and deleted, see the" Setting How
Long Alarms Are Stored” section on page 8-49.

Exporting Performance Data

Note

CEMF has an exporting facility that lets you write performance datato an ASCI| file. Using the
historyAdmin export command, the northbound system can generate files that contain the performance
data for an object during a selected interval.

CMNM does not provide any CORBA or GUI interface to the CEMF history export
facilities. You must manually perform the export (using the command
/opt/cemf/bin/historyAdmin export filename), or the northbound system must perform it
using Telnet or another facility.

[ 78-12214-m
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The data is exported in the following format:

bj ect : <obj ect pat h>
Obj ect cl ass: <obj ect
Attribute:
Sunmary rul e: <rul e>
Sumrary interval:
<dat e> <ti ne> <val ueType> <val ue>
<date> <tinme> <val ueType> <val ue>

Raw |

pat h>

<attribute name>

<summary interval >

Dat a exported: <current date/tinme>

For example, a sample file looks like:

> hi storyAdm n export
oj ect :

09
09
09
09
09
09
09
09
09
09

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

dunpFile TAB 10 all

criterial

exanpl eView. /site_1/bay_1/agent _1/rack_1/1linecard_2/port_2
hj ect d ass:
Attribute:
Sunmary interval:

1999
1999
1999
1999
1999
1999
1999
1999
1999
1999

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

Dat a exported:

Printing a Performance File

50:
50:
50:
51:
51:
51:
52:
52:
52:
53:
Sun Jun 27 17:17:35 1999

test Port
Local DB: TEST. dt | ndex1

Raw

03
23
43
03
23
43
03
23
43
03

Pol | ed
Pol | ed
Pol | ed
M ssed
Pol | ed
Pol | ed
Pol | ed
Pol | ed
Pol | ed
Pol | ed

10
10
15
<no val ue>
20
20
0
5
0
10

You can print performance statistics from the Performance Manager, either as a chart or as atable. A
chart prints out the information that can be seen in the window. A table printsout all of the performance

statistics in a plain text format.

The output is printed by the default printer setup on your network.

Step1  Open the Performance Manager and select the desired performance statistics.

Step2  From the File menu, select Print. Choose either As Chart or As Table.

Jl_ Cisco Media Gateway Controller Node Manager User Guide 1.5
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Managing Traps and Events

Introduction to Fault Management

One of the most important aspects of network management is the ability to identify events on the system
and to take action to resolve them quickly and efficiently. For example, there may be a power supply
fault in a chassis that would require an engineer to be sent out to rectify the fault. Thisfault iscritical to
the running of the network and would need prompt attention.

In CMNM, when a condition (fault) occurs on a managed object in the network, the system is notified
immediately. This notification is shown as an event or alarm and can be viewed with the CEMF Event
Browser. The Event Browser is opened from the CEMF Launchpad. A screen similar to Figure 8-1is
displayed.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Figure 8-1 Event Browser Screen
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The Event Browser provides atool to manage the network efficiently; you can list, query, and sort all or
some events according to how you want to manage the network. Services can be invoked on events so
that faults can be attended to from the screen that shows the event.

Note  You can also view events on CEMF maps, however, only the most severe fault on a
managed object is shown on the map icon.

You can have more than one Event Browser session open at any one time. Each Event Browser session
can have different queries specified. All users can see any event. In the Event Browser window, you can
acknowledge that a particular event is one that you are going to deal with, and all other users then see
that the event is being handled. When the event is cleared, it is shown in the Event Browser window, so
other users know that the event requires no further attention.

When an event is received, it is shown as active and unacknowledged (the two indicators are shown as
grey). At this stage, no one has taken responsibility to deal with it. You may not want to view all events
on the system, so a query can be set up using the CEMF Query Editor to view specific events.

How CEMF Models Events

A CEMF event represents a notification from a managed entity that acertain condition has just occurred.
These events usually represent error conditions on managed elements.

Cisco Media Gateway Controller Node Manager User Guide 1.5
m. 18-12214-01 |




| Chapter8 Managing Traps and Events

How CEMF Models Events 1l

Each event is associated with the object for which it provides notification. Therefore, an object can have
anumber of events related to itself at any one time.

Event Information

The default information stored against all CEMF events includes:
e The object on which the event was raised
¢ Thetime the event was raised
e The severity of the event
e A description of the event
e The state of the event.

Descriptions of event state and severity are given below.

Event State

The event state indicates whether the event is acknowledged or unacknowledged and active or cleared.

When a new event isreceived by the system, its state is active/unacknowledged. You may acknowledge
the event, which indicates to other users that the event is being handled. Once the event has been dealt
with, you may clear the event. When you cannot clear an event due to an existing problem, it can be
returned to the unacknowledged state and subsequently acknowledged or cleared by another user.

When an event is in the unacknowledged or acknowledged state, it is counted as being active and,
therefore, it is still affecting the state of the object upon which it was raised.

Figure 8-2 State Diagram for Events

Element |raiseAlarm

unacknowledge
<«

unacknowledged

acknowledge

clear acknowledged

Y

cleared

After events are cleared, they continue to be stored within the system for a configurable amount of time
to maintain an event history for an element. These events can be viewed and manipulated in the same
way as any other event.

29201

Colors used to Indicate Severity

Each event has a severity, indicating the importance of the event, and is identified with a corresponding
color as shown in Table 8-1.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Table 8-1 Colors Used to Indicate Severity

Severity of Event

Color
Red

Critical

Orange

Major

Yellow

Minor

Cyan

Warning

Green

Normal

White

Informational

Source Domain

The source domain identifies where an event was generated. In CEMF, the source domain can be one of

the following:

¢ SNMP—Event was generated by the managed network
e Internal—Event is generally generated by CEMF

Management Domain

This is the management domain of SNMP trap information. The SNMP MIB specific information

typically defines the equipment type generating a trap.

Event Propagation

In order to make the identification of potential problems easy, CEMF propagates the alarm state of
objects upwards through each object view.

In real terms, this means that if an object receives an event, then not only does it change color to reflect
its new state, but all parent objects within aview, also change color, to reflect the most severe alarm on
any of the children. The examplein the following diagram shows atypical physical view of the network.
Theline cards are contained within the chassis, the chassis within a bay, the bay within asite, and so on.

If aminor alarm was received on Port B, then it, and all of the objects up to the region, turn yellow to

indicate a potential minor problem, asillustrated in Figure 8-3.
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How CMNM Manages Faults

Figure 8-3 Example Minor Event Propagation
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If acritical alarm was then received on Port A, then it, and all of the objects up to the region, turn red to
indicate a potential critical problem, asillustrated in Figure 8-4.

Figure 8-4 Example Critical Event Propagation
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Port B Port C
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If the critical alarm isthen cleared, the icons return to yellow.

How CMNM Manages Faults

CMNM provides fault management of the Cisco MGC node, including the Cisco MGC host, the
Cisco SLT, and the LAN switch. Traps generated by these elements are displayed within the CEMF
system. When an alarm is received for an object, a pop-up balloon on Map Viewer shows the number
and severity of the alarms for that object. The balloon color indicates the severity of the most severe
alarms. The fault management features of the Cisco MGC allow you to view, acknowledge, and clear
alarms for a given object.

CMNM handles numerous connectivity traps. CMNM defines the necessary trap mappings and
containment trees, allowing CMNM to delegate all traps relating to the connectivity network to the
nodes that represent it. You can display these alarms in the Event Browser.

When the Cisco MGC host detects a problem with one of itslogical connections, it generates atrap.
CMNM receives these traps and maps them to the object that represents that logical connection. For
example, if CMNM receives a trap that the link to a media gateway is down, CMNM maps that trap to
the object that represents the media gateway link and displays an alarm icon on the Map Viewer.

[ 78-12214-m
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CMNM maps the incoming traps to alarms. However, not all traps are mapped to alarms. CMNM filters
out duplicate traps from a network element. It also filters out traps from network elements that report a
problem, and then reports within a few seconds (up to 6) when the problem isresolved. That is, the
Cisco MGC automatically clears existing alarmswhen anetwork element reportsthat an alarm condition
is no longer present. This reduces the number of unnecessary alarms displayed in the Event Browser.
You cannot configure when an alarm should be automatically cleared.

Presence/Status Polling

CMNM periodically polls each managed object (the Cisco MGC host, Cisco SLT, Cisco MGX 8260,
LAN switch, and BAMS) to ensure that the device is still reachable using SNMP. If the device is not
reachable, it isindicated by annotation on the map display and an alarm is generated. In addition the
object is placed into the CEMF errored state.

After the object loses connectivity, CEMF continues to poll the object until it can be reached. Once
connectivity is reestablished, the alarm is cleared and the annotation on Map Viewer is removed. In
addition the object is returned to the CEMF normal state.

CMNM also displays the status of the Cisco MGC host connectivity network. This includes the logical
connections from the active Cisco MGC host to the:

¢ Interfaces (Ethernet, TDM)
e STPs

¢ Point codes (SS7 Routes)

¢ Remote MGCs

e TCAP nodes

¢ Cisco Media Gateways

Thelogical connections from the active Cisco MGC host are shown as subnodes under the common
Cisco MGC host object. If the standby Cisco MGC host is not processing calls, only the network
connectivity of the active Cisco MGC host is shown.

How CMNM Manages Multiple IP Addresses for Presence Polling

By default, each CEMF object can contain only asingle IP address. For example, when the user deploys
aCisco SLT, theuser can specify only asingle | P address. CEMF usesthis|P addressfor all management
transactions including presence polling and performance polling. In addition, the IP addressis used to

mayp incoming faultsto the CEMF aobject. When atrap arrives from the network element, CEMF matches
the 1P address of the trap sender to the IP address of an object in the database.

Inreality, a physical device may have more than one | P address. Traps may come from any interface on
the device. Since CEMF/CMNM is aware of only asingle IP address, traps received from an alternate
interface might be dropped.

Any interface on the device may go down (either operationally or administratively). If the management
interface goes down, all SNMP-based operations fail. That is, not all SNM P queries are completed, nor
does status polling or performance polling function. CMNM is designed to avoid these situations by
using trap proxies and I P address failover, which are described in the following sections.
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Trap Proxies

Presence/Status Polling W

To prevent the dropping of traps received from an alternate interface, CMNM models each | P address
on the device. When a trap comes in on any interface, it is mapped to itslogical chassis object.

During auto-discovery, the RFC1213-MIB.ipAddrTable is queried. Each IP addressis deployed as a
child of its corresponding interface (see Figure 8-5).

Figure 8-5 Multiple IP Address Proxies
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The IP Proxy object acts as stand-in for its network element. When atrap is received from the network
element, it is bound for one of the IP proxy objects. Internally, CMNM redirects the trap to the proxied
object. For example, all traps received on any Cisco SLT interface are redirected to the SLT Chassis
object. In thisway all traps on all interfaces are shown, logically, on the object that represents that
device.

IP Address Failover

Since CMNM models each IP Address on the device, it is possible to implement an | P address fail over
mechanism. When a device is first deployed, the user specifies an | P address on the management
interface. If the management interface goes down or the management addresses becomes unreachable,
CMNM automatically fails over to another |P address. When the management interface/I P addressis
restored, CMNM resumes using it for all device communication.

CMNM periodically polls each IP address to ensure that that route is reachable via SNMP. If the
management | P address becomes unreachable, CMNM searchesfor anew | P address using thefollowing
rules:

e If any IP address is available on the current management interface, it is used.

¢ If the current management interface is down, each additional interface is searched, starting with
Ethernet interfaces.

When CMNM searches for an alternate interface, it starts with the Ethernet interfaces. If none are
available, it attemptsto use any other availableinterfaces (for example TDM interfaceson aCisco SLT).
Once ausableinterfaceisfound, CMNM must decide which IP address to use on that interface. Because
there is no way to distinguish IP addresses, CMNM simply uses the first available | P address child of
the interface. Technically this should be thefirst | P address defined in the ipAddrTable for that interface.

If no IP addresses are available (they are all unreachable), CMNM raises acritical alarm on the chassis.
This alarm indicates that the device is truly unreachable and requires immediate operator attention.
Once at least one IP address is restored, the alarm is automatically cleared.

[ 78-12214-01
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Status Polling

CMNM periodically polls each IP address to see if is reachable via SNMP by sending an SNMP get
message to the IP address object, retrieving the value of the SNMP:RFC1213-MI1B.sysUpTime attribute.

If the attribute is available, it assumed the | P address is reachable. Otherwise, the IP address is
unreachable and is transitioned into the unreachable state. Once connectivity is reestablished, the object
is transitioned back into the normal state.

Besides performing status polling on each 1P address object, CMNM also performs status polling on
various other components. These include:

* Network interfaces

¢ Cisco MGC node devices

Network Interface Status

Interface Alarms

CMNM performs status polling to reflect the state of each network interface. Depending on the
operational and administrative status of the interface, the object representing the network interfaceis
transitioned into different state as indicated in Table 8-2.

Table 8-2 Network Interface States

Admin Status Operational Status Network Interface State
Up Up up

Up Down down

Up In Test in-test

In Test N/A in-test

Down N/A off-duty

<not reachable> |N/A unreachable

Note that the chassisis queried for the state of itsinterfaces. That is, the status of the interface reported
by CMNM isidentical to the status reported by the chassis on its current management | P address.
However, the status of each interface is reported by the chassis viathat object's specific |P addresses. In
thisway CMNM can better reflect the true health of the chassis.

When a network interface goes down, the device sends a link down trap to CMNM. When CMNM
detectsthistrap, it transitions the object representing that interface to the down state. To handle the case
where CMNM may have missed atrap, the status polling mechanism raises an alarm if it detectsthat the
interface is down. When the interface comes back up, the deviceraises alink-up trap. If CMNM detects
thistrap, it transitions the interface back into the normal state. If CMNM missed thistrap, the next status
poll will detect that the interface is back up. Internally, CMNM transitions the interface back to the
normal state and clears the appropriate alarms on the object.

When an interface goes down, all |P address on that interface become unreachable. Since, during the
next status-poll cycle, all 1P addresses on that interface will fail, CMNM automatically transitions all of
the child IP address objects into the unreachable state. Doing so prevents a potential flood of alarms.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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MGC Host Status

BAMS Status

Presence/Status Polling W

CMNM periodically checks the status of each MGC Node device. The attribute
SNMP:CISCO-TRANSPATH-MIB.tpCompOpStatus is retrieved and its value is used to determine the
required state of the object as indicated in Table 8-3

Table 8-3 Cisco MGC Host States

Component Status

Network Interface State

ACTIVE

active

STANDBY

standby

0O0S

00Ss

<no answer>

not-running

<not reachable>

unreachable

CMNM periodically checks the status of each BAMS device. The
SNMP:ACECOMM-BAMS-SY SPARM-MIB.sysStatus attribute is retrieved and its value is used to
determine the required state of the object asindicated in Table 8-4

Table 8-4 BAMS States

Component Status

Network Interface State

active

active

standby

standby

outage

00Ss

other

other

<no answer>

not-running

<not reachable>

unreachable

Polling Frequency

CMNM allows the user to configure status polling frequencies for each type of device. For example, the
user can set the status polling frequency for Cisco SLT devices to be different than that of the
Cisco MGC host devices.

The status polling frequency controls the rate at which the IP Address objects are polled. In addition,
this frequency is used to determine the rate at which the status of the various devices is queried.

Given the polling interval, all objects are polled at some point in that interval. For example, if the status
polling frequency for aCisco SLT isset to 5 minutes, all |P address objectson all Cisco SLTs are polled
at some point during a five-minute interval.

Manual SNMP Query

Besidesthe periodic polling, CMNM provides a mechanism to check the SNMP visibility of adevice or
set of devices. You can click a button that causes a manual SNMP poll to occur. The results of this
manual poll are displayed.

[ 78-12214-m
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How Traps Are Managed for Network Devices

The following sections outline the southbound trapsthat are handled from the network elements. CMNM
does not handle every possible trap that can be generated from each of the network elements, only those
traps that are used for management of the devices.

CMNM converts traps to alarms which are displayed in the Event Browser. For the Cisco SLT, the
Catalyst LAN switches, and the Cisco MGX 8260, each trap has a corresponding CMNM aarm. For
example, the linkDown trap from the Cisco SLT corresponds to the “Link down” Event Description in
the CMNM Event Browser. For the BAMS and the Cisco MGC, the trap serves as an envelope that can
carry any one of humerous alarm messages.

In addition to device-specific traps, CMNM generates internal alarms. Appendix A, “BAMS, Cisco
MGC, and CMNM Messages’ provides an explanation of these internal messages and references to
documentation on alarm messages from the BAM S and the Cisco MGC.

BAMS Alarms

All BAMS alarms are carried on a single trap, the AlarmTrap.

Table 8-5 BAMS Traps

Trap MIB
nusageAlarmTrap ACECOMM-NUSAGE-MIB

See Appendix A, “BAMS, Cisco MGC, and CMNM Messages’ for references to documentation on
BAMS aarms.

Cisco SLT Alarms

Table 8-6 Cisco SLT Alarms

Alarm/Trap MiIB Explanation
coldStart SNMPv2-MIB The device was started from a
power-off state.
S
Note  Clear this event manually.
warmStart SNMPv2-MIB The device was restarted from an on
state.
S,
Note  Clear this event manually.
linkUp IF-MIB Aninterface is up after being down.
linkDown IF-MIB An interfaceisdown. Thisiscleared

by one or more Link Up traps for the
same interface.
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Table 8-6 Cisco SLT Alarms

How Traps Are Managed for Network Devices

Alarm/Trap

Explanation

authenthicationFailure

SNMPv2-MIB

The device received an SNMP
message that was improperly
authenticated.

syslogAlarm

CISCO-SYSLOG-MIB

configChange

CISCO-CONFIG-MAN-MIB-VISMI

There has been a configuration
change. (Informational)

Catalyst LAN Switch Alarms

Catalyst 5500 Alarms

Table 8-7 Catalyst 5500 Alarms

Alarm/Trap MIB Explanation
coldStart SNMPv2-MIB The device was started from a
power-off state.
S
Note  Clear this event manually.
warmStart SNMPv2-MIB The device was restarted from an on
state.
S
Note Clear this event manually.
linkUp IF-MIB An interface is up after being down.
linkDown IF-MIB Aninterfaceisdown. Thisiscleared

by one or more Link Up traps for the
same interface.

authenticationFailure

SNMPv2-MIB

The device received an SNMP
message that was improperly
authenticated.

configChange

CISCO-CONFIG-MAN-MIB-VISMI

There has been a configuration
change. (Informational)

switchModuleUp

CISCO-STACK-MIB

A module is up after being down.

switchModuleDown

CISCO-STACK-MIB

A moduleis down.

[ 78-12214-m
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Catalyst 2900XL Alarms

Table 8-8 Catalyst 2900XL Alarms

Alarm/Trap

Explanation

coldStart

SNMPv2-MIB

The device was started from a
power-off state.

N

Note  Clear this event manually.

warmStart

SNMPv2-MIB

state.

A

The device was restarted from an on

Note  Clear this event manually.

linkUp

IF-MIB

An interface is up after being down.

linkDown

IF-MIB

same interface.

Aninterfaceis down. Thisis cleared
by one or more Link Up traps for the

authenthicationFailure

SNMPv2-MIB

The device received an SNMP
message that was improperly
authenticated.

syslogAlarm

CISCO-SY SLOG-MIB

configChange

CISCO-STACK-MIB

There has been a configuration
change. (Informational)

Catalyst 2900 Alarms

Table 8-9 Catalyst 2900 Alarms

Alarm/Trap MIB Explanation
coldStart SNMPv2-MIB The device was started from a power-off
state.
A
Note  Clear this event manually.
warmsStart SNMPv2-MIB The device was restarted from an on state.
A
Note  Clear this event manually.
linkUp IF-MIB An interface is up after being down.
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Table 8-9 Catalyst 2900 Alarms

How Traps Are Managed for Network Devices W

Alarm/Trap MIB

Explanation

linkDown IF-MIB

Aninterfaceisdown. Thisiscleared by one
or more Link Up traps for the same
interface.

authenthicationFailure [SNMPv2-MIB

The devicereceived an SNM P message that
was improperly authenticated.

configChange CISCO-STACK-MIB |There has been a configuration change.
(Informational)
switchModuleUp CISCO-STACK-MIB |A moduleis up after being down.

switchModuleDown CISCO-STACK-MIB

A moduleis down.

Cisco MGC Host Alarms

CMNM handles thetrapsin Table 8-10 from the Cisco MGC hosts. Each trap is used as an envelope for
alarms of that type. See Appendix A, “BAMS, Cisco MGC, and CMNM Messages’ for references to

documentation on MGC alarms.

Table 8-10 Cisco MGC Host Traps

Trap MIB

qualityOfService |CISCO-TRANSPATH-MIB

processingError  |CISCO-TRANSPATH-MIB

equipmentError  |CISCO-TRANSPATH-MIB

environmentError |CISCO-TRANSPATH-MIB

commAlarm CISCO-TRANSPATH-MIB

MGC Host and BAMS Resource Alarms

CMNM traps application-related events that occur on the Cisco MGC hosts or the BAMS.

Table 8-11 Resource Alarms

Alarm/Trap MIB Explanation
critAppDown CRITAPP-MIB A critical application is down.
critAppUp CRITAPP-MIB The application is up after being down.

This clears the above alarm.

siFsAboveWarningThreshold

SIFSMONITOR-MIB

A monitored file system usage percentage
is above the warning threshold.

[ 78-12214-m
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Table 8-11 Resource Alarms

MiB
SIFSMONITOR-MIB

Alarm/Trap
siFsBelowWarningThreshold

Explanation

The monitored file system usageis below
the warning threshold. This clears the
above alarm.

siFsAboveCritical Threshold  |SIFSMONITOR-MIB |A monitored file system usage percentage

is above the critical threshold.

siFsBelowCriticalThreshold |SIFSMONITOR-MIB | The monitored file system usageis bel ow
the critical threshold. This clears the

above alarm.

Cisco MGX 8260 Alarms

Table 8-12 Cisco MGX 8260 Traps and Alarms

Trap MIB Alarm Description

coldStart SNMPv2-MIB |The device was started from a power-off state.
A
Note  Clear this event manually.

warmsStart SNMPv2-MIB | The device was restarted from an on state.
A
Note  Clear this event manually.

linkUp IF-MIB An interface is up after being down.

linkDown IF-MIB Aninterfaceisdown. Thisiscleared by one or more Link
Up traps for the same interface.

authenthicationFailure SNMPv2-MIB |The device received an SNM P message that was
improperly authenticated.

Table 8-13 Additional Cisco MGX 8260 Traps

MIB
mms1600_trap

Trap
shelfMajorAlarm
shelfMinorAlarm
shelfAlarmClear
shelfSecurityAlert

mms1600_trap

mms1600_trap

mms1600_trap

shelfColdStart mms1600_trap
shelfHistoryChg mms1600_trap
cardl nserted mms1600_trap
cardRemoved mms1600_trap
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Table 8-13 Additional Cisco MGX 8260 Traps

Trap MiB
cardFailed mms1600_trap
cardCoreSwitched mms1600_trap

cardServiceSwitched

mms1600_trap

cardMajorAlarm

mms1600_trap

cardMinorAlarm

mms1600_trap

cardAlarmCleared

mms1600_trap

cardActive

mms1600_trap

cardCoreRedFailed

mms1600_trap

cardSmRedFailed

mms1600_trap

cardMsmMajorAlarm

mms1600_trap

cardMismatched

mms1600_trap

cardCfgCleared

mms1600_trap

cardl nStdby

mms1600_trap

cardBackl!nserted

mms1600_trap

cardBackRemoved

mms1600_trap

dsx1LineAdded

mms1600_trap

dsx1LineDeleted

mms1600_trap

dsx1LineModified

mms1600_trap

dsx1IMajorAlarm

mms1600_trap

dsx1IMinorAlarm

mms1600_trap

dsx1AlarmClear

mms1600_trap

dsx1PerfMajorAlarm

mms1600_trap

dsx1PerfMinorAlarm

mms1600_trap

dsx1PerfAlarmCleared

mms1600_trap

dsx1UpdateThreshold

mms1600_trap

dsx1PayloadL ocopup

mms1600_trap

dsx1LinelLoopup

mms1600_trap

dsx10therL oopup

mms1600_trap

dsx1LineLoopDown

mms1600_trap

dsx1LineBertOn

mms1600_trap

dsx1LineBertOff

mms1600_trap

dsx3LineAdded

mms1600_trap

dsx3LineDeleted

mms1600_trap

dsx3LineModified

mms1600_trap

dsx3MajorAlarm

mms1600_trap

dsx3MinorAlarm

mms1600_trap

How Traps Are Managed for Network Devices
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Table 8-13 Additional Cisco MGX 8260 Traps

Trap

dsx3AlarmClear

mms1600_trap

dsx3PerfMajorAlarm

mms1600_trap

dsx3PerfMinorAlarm

mms1600_trap

dsx3PerfAlarmCleared

mms1600_trap

dsx3UpdateThreshold

mms1600_trap

dsx3PayloadL ocopup

mms1600_trap

dsx3LinelL oopup

mms1600_trap

dsx30therL oopup

mms1600_trap

dsx3LineLoopDown

mms1600_trap

etherLineAdded

mms1600_trap

etherLinedeleted

mms1600_trap

etherLineConfigChange

mms1600_trap

etherLineActive

mms1600_trap

etherLinelnActive

mms1600_trap

etherLineFailed

mms1600_trap

etherLineAlarmCleared

mms1600_trap

voicePortAdded

mms1600_trap

voicePortDel eted

mms1600_trap

voicePortDel eted

mms1600_trap

voicePortM odified

mms1600_trap

emmMajorAlarm

mms1600_trap

emmMinorAlarm

mms1600_trap

emmAlarmClear

mms1600_trap

clockMajorAlarm

mms1600_trap

clockMinorAlarm

mms1600_trap

clockAlarmCleared

mms1600_trap

clockSwitched mms1600_trap
dmcM 13MapAdded mms1600_trap
dmcM 13MapDeleted mms1600_trap
dmcM 13MapModified | mms1600_trap
dspMinorAlarm mms1600_trap
dspMajorAlarm mms1600_trap
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How Traps Are Cleared Using Correlation Files

Trap Receipt Not Guaranteed

CMNM does not provide any guarantee that it received a trap from the southbound systems or network
elements. CMNM does not perform any negotiation with the network elements to detect or recover lost
traps. However, you can perform presence polling to display trap data that may have been lost.

How Traps Are Cleared Using Correlation Files

CMNM can clear alarms using CEMF Clear Correlation files. On receipt of an incoming clear alarm, the
rules defined in these files indicate which active alarms on a given object should be cleared. For
example, alink-up alarm clears alink-down alarm, a process normal alarm clears a process error alarm,
and a communication success alarm clears a communication failure alarm.

A sample Clear Correlation fileis:
CLEAR_CORRELATION_RULE
INCOMING_ALARM_CLASS linkUpAlarmClass
ALARM_CLASS TO CLEAR linkDownAlarmClass
END_RULE

When aclear condition is received, the cleared alarm is automatically removed from the appropriate
screens and the clear alarm is forwarded to northbound systems like any other alarm.

The following sections map the alarms to their clear conditions for each Cisco MGC node device.

Cisco MGC Host Clear Correlation

Table 8-14 maps the alarms to their clear conditions for the Cisco MGC host.

Table 8-14 Cisco MGC Host Clear Correlation

Alarm Clear Condition

processingError processingNormal

communicationFailure |communicationSuccess
qualityOfServiceError |qualityOf ServiceNormal
equipmentError equipmentNormal

environmentError environmentNormal

Cisco SLT Clear Correlation

Table 8-15 maps the alarms to their clear conditions for the Cisco SLT.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Table 8-15 Cisco SLT Clear Correlation

Alarm Clear Condition

IF-MIB.linkDown IF-MIB.linkUp

LAN Switch Clear Correlation

Table 8-16 maps the alarms to their clear conditions for the LAN switch.

Table 8-16 LAN Switch Clear Correlation

Alarm Clear Condition

IF-MIB.linkDown IF-MIB.linkUp
CISCO-STACK-MIB.switchModuleDow |CISCO-STACK-MIB.switchModuleUp
n
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ClAgent Clear Correlation

Table 8-17 maps the alarms to their clear conditions for the CIAgent.

Table 8-17 CIAgent Clear Correlation

Alarm Clear Condition

CRITAPP-MIB.critAppDown CRITAPP-MIB.critAppUpt

CRITAPP-MIB.critAppNotAllRunning CRITAPP-MIB.critAppAll
Running

SIFSMONITOR-MIB.siFsBelowWarningThreshold |SIFSMONITOR-MIB.siFs
AboveWarningThreshol d?

SIFSMONITOR-MIB.siFsBelowCritical Threshold |SIFSMONITOR-MIB.siFs
AboveCritical Threshol d®

1. Thevarbind criaAppName in the trap/clear must match.
2. Thevarbind siFsMonName in the trap/clear must match.
3. Thevarbind siFsMonName in the trap/clear must match.

Forwarding Traps to Other Systems

~

Note

Step 1
Step 2

CMNM provides forwarding of traps generated by each component of the Cisco MGC node (the
Cisco MGC host, Ciso SLT, BAMS, and LAN switch) to northbound systems.

If you plan to configure CMNM to forward traps to northbound systems, you should
configure SNMP Version 1 traps only on network devices. CMNM only forwards SNMP
Version 1 traps to northbound systems. For more information on configuring SNMP on
network devices, see Chapter 3, “Configuring Network Devices for Management.”

Traps are forwarded to the northbound systems using standard SNMP transport. To receive traps,
northbound systems must register with CMNM. If the northbound system wants to receive standard
SNMP traps, you must manually enter the I P address of the northbound systemin CMNM. CMNM either
provides a dialog where this information is entered or you must deploy an object that represents the
northbound system.

To forward traps to another system:

Select the MGC-Node-View icon icon on the Map Viewer.
Right-click to display the pull-down menu, select Tools, then Open Trap Forwarding.
You see the screen in Figure 8-6.

[ 78-12214-m
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Figure 8-6 Trap Forwarding Screen

¥ Trap Forwarding |_ (O] x|
Ale Edit Options Window Actions Help

e E@Y 2 @
Add Trap Destination

I_ You can specify all of the destinations where traps should be forwarded
7ﬂ_‘ Specify the |P address of the northbound system and press the Add button.

Trap Forwarding Address

Remove Trap Destination

To remove a trap forwarding destination select one or more elements from
the list at the Ieft and then press the Remove button

Status: mgclontroller {normall Ilynamic updates are enabled

44833

Step3  Next to Trap Forwarding Address, enter the IP address to which you want to forward traps and click

Add.
You see the screen in Figure 8-7.
Figure 8-7 Action Report Screen

i Action Report _ (O]

The specified trap destination was successfully added.

The new trap forvarding destination will show
up in the list when the dialog is re-opened.

Step4  Click Close, then close the Trap Forwarding screen shown in Figure 8-6.

44834

Step5  Select the MGC-Node-View icon on the Map Viewer, right-click to display the pull-down menu, select

Tools, then Open Trap Forwarding.

You see the Trap Forwarding screen shown in Figure 8-6 with the IP address you specified added to the

left pane.
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S

Note  Toremove an |P address, from the Trap Forwarding screen select the P address,
select Actions, then select Remove. You see a screen confirming your action. Click
OK.

Opening the Event Browser

The Event Browser application islaunched using the ﬁ
Query Editor window is displayed. e
Set your query (the Event Browser displays events that match the query criteria). For more information,
see the “Filtering Events Using Queries’ section on page 8-23.

iconin the CEMF Launchpad screen. The

From the pop-up menu available when you right-click one or more objectsin the Map Viewer (the Event
Browser displays only the events associated with the selected objects), or from other CEMF
applications, select the Event Browser option.

Overview of the Event Browser Screen

Note

The main panel in the Event Browser window, shown in Figure 8-8, displays alist of events including:
¢ Object name (the managed device’'s name)
¢ Time the event was raised
e Severity of the event (color-coded)
¢ Description of the event
Two indicators, color-coded to the severity of the event, are available to the left of the object name:
e Clear (anindicator to show if an event is active or cleared)
e Ack (anindicator to show if an event is acknowledged or unacknowledged).

Click Ack to indicate to other users that the fault is being worked on. The button changes to the color of
the severity, in this case, red. If for any reason you cannot clear the problem, this button can be
deselected so the event can be reassigned. Click Clear when the fault has been rectified to indicate that
the event requires no further attention.

The option to unacknowledge an event is available only to an administrator or to the user
who acknowledged the event initially.

[ 78-12214-01
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Figure 8-8 Event Browser Screen

Object name;
Full object

Time event  Partial color coding name displayed
was raised
~| Event Browser: Ph\v'sical /Region—1 /Site—1 fip[pevice \ 4 |J
File Edit View |Options Window Help
\
Clear Ack Time Severity x Object Mame Ao ]
|1 ThYiul 05 12:13:15 2000 -| Pysical :/Region-1/Site-1/iplevice
___i __j Thu Jul 06 12:20:12 2000 -| Phyzical :/Reqion-1/Site-1/ipDevice
B Thu Jul 08 hyzical 1/Reqi ] I
Clear —)_:“ __j Thu Jul OB 12:20:39 2000 Physical:/Region-1/Site-1/ipllevice |
indicator o o Thu Jul 0B 12320312 2000 -| Physical ;/Region-1/5ite-1/iplevice
Severity _ - | Thu Jul 06 12:20:12 2000 _| Physical:/Region-1/Site-1/ipDlevice
__j 22 Thu Jul 0B 12:20:12 2000 -| Phyzical:/Region-1/Site-1/ipDevice
ot _E Thu Jul 06 12315:25 2000 | Physical:/Region-1/5ite-1/1pDevice
' ___E Thu Jul 06 12320312 2000 -| Physical:/Region-1/Site-1/ipDevice | |-
ACK ———> M Thu Jul 08 12:20:12 2000 -| Phusical:/Reaion-1/Site-1/1pDevice
indicator r' i Thu Jul 06 12:20336 2000 | Physical:/Region-1/5ite-1/ipDevice
ot __j Thu Jul 08 12:20:12 2000 -| Physzical :/Region-1/Site-1/iplevice
' o Thu Jul 0B 12320312 2000 -| Physical ;/Region-1/5ite-1/iplevice
v |
o =
—>9 of 19 i Auto Update & Highest Severity critical, 1 events ESor't by Time
_!Cur'r'ent Query; Statetactive cleared) & MD‘\ \ I
; A &
Total number of |
events displayed Current query Update staus Status bar Current sort order

Menus are available that provide you with options for modifying the way the information is displayed.
From the Edit menu, you can:

¢ Set up the Event State (Clear Events, Acknowledge, or Unacknowledge Events)

e Set up queries to specify the events you want to see

e Set up sort options to present the events in the order you want

From the View menu you have the following options to manage the way events are viewed on each

object:

e Use Auto or Manual Update

¢ Set the Color Coding

¢ View the Event History window

e Refresh the Event Browser window

¢ Display the Full Object Name

e Select Full Name Options
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Filtering Events Using Queries 1

The Full Event Description window allows you to view the status of a selected event. For more
information, refer to the “Viewing a Full Description of an Event” section on page 8-36.

Clicking an event severity, name, time, or description selects that event. One or more events can be
selected; this gives the opportunity to perform bulk operations. With one or more events selected,
clicking the right mouse button displays a pop-up menu that shows the common services available on
those events.

The Event Browser window also displays other information in the status bar:
e Progress bar (indicates that events are being added to the display)
e Current Update status (this can be auto or manual)
e Current query
e Current sort order, for example, sort by time

e Total number of eventsdisplayed (This number is shown in blue until it is acknowledged by the user
by clicking the number.)

S,
Note  The Event Browser can display a maximum of 10,000 entries. If there are more
events on the system, thisisindicated in the status bar.

In the Event Browser, you can use Print to save the contents of all or part of the browser to afile or to
print a paper copy.

Filtering Events Using Queries

N

Note

The Event Browser monitors all events on all devices. To work efficiently, you may want to specify the
objects on the network with which you are concerned. The Event Browser gives you the option to do this
through queries that can be configured to match your requirements. With queries you can choose to
include or exclude devices or criteria. For example, you could choose to monitor a particular device,
specify atime period, and choose to look only at events that are warnings or are critical. You define a
guery so that the Event Browser displays only the events that meet the criteria you defined.

Any changes made to the queries are not stored after exiting the Event Browser.

Opening the Query Editor

To define aquery, click the [*A ] icon in the CEMF Launchpad window, or

in the Event Browser, select the Edit menu’s Query Setup option, or

click the Query Filter icon i'.:,,l.|| from the Toolbar.

The Query Editor window, similar to Figure 8-9, isdisplayed. The criteriathat can be used to specify a
guery are available on individual tabs. Values or criteria can be selected on each tab. A dark gray tab is
active (On); itsquery is used in the Event Browser. A light gray tab isinactive (Off); its query is not used.

[ 78-12214-m
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Figure 8-9 Query Editor Screen

Query Editor

29779

The Query Editor is split into the following tabbed sections (see the next section, “ Setting Filtering
Criteria,” for more information):

e Severity

e Time

e Event Status

e Source Domain

e Mgmt Domain

e User

e Event Class

¢ Object Scope

e Object Class

e Object Attribute Presence
¢ Object Attribute Value

The Event Browser is updated with events that match the query criteria. A progress bar indicates that
CEMF is querying for events and the window is being updated. The total number of events displayed is
shown in blue until you acknowledge it by clicking on the number.

Setting Filtering Criteria

To set filtering (query) criteria:

Step1  From the Query Editor screen, click the Severity tab.
You see the screen in Figure 8-10.
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Step 2
Step 3
Step 4

Step 5
Step 6

Figure 8-10 Query Editor Screen— Severity Tab

Query Editor

File Edit Options Window

rE i@ 2

severity | Time | Event Status | Source Domain | kgmt Domain | U

Available Values: Selected Values:

critical
major

tninar
warning
normal
informational

Activate

From the Available Values list, select the desired alarm level.

Click the right arrows to transfer the alarm level to the Selected Value list.

Click the Time tab.
You see the screen in Figure 8-11.

Figure 8-11 Query Editor Screen—Time Tab

Query Editor: Event Br ~; Physzical:s

File Edit Options Window Help
Af ShHE 2

SeveritleimB|EventStatus Source Domain | hMgmt Domain | L €| w-

From To
Time 13| Of] 0O 15|58 OfF O
Day Friday Friday
k
Date Juni/0gr2000 Jund0g/zo00

Activate

428149

Select the time range and the date range for collecting the alarms.

Click the Event Status tab.

41333
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You see the screen in Figure 8-12.

Figure 8-12 Query Editor Screen—Event Status Tab

(Query Editor: Event Browser: Phyzical:s

File Edit Options Window 1
AP @ 2

SeueritleimeIEVEﬂTStatUS Source Domain | kMomt Domain | L =

Available ¥alues: Selected Values:

Unacknowledged active

Cleared Acknowledged
Activate
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Step7  From the Available Values list, select the events and click the right arrows to transfer them to the
Selected Values list.

Step8  Click the Source Domain tab.

You see the screen in Figure 8-13.

Figure 8-13 Query Editor Screen—Source Domain Tab

(uery Editory Event Browser: Physical:/d
File Edit Options Window Help
af Ghe 9
Severity | Time | Event Status | Source Domain | Mgt Domain | L |
&vailable Walues: Selected Values:
Prapagated SRR
Internal Threshalding
A5CH
Activate 5
[}
=+

Step9  From the Available Values list, select Domain values and click the right arrows to transfer the values to
the Selected Values list.

Step10 Click the Mgnt Domain tab.

You see the screen in Figure 8-14.
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Figure 8-14 Query Editor Screen—Mgmt Domain Tab

(Query Editor: Event Browser: Physicalis

File Edit Options Window Help
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Step 11 From the Available Values list, select management domains and click the right arrows to transfer the
values to the Selected Values list.

Step12  Click the arrows on the right side of the tabs to scroll to additional tabs.
Step13  Click the User tab.
You see the screen in Figure 8-15.

Figure 8-15 Query Editor Screen—User Tab

(uery Editor: Event Br: -t Physical:s

File Edit Options Window Help
A @ 2

MgmtDDmainI USEVI Event Class | Ohbject Scope | Ohject Class - e

Available Walues: Selected Values:

system
jwhitten admin

4
i
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Step 14 From the Available Values list, select users and click the right arrows to transfer the values to the
Selected Values list.

Step 15 Click the Event Classtab.

You see the screen in Figure 8-16.
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Figure 8-16 Query Editor Screen—Event Class Tab

Query Editor: Event Browser: Physical:s

File Edit Options Window
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Step16 From the Available Values list, select event classes and click the right arrows to transfer the values to

the Selected Values list.

Step17 Click the Object Scope tab to display all the events of anode and all its children.

You see the screen in Figure 8-17.

Figure 8-17 Query Editor Screen—Object Scope Tab

File Edit Options Window
Al @ 2

Ohject Scope | Chject Class | Object Atiribute Presence | Ohject &

Selected Ohjects/View Scopes:

Activate Add Scope | Add Object(s)

k

Step18 Click Add Scope.

You see the screen in Figure 8-18.
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Figure 8-18 View Scope Selector Screen

View Scope Selector
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Step19 In the View Scope selector, select the node.

Step20 Type the number of levelsto view. This can be more than needed.
Step21  Click the diamond to the left of Descendants and click Apply.
Step22 On the Query Editor screen, click the Object Classes tab.

You see the screen in Figure 8-19.
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Step 23

Step 24

Step 25

Figure 8-19 Query Editor Screen— Object Class Tab

luery Editory Event Brol

File Edit Options Window Help
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42815

From the Available Values list, select the desired object classes and click the right arrows to transfer the

values to the Selected Values list.

Click the Object Attribute Presence tab. Click a pull-down menu under Object Type to select a value
and click a pull-down menu under Attribute Name to select a value, as shown in Figure 8-20.

Figure 8-20 Query Editor Screen— Object Attribute Presence Tab

—'| Ouery Editor: Event Browser: Physical:s a (]
File Edit Options Window Help
LIS
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| ch |ObjectType Attribute Mame
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CL || container
4
CL | site
CL || network
Activate
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Click the Object Attribute Valuetab. Click apull-down menu under Object Typeto select avalue, click
a pull-down menu under Attribute Name to select a value, and click a pull-down menu under Attribute

Value to select avalue, as shown in Figure 8-21.
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Step 26

Step 27

Note

Filtering Events Using Queries 1

Figure 8-21 Query Editor Screen—Object Attribute Value Tab
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File Edit Options Window Help
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After all values are set, click Apply and close the Query Editor.
You see the following message:

Save Query Changes?

Click Yes.

The Event Browser begins collecting the data using the criteriayou selected and displaysit in the Event
Browser window.

Query changes are saved for the immediate session only. When you close the Event
Browser, the query criteriais reset to the default.

Modifying Filtering Criteria

Step 1

You can change the alarm criteria displayed in the Event Browser at any time by launching the Query
Editor and changing the values.

To change the criteria, from the Edit menu on the Event Browser, select Query Setup, as shown in
Figure 8-22.

[ 78-12214-01
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Figure 8-22 Event Browser— Edit>Query Setup Option

=]

File Edit| View Options Window

ig Evpnt Bials )
Query Setup ... 2
Clear Soetig f‘;i?éﬂ%is ayerity Object Mame

41335

Step2  Set up the query by selecting values as described in the “ Setting Filtering Criteria” section on page 8-24.

Step3  Close the Query Setup screen. The Event Browser displays the data.

Sorting Events

Query Editor configuration allows you to specify the events you want to see. Sorting gives you options
to change the order in which you view the events that match your query criteria.

Setting Up Sort Options

From the Edit menu, select Sorting Options. A pull-down menuisdisplayed listing the available sorting
options. An indicator shows which option is selected. Selecting an option causes the Event Browser
display to change to show the appropriate information. The sort option selected is shown in the status
bar. You can sort by:

Time—Shows the most recent event first
Event Class—Allows you to sort event classes

Event State—If the query is set up to show all states, this option shows eventsin the following order:

Managed Object—Sorts by the name of the managed object on the network

~

Note

Unacknowledged/Active
Acknowledged/Active
Cleared/Unacknowledged
Cleared/Acknowledged.

Set the option to show full name before sorting by name.

Severity— If the query was set up to show all severities, this option shows events in the following
order:

Critical
Major
Minor
Warning
Normal
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Managing Events

— Decommission

— Informational

Managing Events

When the Event Browser shows a sorted list of events that match the query criteria set, you can start to
manage those events. This is the place to acknowledge an event, which shows that you have taken
responsibility for managing that event. If you cannot continue to manage an event, it can be
unacknowledged and then becomes available to other users.

Note  The option to unacknowledge an event is available only to an administrator or to the user
who acknowledged the event initially.

When the fault has been rectified and the event requires no further attention, clear the event. It is then
removed from the Event Browser.

Three methods are available for managing events:

e Twoindicators (Clear and Ack) are available to the left of the object name. Select or deselect the
indicator associated with an event in the Event Browser window.

e Usethe Edit menu.
¢ Right-click a selected event to display a pop-up menu of options available on that event.

Clicking an event severity, name, time, or description selects that event. One or more events can be
selected; this gives you the opportunity to perform bulk operations.

Managing an Event from the Window

Step1  To clear the event, select the indicator associated with the event or select the object and click the Clear
Eventsicon on the Toolbar.

L]
[T

This displays the Events Clearing window. Enter the reason for clearing the event, then click Apply to
save or click Cancel to exit the window without saving. The indicator changes to the new color of the
severity of the event.

Step2  Select the Ack indicator to acknowledge an event. The indicator changes to the color of the severity of
the event. To unacknowledge an event, select the Ack indicator, which is then shown as deselected.

~

Note  Thisoptionisavailable only to the user who acknowledged the event or to a user
with administrative access.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Managing an Event from the Menu Bar

From the Edit menu, you can select the Edit Event State option. A pull-down menu is displayed, which
provides options to manage the events.

¢ Clear Events—Allows you to clear the event. When you select this option, the Events Clearing
window is displayed. Enter a reason then click Apply to save the details or click Cancel to exit
without saving.

¢ Acknowledge Events—Allows you to acknowledge an event.

¢ Acknowledge Events with comment—Allows you to record a reason for acknowledging an event.
When you select this option, the Acknowledge Events window is displayed. Enter a reason then
click Apply to save the details or click Cancel to exit without saving.

¢ Unacknowledge Events—Allows you to unacknowledge an event.

~

Note  Thisoptionisavailable only to the user who acknowledged the event or to a user with
administrative access.

Enabling Auto or Manual Update

Auto Updateis the default state and allows you to view incoming events that are automatically updated
in the window.

The status box displays the current update state, either Auto or Manual. If Auto Update is enabled, the
status box displays Auto Update.

When the update state is Manual (Auto Update is disabled), you should refresh the window at regular
intervals using the View menu’s Refresh option or the Refresh icon so that new events are

displayed.
To enable auto update:

Step1  From the View menu, select Enable Auto Update. The message in the status box changes to Auto
Update.

Note If anindicator is displayed on the pull-down menu, to the left of Enable Auto Update, the
Auto Update application is enabled.

To enable manual update:

Step1  From the View menu, deselect Enable Auto Update.

Note = The message in the status box changes to Manual Update.
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Setting How Events Are Color-Coded

Three color-coding options are available to you. The color you choose depends on the severity of the
event. The options are as follows:

¢ Full Color-Coding—When this option is selected, the severity information displayed has text on a
colored background.

e Partial Color-Coding—When this option is selected, the Severity column is colored. The color of
the column depends on the severity of the event.

¢ No Color-Coding—When this option is selected, text only is displayed in the Severity column.

Selecting the Type of Color Coding to Be Used

Step 1
Step 2

From the View menu, select Set Color Coding.
From the menu that appears, select one of the options.
The selected option is implemented immediately.

Viewing the Event History

Step 1

Step 2

Event history allows you to display any events that match the current query criteria and have had their
state changed, either acknowledged, cleared, or unacknowledged. Thisis disabled by default. To view
this information, select the View menu’s Event History option.

To view the event history:

Configure the event query (refer to the “Filtering Events Using Queries” section on page 8-23.)
The Event Browser displays current events that match the criteria set in the query.

From the View menu, select Event History.

The Event Browser now displays any events that meet that query and have been cleared.

~

Note By default, cleared events are stored by the system for seven days. Therefore, only
events that match the current query and have had their state changed in the last
seven days, are displayed when the Event History is enabled.

[ 78-12214-01
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Figure 8-23 Event History Enabled Screen
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Refreshing the Event Window

Ensure that Manual Update is selected; thisis shown as a current status message. You can then:
¢ From the View menu, select Refresh.
e Click the Refresh icon i

on the Toolbar.
The window is refreshed.

A

Note  You should refresh the window at regular intervals to show an up-to-date list of events.

Viewing a Full Description of an Event

Double-clicking an event displays the Full Event Description window. This provides details of the event
with Acknowledge and Clearing details.

To view afull description of an event, place the cursor over the relevant event in the Event Browser, then
double-click the left mouse button or select Event Description, then select Event Information Dialog
from the pop-up menu available on a selected object.
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A window similar to Figure 8-24 is displayed.

Figure 8-24 Full Event Description Screen

29775

Note If the event hasnot been cleared, the Event State displays Active and the Clearing M ethod,
User Responsible for Clearing, and Clearing Time and Date sections are disabled.
The information displayed cannot be altered.

If an event has been cleared, you can view the method used to clear it by clicking Clearing
Event.

The Full Event description window displays the following information:
¢ Object name—Name of the CEMF managed object the event was reported against
¢ Time and Date—The time and date the event was reported
e Severity—The severity of the reported event
e Source Domain—The Communications domain from which the event was reported
¢ Management Domain—The Management domain from which the event was reported
e Event Description—A brief description of the reported event

¢ Event State—Whether the event is active or cleared. If the event has been cleared, the Clearing
Method, User Responsible for Clearing, and Clearing Time and Date sections become active.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Acknowledge Details

¢ Acknowledgement User—Identifies the user who acknowledged the event

¢ Acknowledgement Time and Date—Identifies when the event was acknowledged

Clearing Details

¢ Clearing Method—Indicates if the event was cleared by the network or by a user.
e User Responsible for Clearing—Displays the user name responsible for clearing the event.
¢ Clearing Time and Date—Indicates the time and date the event was cleared.

¢ Reason for clearing—The information that was entered in the Events Clearing window, which is
completed when the Clear indicator is selected.

Managing Cisco MGX 8260 Faults

You can view and manage faults on the Cisco MGX 8260 with the Web View tool. To use Web View:

Step1  Select the Cisco MGC 8260 icon, right-click to display the pull-down menu, select Tools, then select
Open Web Viewer, as shown in Figure 8-25.

Figure 8-25 Map Viewer Screen— Tools>Open Web Viewer Option
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Step2  When the Web Browser appears, type your user 1D and password and click L ogin.

Using the Cisco MGC Tool Bar

You can manage Cisco MGC host faults and performance from the MGC Toolbar.

Step1  Select the Cisco MGC common host, right-click to display the pull-down menu, select Tools, then select
Open MGC Toolbar, as shown in Figure 8-26.

Figure 8-26 Map Viewer Screen— Tools>Open MGC Toolbar Option
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You see the screen in Figure 8-27.
Figure 8-27 MGC Toolbar
[ MGC Toolbar [_ O] <]
Alammd:Meas CDR CONFIG-LIB Log Trace Translation File aose ||
Viewer Viewer Viewer Viewer Viewer Verification Options ©
=t

From the MGC Toolbar you can click the following buttons:
¢ Alarm&Meas Viewer—View alarms on the Cisco MGC host.
e CDR Viewer—View call detail records (CDRS).
¢ CONFIG-LIB Viewer—Configure alibrary.
e Log Viewer—View alog file.
e Trace Viewer—View atracefile.
e Tranglation Verification—Verify atranslation.

¢ File Options—View a configuration of the files.
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e Close—Close the MGC Toolbar.

Alarm and Measurements Viewer

Step1  Onthe MGC Toolbar, click Alarm& Meas Viewer to view alarms on the Cisco MGC host.

Figure 8-28 MGC Toolbar—Alarm&Meas Viewer Option
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You see the screen in Figure 8-29.

Figure 8-29 Alarm&Meas Viewer Warning Screen

X Warning! H=]

Warning: Executing this application could impact system performance.

fAre you sure you want to execute the Alanm&Meas Viewer?

Yes Cancel
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Step2  Click Yes.
You see the screen in Figure 8-30.
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Step 4
Step 5
Step 6

Step 7

Using the Cisco MGC Tool Bar

Figure 8-30 Alarm & Measurement Viewer Screen—Meas Record View Tab
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In the Select Component box, use the Comp Type and CompL.ist pull-down menus to select values.

In the Select Category box, use the catType and measList pull-down menus to select val ues.

Select afile from the list on the right of the screen.

Click Execute to run the query.

The results appear in the box at the bottom of the screen.
Click the Alarm Record View tab to display alarm records.

You see the screen in Figure 8-31.

[ 78-12214-01
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Figure 8-31 Alarm & Measurement Viewer Screen—Alarm Record View Tab
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Step8  In the Select Component box, use the Comp Type and CompL.ist pull-down menus to select values.

Step9  In the Select Category box, use the alarmCategory pull-down menu to select a value.

Step10 Select afile from the list on the right of the screen.
Step 11 Click Execute to run the query.

The results appear in the box at the bottom of the screen.

CDR Viewer

Step1  Onthe MGC Toolbar, click CDR Viewer to view CDR records.

You see the screen in Figure 8-32.
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Step 2

Step 3
Step 4

Figure 8-32 CDR Viewer Warning Screen

¥ Warning! H=]

Warning: Executing this application could impact system performance.

fAre you sure you want to execute the CDR Viewer?

Yes Cancel

Click Yes to proceed.
You see the screen in Figure 8-33.

Figure 8-33 CDR View Screen—Query Tab

¥ CDR View
File
Query | Config
Buety Criters
Fekd Selection
AMI
DH
oTG
TTG
oT
T
Sy Operator
AND OR

Execute Exit Save Clear Refresh

Select an action to perform.
Click the Config tab.

You see the screen in Figure 8-34.
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cdr_Z0000512165123_000001 .hin
cdr_ZD000512170623_000002.hin
cdr_Z0000512172123_000003.hin
cdr_Z0000512173623_000004.bin
cdr_Z20000512175123_000005.bhin
cdr_20000512180623_000006.bhin
cdr_Z0000512182123_000007 .hin
cdr_Z0000512183623_000008.bhin
cdr_ZD000512185123_000009.bhin
cdr_ZD000512190623_000010.bhin
cdr_Z0000512192123_000011.hin
cdr_Z0000512193623_000012.hin
cdr_Z2D000512195123_000013.hin
cdr_ZD000512200623_000014.bhin
cdr_ZD000512202123_000015.hin
cdr_Z0000512203623_000016.hin
cdr_Z0000512205123_000017.bhin
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Figure 8-34 CDR View Screen—Config Tab

il CDR View =]
Fle

Query  Config

Corrzgenalion

Configuration Directory foptChMbytecodescdr

Executable Directory foptCharibytecodescdr

Package Directory foptf ChArP ackages

Presentation Def File presentation.dat

Position Def File position.dat

Search Result Log File foptrCiscotGCieto/oust_specific/toolkitiodrview. oy

CDR Data Directory on Local Host foptCiscoMGC/varispool
4 Source CDRs From Local Source CDRs From Remote

CDR Directory on Remote Host foptCiscobd GCAvarsspoal
All Possible Message Types: ================> Selected filtering:

File_Header{1090) Ahort_Attempt(1030)
File_Footer(1100)

Answered_Call(1010)

DeSel_Out_Crct(1020)

Ahort_Attempt(1030)

Release_Call{1040) Transfer
Interupted Call(1050)

Long_Call(1060)

Maint_CDB(1070)

External_Access CDE(1080)
End_Of_cCall{1110)

41376

Step5  From the All Possible Message Types list, select the messages you want to filter and click Transfer to
transfer them to the Selected filtering list.

CONFIG-LIB Viewer

Step1  Onthe MGC Toolbar, click CONFIG-LIB Viewer to configure alibrary.
You see the screen in Figure 8-35.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Figure 8-35 CONFIG-LIB Viewer Warning Screen

¥ Warning! Hi=l E3

Warning: Executing this application could impact system performance.

Are you sure you want to execute the CONFIG-LIB Viewer?

Yes Cancel

413785

Step2  Click Yes to continue.

You see the screen in Figure 8-36.

Figure 8-36 config-lib Screen

The Configuration File Library Main Menu

1, List Configuration Versions in Library
2. Save Production to a new Library Yersion
3. Copy Library Yersion to Production

4, Remowe Configuration Library Version

5, Backup Configuration Library

6. Restore Configuration Library

Enter Selection or "q” to quity> [l

S+
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Step3  Enter the number of the list item to be executed and press Enter.

Log Viewer

Step1  Onthe MGC Toolbar, click Log Viewer to view alog file.

You see the screen in Figure 8-37.

Figure 8-37 Log Viewer Warning Screen

; X Warning! H=E
Warning: Executing this application could impact system performance.

fre you sure you want to execute the Log Viewer?

Yes Cancel
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Step2  Click Yesto proceed.
You see the screen in Figure 8-38.
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Figure 8-38 Log Viewer Screen

¥ Log Yiewer M=l
Hle
Date/Time Range Category Severty Log Files
Month Day Year Hour Min. GEM TRACI miml.log
Start [May - [17+ (2000~ |14 ~» |08 = ENY » AND INFO mml_20000513080501 .log
TIOS WARH miml_20000513165122.1og
Stop  (May w| (17 | |2000 (14 = |06 ¥ cP ! ERR 1 miml_2000051 4080501 .log
PROT CRIT miml_20000514165122.1og
Use Current Time as Stop Time mml_20000515050500.10g
Text String
Refresh Log File List
Show Debug messages
Execute More Clear Stop Top Bottom Exit o
o
=

Step3  Select categories and severities from the lists, then select alog file.
Step4  Select an action to execute.

Trace Viewer

Step1  Onthe MGC Toolbar, click Trace Viewer to view atrace file.
You see the screen in Figure 8-39.

Figure 8-39 Trace Viewer Warning Screen

¥ Warning! _ (O] =]
Waming: Executing this application could impact system performance.

Are you sure you want to execute the Trace Viewer?

Yes Cancel

41386

Step2  Click Yesto continue.

You see the screen in Figure 8-40.
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Figure 8-40 Trace Files Screen

X! Trace Files Hi=] E3

View | Cancel |
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Step3  Select atrace fileto view and click View.

Translation Verification

Step1  Onthe MGC Toolbar, click Translation Verification to verify atranslation.

You see the screen in Figure 8-41.

Figure 8-41 Translation Verification Warning Screen

X Warning! [_[O]

Warning: Executing this application could impact system performance.

fre you sure you want to execute the Translation Yerification ¥

Yes Cancel
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Step2  Click Yesto continue.

You see the screen in Figure 8-42.
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Figure 8-42 Translation Verification Screen—DialPlan Translation Tab

Ty _ O] x|
File

DialPtan Translation Config

trunk group number(3d Characters) -

message specific ISDN preference ISDM_MOT_REGUIRED i
the called party’s Hature Of Address NOA_MNATIONAL d
the called party’s Humbering Flan Indicator MPI_E164 -

the called numbers

the calling numbers

trace level result -
Execute SavelnFile Clear §
Step3  Typeafour-digit dial plan number in the field provided.
Step4  Click Executeto finish.
Step5  Click SavelnFileto save the datain afile for later viewing.
Step6  Click the Config tab to display related environmental variables.
Step7  You seethe screen in Figure 8-43.
Figure 8-43 Translation Verification Screen—Config Tab
v = E3
Hile
DialPlan Translation  Config
FRedfafed Fnvirommenial iwriatles
KE_COMNFIG_FILE_1  |fopt/CiscaMGCiete/XECTyParm dat
LDialPan_Dir SoptCiscobAGCAdialPlan
¥E_TABLES_FILE SoptCiscobdGCretotahles dat ﬁ

File Options

Step1  Onthe MGC Toolbar, click File Optionsto view a configuration of the files.
You see the screen in Figure 8-44.
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Figure 8-44 File Options Screen

i i File Options _ (O] x|

| Base directory: fopt/CiscoM G Cietc

=-cust_specific
toolkit

41393

Refresh Rename Delete Close

Step2  Click afile, then click an action to execute it.

Setting How Long Alarms Are Stored

All alarms are automatically stored in the CEMF database. Periodically CEMF purges the alarms from
the database to free up room for new alarms.

The alarmDeleter utility controls the deletion of alarms. CEMF does not do any archiving of old alarms,
but it can be configured to delete alarms of a specific age and state. Upon installation, a cron job is set
up to run the Alarm Deleter at midnight every night. At thistime, the Deleter queriesthe alarm database,
deleting alarms that meet the specified criteria. The alarmDelete.ini file, shown below, allows you to
define these rules. The default isto delete cleared alarms that are seven days old.

[l ogger]
#i ncl ude "Il ogger common. i ncl ude”
| oggi ngNarmre = al arnDel et er

[ Al ar nDel et er]

dat abaseNane = [[ OSDBROOT] ]/ al ar m db
segnment Del eti onl nterval = 15

ageOf Al ar nsl nDays= 7

ageOf Al ar nsl nHours= 0

ageOf Al ar msl nM nut es =0

deleteAl |l Alarms= 0

[ Dat abase]
#i ncl ude "dat abaseCommon. i ncl ude"

The variables used in defining the deletion rules are described in Table 8-18.
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Table 8-18 Alarm Deleter Attributes

Variable Description

ageOfAlarmsinDays The age of the alarm, in days, before it is to be deleted.
ageOAlarmsinHourse |The age of the alarm, in hours, before it is to be deleted.
ageOfAlarmsinMinutes |The age of the alarm, in minutes, before it is to be deleted.

deleteAllAlarms 0 = delete only cleared alarms that match criteria; 1 = delete both
active and cleared alarms that match criteria.
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CHAPTER 9

Viewing Information About Network Devices

Introduction

You can view the following information about network devices:
¢ Cisco MGC host accounts
e Cisco MGC host properties
e Cisco MGC host file systems
e Cisco SLT accounts
e Cisco SLT properties
¢ LAN switch accounts
e LAN switch properties
e BAMS accounts
e BAMS properties
¢ BAMSfile systems
¢ ClAgent device information
e Ethernet interface properties
e TDM interface properties
e Seria interface properties

Viewing Accounts and Properties

Je

Tips

For detailed information, you can view accounts and properties from the Map Viewer by clicking View
on the CEMF Launchpad.

For a description of each field name, slowly pass the cursor across the field name. A
discription of thefield is displayed, as shown in Figure 9-1.

[ 78-12214-01
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Figure 9-1 Context Help

[

The time at the last creation or deletion of an interface

42917

Viewing Cisco MGC Host Accounts

To view Cisco MGC host accounts:

Step1  From the Map Viewer, select the Cisco MGC host.
Step2  Right-click to display the pull-down menu, then select Accounts.
You see the screen in Figure 9-2 with the account information for the selected Cisco MGC host.

Figure 9-2 MGC Host Accounts Screen

The status of the host system is displayed along with the account information for the selected host.
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S
Note If the account islocked (the lock icon is closed), you do not have persission to view this
information.

Step3  Click the SNMP tab to view SNMP properties for the selected Cisco MGC host.

You see the screen in Figure 9-3.

Figure 9-3 MGC Host Accounts Screen—SNMP Tab

Viewing Cisco MGC Host Properties

To view Cisco MGC host properties:

Step1  From the Map Viewer, select the Cisco MGC host.
Step2  Right-click to display the pull-down menu, then select Properties.
You see the screen in Figure 9-4 with the properties of the Cisco MGC host displayed on the General tab.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Figure 9-4 MGC Properties Screen— General Tab

Step3  Click the Detail tab to view the configuration of the selected Cisco MGC host.
You see the screen in Figure 9-5.
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Figure 9-5 MGC Properties Screen—Detail Tab

Step4  Click the Host tab to view the host configuration.
You see the screen in Figure 9-6.
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Figure 9-6 MGC Properties Screen—Host Tab

Step5  Click the Network tab to view the host and and peer network addresses.
You see the screen in Figure 9-7.
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Figure 9-7 MGC Properties Screen— Network IP Addresses Tab

Step6  Click the Software tab to view the software on the selected Cisco MGC host.
You see the screen in Figure 9-8.
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Figure 9-8 MGC Properties Screen—Software Tab

Viewing Cisco MGC Host File Systems

To view Cisco MGC host file systems:

Step1  From the Map Viewer, select the Cisco MGC host.
Step2  Right-click to display the pull-down menu, then select File Systems.

You see the screen in Figure 9-9 with the file systems of the Cisco MGC host displayed on the General
tab.
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Figure 9-9 MGC File Systems Screen— General Tab

Step3  Click the Monitor tab to view the file systems of the selected Cisco MGC host that you can monitor.
You see the screen in Figure 9-10.
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Figure 9-10 MGC File Systems Screen—Monitor Tab

Step4  Click the Exceptionstab to view the Cisco MGC host exceptions.
You see the screen in Figure 9-11.
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Figure 9-11 MGC File Systems Screen—Exceptions Tab

Viewing Cisco SLT Accounts

To view the accounts for the Cisco SLT:

Step1  From the Map Viewer, select the Cisco SLT.
Step2  Right-click to display the pull-down menu, then select Accounts.

'I'l_ps For a description of each field name, slowly pass the cursor across the field name. A
discription of the field is displayed, as shown in Figure 9-1.

You see the screen in Figure 9-12 with the account information for the selected Cisco SLT.

Cisco Media Gateway Controller Node Manager User Guide 1.5
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Figure 9-12 SLT Accounts Screen

Step3  Click the SNMP tab to view SNMP properties for the selected Cisco SLT.
You see the screen in Figure 9-13.
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Figure 9-13 SLT Accounts Screen—SNMP Tab

Viewing Cisco SLT Properties

To view the properties for the Cisco SLT:

Step1  From the Map Viewer, select the Cisco SLT.
Step2  Right-click to display the pull-down menu, then select Properties.

Fps For a description of each field name, slowly pass the cursor across the field name. A
discription of the field is displayed, as shown in Figure 9-1.

You see the screen in Figure 9-14 with the properties of the Cisco SLT displayed on the General tab.
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Figure 9-14 SLT Properties Screen—General Tab

Step3  Click the Detailstab to view details about the selected Cisco SLT.
You see the screen in Figure 9-15.
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Figure 9-15 SLT Properties Screen—Details Tab

Step4  Click the Network tab to view the | P addresses configured on the selected Cisco SLT.
You see the screen in Figure 9-16.
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Figure 9-16 SLT Properties Screen—Network Tab

Step5  Click the Memory tab to view memory pool for the selected Cisco SLT.
You see the screen in Figure 9-17.
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Figure 9-17 SLT Properties Screen—Memory Tab

Step6  Click the Configuration tab to view the configuration information for the selected Cisco SLT.
You see the screen in Figure 9-18.
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Figure 9-18 SLT Properties Screen—Configuration Tab

Viewing LAN Switch Accounts

To view LAN switch accounts:

Step 1 From the Map Viewer, select the LAN.
Step2  Right-click to display the pull-down menu, then select Accounts.

'I'l_ps For a description of each field name, slowly pass the cursor across the field name. A
discription of the field is displayed, as shown in Figure 9-1.

You see the screen in Figure 9-19.
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Figure 9-19 LAN Switch Accounts Screen

Step3  Click the SNMP tab to view SNMP properties for the selected LAN switch.
You see the screen in Figure 9-20.
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Figure 9-20 LAN Switch Accounts Screen—SNMP Tab

Viewing LAN Switch Properties

To view LAN switch properties:

Step 1 From the Map Viewer, select the LAN.
Step2  Right-click to display the pull-down menu, then select Properties.

Fps For a description of each field name, slowly pass the cursor across the field name. A
discription of the field is displayed, as shown in Figure 9-1.

You see the screen in Figure 9-21.
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Figure 9-21 LAN Switch Properties Screen—General tab

Step3  Click the Details tab.
You see the screen in Figure 9-22 with details for the selected LAN switch.
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Figure 9-22 LAN Switch Properties Screen— Details Tab

Step4  Click the Network tab.
You see the screen in Figure 9-23 with the I P addresses for the selected LAN switch.
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Figure 9-23 LAN Switch Properties Screen—Network Tab

Step5  Click the Memory tab.
Step6  Select amemory pool supported by the LAN switch.
You see the screen in Figure 9-24 with the details for the selected memory pool displayed.
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Figure 9-24 LAN Switch Properties Screen—Memory Tab

Step7  Click the Configuration tab.
You see the screen in Figure 9-25 with the configuration information displayed.

Cisco Media Gateway Controller Node Manager User Guide 1.5
m. 18-12214-01 |



| Chapter9 Viewing Information About Network Devices

Viewing Accounts and Properties W

Figure 9-25 LAN Switch Properties Screen— Configuration Tab

Viewing BAMS Accounts

To view BAMS accounts:

Step 1 From the Map Viewer, select the BAMS.
Step2  Right-click to display the pull-down menu, then select BAM S, then select Accounts.

'I'l_ps For a description of each field name, slowly pass the cursor across the field name. A
discription of the field is displayed, as shown in Figure 9-1.

You see the screen in Figure 9-26 with the account information displayed for the selected BAMS.
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Figure 9-26  BAM Accounts Screen

Step3  Click the SNMP tab to view SNMP properties for the selected BAMS.
You see the screen in Figure 9-27.
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Figure 9-27 BAMS Accounts Screen—SNMP Tab

Viewing BAMS Properties

To view BAMS properties:

Step 1 From the Map Viewer, select the BAMS.
Step2  Right-click to display the pull-down menu, then select BAM S, then select Properties.
You see the screen in Figure 9-28 with the properties of the selected BAMS displayed.
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Figure 9-28 BAM Properties Screen

Step3  Click the Details tab.
You see the screen in Figure 9-29 with configuration information for the selected BAMS.
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Figure 9-29 BAM Properties Screen— Details Tab

Step4  Click the BAM Stab.
You see the screen in Figure 9-30 with information about the selected BAMS.
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Figure 9-30 BAM Properties Screen—BAMS Tab

Step5  Click the Network tab.
You see the screen in Figure 9-31 with | P addresses for the selected BAMS.
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Figure 9-31 BAM Properties Screen—Network Tab

Step6  Click the Poll tab.
You see the screen in Figure 9-32 with polling information for the selected BAMS.
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Figure 9-32 BAM Properties Screen—Poll Tab

Step7  Click the Softwar e tab.
You see the screen in Figure 9-33 with the software running on the selected BAMS.
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Figure 9-33 BAM Properties Screen— Software Tab

Viewing BAMS File Systems

To view BAMS file systems:

Step1  From the Map Viewer, select the BAMS.
Step2  Right-click to display the pull-down menu, then select File Systems.
You see the screen in Figure 9-34 with the file systems of the BAMS displayed on the General tab.
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Figure 9-34 BAMS File Systems Screen— General Tab

Step3  Click the Monitor tab to view the file systems of the selected BAMS that you can monitor.
You see the screen in Figure 9-35.
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Figure 9-35 BAMS File Systems Screen—Monitor Tab

Step4  Click the Exceptionstab to view the BAMS exceptions.
You see the screen in Figure 9-36.
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Figure 9-36 BAMS File Systems Screen—Exceptions Tab

Viewing ClAgent Device Information

You can look at the following ClAgent device information:
e Disk partitions
¢ Processor
e RAM
e Virtua memory

~

Note  For more information about ClAgent device information, see the “ Performance Data
Collected for the CIAgent System Components” section on page 7-8.
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To view ClAgent device information:

Step1  From the Map View, select aBAMS.
Step2  Right-click to display the pull-down menu, select Devices, then select one of the following:
e Disk Partitions—You see the screen in Figure 9-37.
¢ Processor—You see the screen in Figure 9-38.
¢ Ram—You see the screen in Figure 9-39.
e Virtual Memory—You see the screen in Figure 9-40.

Figure 9-37 ClAgent Device Information—Disk Partitions
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Figure 9-38 ClAgent Device Information—Processor
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Figure 9-39 ClAgent Device Information—RAM

Cisco Media Gateway Controller Node Manager User Guide 1.5
[ 78-12218-m .m



Chapter9  Viewing Information About Network Devices |

W Viewing Accounts and Properties

Figure 9-40 ClAgent Device Information— Virtual Memory

Viewing Ethernet Interface Properties

To view Ethernet interface properties:

Step1  From the Map Viewer, select the Ethernet interface.
Step2  Right-click to display the pull-down menu, then select Properties.

Fps For a description of each field name, slowly pass the cursor across the field name. A
discription of the field is displayed, as shown in Figure 9-1.

You see the screen in Figure 9-41 with the properties of the selected interface displayed on the General
tab.
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Figure 9-41 Ethernet Properties Screen— General Tab

Step3  Click the Details tab to view transmission details of the selected interface.
You see the screen in Figure 9-42.
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Figure 9-42 Ethernet Properties Screen—Details Tab

Viewing TDM Interface Properties

To view Time Division Multiplexing (TDM) interface properties:

Step 1 From the Map Viewer, select the TDM.
Step2  Right-click to display the pull-down menu, then select Properties.

You see the screen in Figure 9-43 with the properties of the selected interface displayed on the General
tab.

Fps For a description of each field name, slowly pass the cursor across the field name. A
discription of the field is displayed, as shown in Figure 9-1.
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Figure 9-43 TDM Properties Screen— General Tab

Step3  Click the Details tab to view the status and configuration of the selected TDM.
You see the screen in Figure 9-44.
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Figure 9-44 TDM Properties Screen—Details Tab

Viewing Serial Interface Properties

To view serial interface properties:

Step1  From the Map Viewer, select the serial interface.
Step2  Right-click to display the pull-down menu, then select Properties.

You see the screen in Figure 9-45 with the properties of the selected interface displayed on the General
tab.

Tl_ps For a description of each field name, slowly pass the cursor across the field name. A
discription of the field is displayed, as shown in Figure 9-1.
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Figure 9-45 Serial Interface Properties Screen— General Tab

Step3  Select the interface type from the pull-down menu as shown in Figure 9-46.
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Figure 9-46 Serial Interface Properties Screen—Interface Type Pull-down Menu

Step4  Select Admin Status.
Step5  Select Operational Status as shown in Figure 9-47.
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Figure 9-47 Serial Interface Properties Screen— Operational Status Pull-down Menu

Step6  Click the Details tab.
You see the screen in Figure 9-48 with the transmission details for the selected interface displayed.
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Figure 9-48 Serial Interface Properties Screen—Details Tab

Using Diagnostic Tools

CMNM provides a number of tools to monitor the health of the network elements. Most tools are

accessible via the context-menu (right-click) associated with objects. Other diagnostic tools are
available using a button in the diagnostics dialog.

For all 1P devices, CMNM allows you to launch a ping application to test network connectivity. When
you select the ping menu item, the standard UNIX ping application is displayed. By using the ping
application, you can tell the difference between an SNMP agent failure (heartbeat polling) and a true
network connectivity failure.

Other diagnostic tools are also offered depending on the type of device. The diagnostic tools that are
launched viathe context-menu service are indicated as type S; the remaining diagnostic tools, launched
using a button in the diagnostics dialog, are indicates as type D, as shown in Table 9-1.

Table 9-1 Diagnostic and Configuration Tools

Diagnostic Tool Available Devices Description Type
IP Ping All 1P devices Standard UNIX ping application D
SNMP Ping All IP devices On-demand status poll/SNMP query D
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Table 9-1 Diagnostic and Configuration Tools
Diagnostic Tool Available Devices Description Type
Traceroute All IP devices Standard UNIX traceroute application D
Alarm Log Cisco MGC Displays and saves current alarm log (see |D
host/BAM S the “Processes and Alarms” section on
page 9-50)
Process Status Cisco MGC Displays and saves current process status |D
host/BAM S (seethe“Processesand Alarms’ section on
page 9-50)
System Log BAMS Displays the BAMS system log D
Status Check Cisco MGC host See the “MGC Host Status Check” section |D
on page 9-49
Cross-Device Audit | BAMS Audits BAMS against the Cisco MGC host |D
configuration (see the “Configuration
Audit” section on page 9-50)
Telnet All IP devices Standard Telnet application S
MGC Toolbar Cisco MGC host MGC diagnostic tools toolbar S
Xterm MGC Host/BAMS Standard Xterm application S
CiscoView Cisco SLT/LAN switch |CiscoView application S
VSPT Cisco MGC node Voice Services Provisioning Tool S
CMM Cisco MGC host Cisco MGC Manager S
Web Viewer Cisco SLT/LAN switch |Launches web browser pointing to device |S

MGC Host Status Check

CMNM provides an entire suite of tools that can be used to determine various facets of the Cisco MGC

host's operating status. The MGC Host Status Check dialog contains a number of buttons that let you

invoke different status check services as shown in Table 9-2.
Table 9-2 Status Check Operations

Operation

Description

rtrv-admin-state |Retrieves the administrative state for all (applicable) components.

rtrv-dest

Retrieves state information for all DPCs! and Signaling Paths.

rtrv-egpt

Retrieves service state of all 1/0 cards.

rtrv-ne-health

Retrieves CPU occupancy and disk utilization (8.x).

rtrv-Ink-ctr Retrieves all linkset service states.

rtrv-lssn Retrieves the state of all local SSNs.

rtrv-rte Retrieves the SS7 routes for all point codes.

rtrv-sc Retrieves the attributes of all signaling channels and linksets.
rtrv-rssn Retrieves the state of all remote SSNs?.

rtrv-tc Retrieves the state of bearers for all signaling paths.
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Configuration

1. Destination point codes
2. Subsystem numbers

Because these commands may be time-consuming, you always see a warning dialog asking you if you
want to run the command.

After the command is run, you see the results in the Action Result window. If the diagnostic command
generates more information than can be shown in the Action Result window, the results are written to a
file and you see the name of that file.

Audit

CMNM lets you initiate an audit whereby the trunking information on the BAMS is compared to the
trunking information on its associated Cisco M GC hosts. Thisoperation collectsall trunking information
and performs a step-by-step comparison to identify any discrepancies. Any differences are displayed in
the Action Result window and written to afile.

You can launch the audit service from any BAM S diagnostic dialog. CMNM retrieves all of the trunking
information on the BAMS using the prov-rtrv:trunkgrp command. The system then retrieves the
trunking information for all of the Cisco MGC hosts associated with the selected BAMS. A step-by-step
comparison is done to ensure that all of the trunk groups or circuits defined on the BAMS are in
synchrony with all of the Cisco MGC hosts associated with this BAMS.

Processes and Alarms

Thealarmlog isretrieved using the rtrv-alms MML command. The process statusis retrieved using the
rtrv-softw:all MML command.

On the BAMS, the system log is retrieved using the MML command:
RTRV- FI LES: : / acec/fil es/sysl og

CMNM provides the mechanism to retrieve and view the alarm and system logs. In addition, CMNM
provides a mechanism that lets you save the alarm log or system log to afile on the management system
so that an external system can retrieve it.

File System Monitor

The ClAgent lets you monitor file systems on devices where the supported SNMP agent isinstalled. The
ClAgent isinstalled on Cisco MGC host and BAMS devices.

ClAgent monitors each file system and sends a trap if file system utilization reaches a threshold you
define. Each file system is polled at a frequency you define. You can specify an overall (global) polling
frequency or you can specify individual polling frequencies for each filesystem. You can turn traps on
or off for individual file systems.

Each file system is represented by an entry in the SIFSMONITOR-MIB.siFsMonitorTable. CMNM
implements a dialog that lets you view and manipulate the polling frequencies and thresholds for each
file system.You can also view utilization of each file system (SNMP:SIFSMONITOR-MIB.siFsTable)
and those file systems that have exceeded the specified threshold values
(SNMP:SIFSMONITOR-MIB.siFsExceptionTable).
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Identifying Where You Can Launch Features in CMNM

Table 9-3 shows you from where you can launch the various featuresin CMNM.

Table 9-3 Launching CMINM Features

Feature

Launch Point

Description

MGC Node Deployment

MGC-Node-View

Deploys a new Cisco MGC node object

MGC Host Deployment

Host-View, MGC Node

Deploys a new Cisco MGC host device

SLT Deployment

SLT-View, MGC Node

Deploys anew Cisco SLT device

LAN Switch Deployment

Switch-View, MGC Node

Deploys anew LAN switch device

BAMS Deployment

BAMS-View, MGC Node

Deploys a new BAMS device

Seed File Deployment

All Views

Displays Seed File deployment dialog

Trap Forwarding Dialog

All Views

Displays Trap forwarding dialog

Performance Manager

MGC Node, BAMS, SLT,
LAN Switch

Opens Performance Manager application

MGC Node States

MGC-Node-View, MGC
Node

Opens MGC Node States dialog

MGC Host Properties

Host-View, MGC Host

Opens Host Properties dialog

MGC Host File Systems

Host-View, MGC Host

Opens Host File System properties dialog

MGC Host States

Host-View,
MGC Host

Opens Host States dialog

MGC Host Accounts

Host-View, MGC Host

Opens Host Accounts dialog

MGC Host Diagnostics

Host-View, MGC Host

Opens Host Diagnostic dialog

MGC Host
Image/Configuration
Download/Upload

Host-View, MGC Host

Opens MGC Host Software
I mage/Configuration Backup/Restore dialog

SLT Properties SLT-View, SLT Opens SLT Properties dialog

SLT States SLT-View, SLT Opens SLT States dialog

SLT Accounts SLT-View, SLT Opens SLT Accounts dialog

SLT Diagnostics SLT-View, SLT Opens SLT Diagnostic dialog

SLT Image/Configuration |SLT-View, SLT Opens SLT Software Image/Configuration

Download/Upload

Backup/Restore dialog

LAN Switch Properties

Switch-View, LAN Switch

Opens LAN Switch Properties dialog

LAN Switch States

Switch-View, LAN Switch

Opens LAN Switch States dialog

LAN Switch Accounts

Switch-View, LAN Switch

Opens LAN Switch Accounts dialog

LAN Switch Diagnostics

Switch-View, LAN Switch

Opens LAN Switch Diagnostic dialog

LAN Switch
Image/Configuration
Download/Upload

Switch-View, LAN Switch

Opens LAN Switch Software
I mage/Configuration Backup/Restore dialog

BAMS Properties

BAMS-View, BAMS

Opens BAMS Properties dialog

BAMS File Systems

BAMS-View, BAMS

Opens BAMS File System properties dialog
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Table 9-3 Launching CMINM Features

Image/Configuration
Download/Upload

BAMS States BAMS-View, BAMS Opens BAMS States dialog

BAMS Accounts BAMS-View, BAMS Opens BAM S Accounts dialog

BAMS Diagnostics BAMS-View, BAMS Opens BAM S Diagnostic dialog

BAMS BAMS-View, BAMS Opens BAMS Software Image/Configuration

Backup/Restore dialog

Trunking Configuration
Audit

BAMS

Opens the Configuration Audit dialog

Signaling Dialogs

Signaling Folder, All
Signaling components

Opens the various Signaling component
property dialogs, one for each type of
signaling component

Trunking Dialogs

Trunking Folder, All
Trunking components

Opens the various Trunking component
property dialogs, one for each type of
trunking component

Routing Dialogs

Routing Folder, All
Routing Components

Opens the various Routing component
property dialogs, one for each type of routing
component

Network
I nterface/Subrack
Component Properties

Various

Opens the properties dialog for the network
interface and subrack components (interfaces,
ports, slots, and so on)

SS7 MTP2 Channel
Properties

SLT, MTP2 Channels

Opens the SS7 MTP2 Properties dialog

ClAgent Component

ClAgent Components

Opens the properties dialogs for the various

Properties ClAgent component

VSPT MGC Node Launches Voice Services Provisioning Tool
application

MGC Toolbar MGC Host Launches MGC Host toolbar applications

CMM MGC Host Launches Cisco MGC Manager

XTerm MGC Host, BAMS Opens an X Term window

CiscoView LAN Switch, SLT Launches CiscoView application

Telnet MGC Host, BAMS, SLT, |Launches UNIX Telnet application

LAN Switch

Web Browser (Netscape)

SLT, LAN Switch

Launches web browser, pointing to the
internal web server on Cisco 2600 and
Cisco 2900XL devices
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BAMS, Cisco MGC, and CMNM Messages

This appendix provides two kinds of information about event messages displayed in the CMNM Event
Browser:

¢ For BAMS and Cisco MGC-related messages, it provides references from which you can navigate
to the relevant document to look up the message you are interested in. A short description of each
document is included.

¢ For CMNM internal messages, it provides a short explanation of each message along with any
recommended action.

For information on alarm messages for the other devices managed by CMNM, see the following sections
of Chapter 8:

¢ For the Cisco SLT, see Chapter 8, “Cisco SLT Alarms”.
e For Catalyst LAN switches, see Chapter 8, “Catalyst LAN Switch Alarms”.
¢ For the Cisco MGX 8260, see Chapter 8, “Cisco MGX 8260 Alarms”.

For information on application-related alarm messages for the Cisco MGC Host and the BAMS, see
Chapter 8, “MGC Host and BAMS Resource Alarms”.

Looking Up BAMS and Cisco MGC Messages

Step 1

Step 2
Step 3

Step 4

Note

Use this procedure to locate information for a specific message.

In the Event Browser, check the Object Name to determine the network object that generated the event.
Note the event description.

In this document, go to the section that applies to that object.

Click on the name of the document or section (displayed in blue to indicate alink) that contains the
information you want. The linked document opens.

Press Ctrl+F for your browser’s Find dialog box. In the dialog box, enter some of the initial text of the
event description and click OK.

If your search text is not found, it means that the Event Browser description does not
exactly match the generated message. You can search on a different part of the description
string, or scroll through the document to find the message.

[ 78-12214-01
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Cisco MGC Host Messages

The Cisco MGC Software Reference Guide (MGC Version 7.0
http://www.cisco.com/univercd/cc/td/doc/product/access/sc/rel 7/sw_ref/index.htm) is a reference to
Cisco MGC MML commands, system messages, XECfgParm, and billing interface. The System
Messages chapter documents alarms and informational events in a chart (Table 2-2, Version 7
http://www.cisco.com/univercd/cc/td/doc/product/access/sc/rel 7/sw_ref/el sysmsg.htm#83882) that
includes the following information on each event:

¢ Alarm category—Alarm/event message, corresponding to the event description in the CMNM Event
Browser.

¢ Description—Brief description of alarm/event.
e Severity level—The severity of the alarm/event.

¢ Event reporting—Whether the event is reported to the management interface and can be obtained
using SNMP. (In the Event Browser, you will see only those events that are reported.)

¢ Alarm/event cause—The condition causing the alarm/event.

e SNMP trap type—Which SNMP trap type pertains to the event, displayed with a numeric code for
the trap type:

- O0=Noerror

— 1= Communication alarm

- 2=Quality of service

— 3 =Processing error alarm
— 4 =Equipment error alarm
- 5= Environment error alarm

¢ Suggested Action—Recommendations for resolving the problem.

BAMS Messages

The BAM S traps alarms and minor, major, or critical events and forwards them to network management
systems such as CMNM. The severity level for message forwarding defaults to minor and above, but
may be changed by the BAMS system administrator.

The Billing and Measurements Server (Version 2.x) User Guide
http://www.cisco.com/univercd/cc/td/doc/product/access/sc/rel 7/bams2/ includes an appendix
(Appendix A. Troubleshooting

http://www.cisco.com/univercd/cc/td/doc/product/access/sc/rel 7/lbams2/app_a.htm) that provides a
discussion of these messages and their use in troubleshooting. Messages are related to the tasks the
BAMS performs, and the appendix also includes an explanation of BAMS tasks. The message
documentation is organized by task.

The following categories of information are provided for each system message:

¢ Message | D—asix-character label that uniquely identifies each message. The first three characters are
the application task ID, which identifies the application task that generated the message. (For example,
MGR denotes the Manager task and M SC denotes the Mass Storage Control task.) The second three
characters are the message number; for example, 013 or 122.

e Text—The verbal part of the message that appearsin the system log file, generally corresponding to
the event description in the CMNM Event Browser.
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¢ Arguments—Variable parts of the message, enclosed in angle brackets.

¢ Description—An explanation of the event that generated the message.

¢ Action—what you should do as aresult of the event described in the message. In some cases (for
example, informational messages), no action may be required. Actions for error messages (manual,
warning, minor, major, and critical) may include steps that should be followed to identify and correct
problems. Error actions may also describe how BAMS responds to the specified error condition.

CMNM Internal Messages

The following messages may be generated by CMNM itself and reflect errorsin deployment, discovery,
or configuration. See the next section, “ Solving Deployment and Discovery Errors’, for how to correct
deployment and discovery errors.

Table A-1

CMNM Internal Events

Message

Explanation

Action

Subrack discovery failed.
Check logs

CMNM failed to discover
components on the device. The
problem may be (1) wrong SNMP
community strings, (2) SNMP
Agent does not run on the device,
(3) the device is not reachable.

(1) Check the SNMP community
strings and correct if needed.

(2) If MGC or BAMS, check that the
snmpdm and mib2agt processes are
running.

(3) Attempt to access the device
using ping. If itisunreachable, there
may be a problem in the network
connection.

For more information, refer to the
log file
<CEMF_INSTALLED_DIR>/logs/
mgcController.log

BAMS isnot configured to
receive Call Data Records
from any MGC Host

Since the BAMS server is not
configured to collect data from any
MGC Host, CMNM cannot deploy
the device to the right MGC node.
Thus, its alarm status will not be
propagated in the MGC-Node-View.

Check your BAMS configuration
and check the VSC status.

[ 78-12214-01
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Table A-1

CMNM Internal Events

Message

Explanation

Action

Could not get BAMS Poll
table

CMNM failed to retrieve BAMS
configuration via SNMP. The
problem may be (1) wrong SNMP
community strings, (2) SNMP
Agent does not run on the device,
(3) the device is not reachable.

Asaresult, CMNM cannot deploy
the device to the correct MGC node.
Thus, its alarm status will not be
propagated in the MGC-Node-View.

(1) Check the SNMP community
strings and correct if needed.

(2) Check that the snmpdm and sagt
processes are running.

(3) Attempt to access the device
using ping. If itisunreachable, there
may be a problem in the network
connection.

For more information, refer to the
log file
<CEMF_INSTALLED_DIR>/logs/
mgcController.log.

No | P addresses defined on
thisdevice. All trapsfromiit
will be ignored.

CMNM failed to find any addresson
this device via SNMP. The problem
may be (1) wrong SNMP
community strings, (2) SNMP
Agent does not run on the device,
(3) the device is not reachable.

(1) Check the SNMP community
strings and correct if needed.

(2) Check that the snmpdm and
mib2agt processes are running.

(3) Attempt to access the device
using ping. If itisunreachable, there
may be a problem in the network
connection.

Could not get password for
host <IP Address>

Password is not specified for the
deployed VSC host. As aresult,
CMNM cannot fully discover the
device.

Correct the password information,
then rediscover the device.

<Host name>: Could not
collect inventory: Password
not specified

Password is not specified for the
deployed device. Asaresult,
CMNM cannot fully discover the
device.

Correct the password information,
then rediscover the device.

<Host name>: Could not
get Host Device table.
Check IP address and
read-community string.

CMNM failed to retrieve the device
table from the device. The problem
may be (1) wrong SNMP
community strings, (2) SNMP
Agent or the hostagt process does
not run on the device, (3) the device
is not reachable.

(1) Check the SNMP
read-community string and correct
if needed.

(2) Check that the snmpdm and
hostagt processes are running.

(3) Attempt to access the device
using ping. If itisunreachable, there
may be a problem in the network
connection.
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Message

Explanation

Action

<Host name>: Could not
get Host Files System.
Check IP address and
read-community string.

CMNM failed to retrieve the device
table from the device. The problem
may be (1) wrong SNMP
community strings, (2) SNMP
Agent or the fsagt process does not
run on the device, (3) the deviceis
not reachable.

(1) Check the SNMP
read-community string and correct
if needed.

(2) Check that the snmpdm and fsagt
processes are running.

(3) Attempt to access the device
using ping. If itisunreachable, there
may be a problem in the network
connection.

<Host name>: Could not
get Host Storage table.
Check IP address and
read-community string.

CMNM failed to retrieve the device
table from the device. The problem
may be (1) wrong SNMP
community strings, (2) SNMP
Agent or the hostagt process does
not run on the device, (3) the device
is not reachable.

(1) Check the SNMP
read-community string and correct
if needed.

(2) Check that the snmpdm and
hostagt processes are running.

(3) Attempt to access the device
using ping. If itisunreachable, there
may be a problem in the network
connection.

Could not get IP Address

table from <device name>.

Check IP address and
read-community string.

CMNM failed to retrieve the
interface table from the device. The
problem may be (1) wrong SNMP
community strings, (2) Invalid IP
Address, (3) the deviceis not
reachable.

(1) Check the SNMP
read-community string and correct
if needed.

(2) Check the IP address.

(3) Attempt to access the device
using ping. If itisunreachable, there
may be a problem in the network
connection.

Failed to launch action
<Action name>. Perhaps
hostController is not
running.

The most probable cause is that the
CMNM process hostController is
down while CMNM is trying to
discover aVSC.

Verify that the hostController is
running. For example, enter:

ps -ef | grep
host Control | er
If the hostController is running,

rediscover the device. If not, contact
the TAC.

The IP Address <IP

Address> is not reachable.

CMNM failed to do SNMP ping
with this address.

Check the network connection.

This device is not
reachable.

CMNM cannot reach the device
using SNMP. If the device has
multiple |P addresses, then all of
them are unreachable.

(1) Check the SNMP community
strings and correct if needed.

(2) Attempt to access the device
using ping. If itisunreachable, there
may be a problem in the network
connection.
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Solving Deployment and Discovery Errors

If you receive a message about a problem in device deployment or discovery, use these procedures to
change the deployment information or rediscover network elements

Changing Password or Community Strings

To change the password or community strings for a device:

Step1  Inthe Map Viewer, select the object and right-click.

Step2  From the pull-down menu, choose Accounts. You see the Accounts dialog box.
Step3  Onthe Accountstab, check and if needed change the password.

Step4  Onthe SNMP tab, check and if needed change the SNMP community strings.
Step5  Click the Save button on the toolbar. Close the dialog box.

Step6  If you made a change in community strings to any device, or in password to the MGC host, rediscover
the device as described in “ Rediscovering a Device After a Problem” below.

Changing IP Address

If the wrong | P address was entered, the device must be redeployed. To redeploy a device:

Step1  Inthe Map Viewer, select the object and right-click.

Step2  From the pull-down menu, select Deployment and then Del ete Objects. You see the Deployment Wizard
dialog box with the message, “ Ready to delete 1 object”.

Step3  Click the Finish button. You get a message that the object has been deleted. Click OK.

Step4  Redeploy the device following the instructions in Chapter 6, “Manually Deploying a Site, Object, or
Network”.

Step5  After deployment, rediscover the device as described in “Rediscovering a Device After a Problem”
bel ow.

Rediscovering a Device After a Problem

Follow these steps to rediscover a device after correcting a problem that interfered with discovery.

Step1  Inthe Map Viewer, select the object and right-click.
Step2  Choose States. You see the States dialog box.
Step3  On the States tab, click Rediscover. You are asked if you want to rediscover the device.

Step4  Click Yes. CMNM rediscovers the device. During discovery, Current State is discovering. When the
discovery is complete, Current State changes to active.

Cisco Media Gateway Controller Node Manager User Guide 1.5
m. 18-12214-01 |



| Appendix A BAMS, Cisco MGC, and CMNM Messages

CMNM Internal Messages W

Step5  Close the dialog box.
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