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Preface

WhatsUp Gold isagraphical network monitoring system designed for
multi-protocol networks. WhatsUp Gold monitors your critical

devices and services and initiates visual and audible alarms when
there’s a problem. In addition, WhatsUp Gold can notify you
remotely by beeper, alphanumeric pager, e-mail, or telephone.
WhatsUp Gold runs on Windows 2000, Windows NT, Windows 98,
or Windows 95 on the Intel platforms.

What This Package Includes

WhatsUp Gold includes the following:

e WhatsUp Gold CD

» License agreement

e This manual, th&/hatsUp Gold User’s Guide

The Ipswitch Products

Other Ipswitch products include:
» WS_FTPO Pro FTP Client

WS_FTP Pro provides two powerful Windows interfaces
for connecting to remote hosts and transferring files.
WS_FTP Pro includes the Find Utility, Scripting Utility,
and Synchronize Utility.

e WS _FTP Server

WS _FTP Server isafull-featured FTP server for Windows NT
systems. WS_FTP Server letsyou create FTP sites that make files
and folders on your PC available to other users. WS_FTP Server
offers many features not found in most commercia serverstoday,
including automatic resumption of interrupted transfers.

e IMail Server

IMail Server isan electronic mail server system based on
Internet standards.

Preface
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IMail Server provides Simple Mail Transfer Protocol (SMTP) for
sending and receiving mail over the Internet or over an internal
TCP/IP network. It supports any mail client that uses the Post
Office Protocol, Version 3 (POP3) or Internet Message Access
Protocol (IMAP4). Web Messaging lets users access their mail
from any web browser; users do not need to have amail client.
IMail Server runs on Windows NT or Windows 2000 on the Intel
platform.

WS_Ping ProPacKl

WS _Ping ProPack is the ultimate network information tool. It
provides everything you need to help track down network
problems and to get information about users, hosts, and networks
on the Internet or on your intranet. Tools include Info, Time,
HTML, Ping, Traceroute, Lookup, Finger, Whois, LDAP,

Quote, Scan, SNMP, WinNet, and Throughput. WS_Ping
ProPack runs on Windows NT, Windows 2000, Windows 98,

or Windows 950n the Intel platforms.



__________________________________________________________________________|
Chapter 1: Introduction

This chapter describes the basic operation of WhatsUp Gold and

lists both standard and new features. In addition, you will find

system requirements, upgrading and installation instructions, a

quick “try it” procedure, and the procedure for running WhatsUp Gold
as an NT service.

Note
For updated information since this manual was printed, see the

Release NotesVhatsUpG.txt.

What is WhatsUp Gold?

WhatsUp Gold is an easy-to-use tool for monitoring TCP/IP,

NetBIOS, and IPX networks. WhatsUp Gold initiates both visible and
audible alarms when monitored devices and system services go down.
WhatsUp Gold can also notify you of problems by digital beeper,
alphanumeric pager, e-mail, or voice message. WhatsUp Gold
provides a web interface so you can view network status from a web
browser on any computer on the Internet. You can configure WhatsUp
Gold and start monitoring your network without any special training.

Mapping the Network

WhatsUp Gold can map your network in several different ways,
including an automatic “discover and map” capability that can scan
files and the Windows network. You can also create a network map by
scanning for SNMP information, scanning a range of IP addresses,
loading a hosts file, scanning a Windows network, or drawing it.

The WhatsUp Gold scan methods:
» Poll devices on the network to which your computer is connected
* Identify any TCP/IP, NetBIOS, or IPX devices

» Create a network map with an icon for each device (workstations,
servers, hosts, bridges, routers, LAN boxes, hubs, printers). Each
device is associated with a specific address.

Introduction 1
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When you place the cursor
over a device icon, the
status bar at the bottom of
the map window shows the
device name, address, and
a brief status description,
including the status of any
services being monitored.

The status bar at the
bottom of the WhatsUp
Gold window displays the
polling status and a timer
that counts down the time
between polls.

User’s Guide
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Note
To scan and poll IPX devices, you must have Microsoft NWLink
IPX/SPX Compatible Transport installed and running on the
system on which WhatsUp Gold isinstalled. For more
information, see “System Requirements” on page 6.

When you open the network map window, WhatsUp Gold
automatically begins monitoring the network.

[ Whatsup Gold - newyork wup =
File View Optons Hepots Tools Window Help

IREIEEL R

[ newyork_wup

Worldwide Widget Manufacturing Company — New York Office

X

127.0.01 Active and responding

|
fios [ —

NUM 10:38:31 2

Note
Unless you have the express permission of the owners of particular

devices, do not monitor host systems, workstations, or other devices
that you do not control.

WhatsUp Gold is in either Monitor Mode or Edit Mode. Monitor

Mode is the mode in which WhatsUp Gold polls the network. Edit
Mode is the mode in which you make changes to the map; you can use
Edit Mode to refine the network map, add devices, draw connecting
lines, and convert icons to a different icon type. For more information,
see “Manually Drawing a Map” on page 26.



An event has been
recorded for the

Marketing computer. ——[]

How It Works

Once you have created or loaded a network map, you can set

WhatsUp Gold to continuously monitor the network, or you can

initiate a single “poll” of the network. One poll of the network
involves checking each monitored device in the network map. Each
“check” consists of WhatsUp Gold sending a poll request to a device
and tracking the response.

For each monitored device, you can choose from a set of options in

the device properties to determine how the device is monitored and
define what action to take if the device does not respond to a check.

On each TCP/IP device in your network map, you can determine
which services are running on that device (such as HTTP, SMTP,

POP3, DNS) and you can select those services you want to monitor;

WhatsUp Gold monitors a service by communicating with the default

port that the service runs on.
Getting Information from the Network Map

In Monitor Mode, the map gives graphic indication of potential and
actual problems on your network. If an event occurs such as a device
going down, the name of the device becomes inverted on the map.

[ ]for_shot wup [_1C]
Ernmett
‘»
I Router Engineering
Accounting Server =
=
Johnson
® &
Joe O M. Ii‘
Doc. Dept. Custormer Sve
| »
10 A

In addition, colors indicate the status of the various devices. By
default, devices that respond to polls are displayed in green, those that
have missed one poll are light green, those that have missed two polls
are yellow, and those that are not accessible (or have not responded to
four polls) are red. (You can change the default colors.)
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Getting Status for a Device

In Monitor Mode, you can display up-to-the-minute status

information about a device by double-clicking the deviceicon to

display the device properties, and then clicking the Status tab.
Gyro

General | SHMP | I onitor I Services I Alerts I
Motes Status | Histary I Up-Time I Log I Menu I

Status: IU IActive and responding

Count: e RTT: IU

—|CMP Statu
[iown Count Total Last Responze Time:
o |8 [10:46:48

—Service Statu
[iown Count Total Last Responze Time:

|1 |1 INnt gince initialization

£d0d
dLIAS

0K I Cancel | Al | Help |

In addition, you can define notification actions (such as
sending a message to a pager or e-mail account) for adevice
or arange of devices.

Reporting

WhatsUp Gold logs two types of data: changes in network status
(called events), such as adevice going down; and, polling statisticsfor
each device.

From this logged data, WhatsUp Gold can create several reports and
graphs that show the status of your network in different ways. From
the Reports menu, you can create the following:

Event Reports. Show device up and down events, service up and
down events, and WhatsUp Gold events such as map open and close.

Statistics Reports. Show the accumulated polling statistics by device.

Performance Graphs. Show devices by best or worst performance
based on aggregated polling statistics.

Recurring Reports. Show network status (count and names of
devices that are up, and those that are down) and send as a pager,
e-mail, or beeper message.



What's New in Version 5.07?

Version 5 of WhatsUp Gold offers many new capabilities:

SmartScan Using SNMP (on tiieols -> Import menu)

discovers and maps devices by reading SNMP data on your
network’s default router. This scan method creates maps that
reflect your network’s hierarchy, with separate maps for various
levels of subnetworks.

SmartScan and Scan can now be started from the Discover and
Map wizard (available by selectirkgle -> New).

You can creat®erformance Graphs (from theReports menu)

that plot the accumulated polling statistics for selected maps and
devices. The Performance Graphs can show aggregate data, such
as the devices with the best and worst availability, or the devices
with the highest and lowest average response time, and the best
and worst days of the week for network performance.

You can now jump to the parent map from a subnet map (in the
subnet map, right-click and selatiew parent map from the

pop-up menu). You can also set or change the parent map in the
Map properties for the subnet map (right-click in the subnet map
and selecM ap properties from the pop-up menu).

Ability to display maps with icons in the web interface.

SmartScan and Scan can identify devices that are SNMP
manageable and record SNMP information in$héV P tab in
device properties. This information can be useful when querying
a device with the SNMP tool.

The Change SNM P Communities tool (on theTools menu) lets
you do a global change of Read and Write community names in
your map.

You can edit or replace the standard icons used to display devices
on a map. For more information, see “Changing the Standard
Device Icons” on page 40.

You can set the Map Display properties to apply to all new maps
and theMap Properties (on theFile menu) have been
reorganized.

Introduction 5
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System Requirements

WhatsUp Gold requires the following system resources:

An Intel 386, 486, or Pentium Family processor or equivalent

Windows NT 4.0 or greater, Windows 2000, Windows 98, or
Windows 95

A TCP/IP protocol stack. Supported stacks include those from
Microsoft (Windows NT, 2000, 98, 95)

If you want to install the Performance Graphs capability, you
need to first install Microsoft's Open Database Connectivity
(ODBC) interface and the ODBC text driver.

WhatsUp Gold sets up the statistics data, from which graphs are
created, as an ODBC database.

ODBC is installed as part of Microsoft Office 97, or you can
obtain the ODBC files from Microsoft's web site at:
www.microsoft.com/Data/mdac2.htm.

You do not need to set up the ODBC data source. If the WhatsUp
Gold installation procedure finds ODBC on your computer, it
automatically sets up the data source (DSN) for Performance
Graphs. The data sourcewsgstats.log (in the WhatsUp

directory) and uses the Microsoft .txt database format.

To scan and poll IPX devices, Microsoft's NWLink IPX/SPX
Compatible Transport must be installed and running on the
system on which WhatsUp Gold is installed. You can add this
transport using the Control Panel Network applet. (In the “Select
Network Protocol” dialog box, selebticrosoft andl PX/SPX-
compatible Protocol and follow the online instructions.)

User’s Guide

WhatsUp Gold

Upgrading

If you are upgrading from a previous version of WhatsUp Gold or
WhatsUp, you should note the following:

Be sure that WhatsUp Gold has completely shut down before
upgrading. If you exit WhatsUp Gold during a poll, it may take
up to 30 seconds for the application to be removed from memory.
Until then, WhatsUp Gold appears in the Windows task list.



Back up your network mapsb for WhatsUp andwup for
WhatsUp Gold). When you open a WhatsUp file in WhatsUp
Gold, it is automatically converted to thveup format and saved
with a.wup extension. Note thatvup maps saved in Version 5.0
cannot be used in previous versions of WhatsUp Gold.

During installation, WhatsUp Gold will compare its omib.txt
andtraps.txt files with any already present. If there is a
difference, it asks if you want to overwrite your aftb.txt and
traps.txt files; answelNo if you have customized WhatsUp Gold
to recognize vendor-provided SNMP objects.

Note
All defined notifications are stored in a filenotify.ini. This file
is shared by other Ipswitch products and is therefore not deleted
or replaced when you uninstall or upgrade WhatsUp Gold.
Furthermore, if you ever move WhatsUp Gold to a new system,
you will need to manually copy thpnotify.ini file to the
Windows or NT directory of the new system.

Installation

To install or upgrade WhatsUp Gold:

1

Do one of the following:

e If you purchased a WhatsUp Gold CD-ROM, insert the CD-
ROM in a drive. If the installation program does not run
automatically, then clicltart, selecRun, and then enter the
CD path followed by AutoRun.exe. For example:

d: Aut oRun. exe

» If you downloaded WhatsUp Gold from the Internet, run the

downloaded applicationyugold.exe.

To view a demo of WhatsUp Gold, open the map named
world.wup.

WhatsUp Gold uses Microsoft's Open Database Connectivity
(ODBC) interface and the ODBC text driver to create performance
graphs.

Introduction 7
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If the installation program finds ODBC installed on your computer, it
automatically installs the Performance Graphs capability and sets up
the ODBC data source to use for creating graphs.

If the installation program does not find ODBC, it asksif you want to
continue the installation. If you want to use the Performance Graphs,
we recommend that you:

1 Click No to cancel the installation.

2 Install ODBC (for ODBC information see “System
Requirements” on page 6).

3 Restart the WhatsUp Gold installation program.

Edit Mode button (}t

Add Workstation

button

User’s Guide
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Trying WhatsUp Gold on Your Network

The following procedures let you try out WhatsUp Gold. They take
you through starting a simple network map, adding a file server, and
editing the map.

Creating a New Network Map

To create a new network map:

1 SelectNew from theFile menu.

2 SelectCreate a blank map and clickFinish.
WhatsUp Gold displays a blank map.

3 Click theEdit Mode button in the main toolbar. WhatsUp Gold
displays theedit M ode toolbars.

4 Click theAdd Workstation button in the Edit Toolbar, and then
click the map to create an icon for the workstation.



5 Double-click theicon you just created to view device properties.
new E

General | SNMF’I Mon\torl Servicesl Alerts I Motes I Menu I

Digplay Mame: ICDNS0|ET =

Huost Mame: |12?.0.n.1

Addess: [127.001 r

Type: IW’orkstation

Info Line1: I

Info Line2: I

@« |CHP  NelBIDS © TCRAP [P

" Palling Method

()8 I Cancel | Apply | Help |

6 Onthe General tab, enter the information as shown. Set the
Display Name to ConsoleTest or whatever name you would like
for the WhatsUp Gold consol e (the system on which WhatsUp
Gold isinstalled).

Set the Addressto 127.0.0.1, which isthe default. (Thisisthe
local “loopback” network address; it is the address you use to
monitor your own systerfiom your system.)

7  Click theMonitor tab and seled¥lonitor This Device.

8 Click theAlertstab and seledEnable alerts andEnable Sound.
9 Click OK.

Adding a File Server

To create an icon for one of your file servers:

Add servertool =] 1  Click theAdd Server tool in the Edit Toolbar, and then click
the desired location on the map to create the icon.

Introduction 9

WhatsUp Gold



10

User’s Guide

WhatsUp Gold

2 Double-click theicon you just created to view its properties.

new [ ]
General | SNMF" Monitorl Sewicesl Alerts | Nates | Menu |

Diizplay Mame: IServar

Host Name: Isuperserv.acme.com

Address |1 27.0.01

Type: IServer j

Info Ling1: |

Info Ling2 I

Palling Method
’7(:' ICHP © NetBIOS O TCRAR IR

Ok, I Cancel | Apply | Help |

On the General tab, set the Display Name to Server.

Set the Addressto the | P address, or set the Host Name text box
to the name of a system on your network. (Note: If you use a
name, the network stack must be able to resolve it from alocal
hosts file or by looking it up on a Domain Name Server, a server
that lists host names and their |P addresses. This nameis looked
up whenever the map isloaded.) Then, click Apply.

Click the Monitor tab; make sure Monitor This Deviceis
selected.

Click the Alertstab, select Enable alerts and Enable Sound,
and then click OK.

Save the map by selecting Save As from the File menu. Save the
map with the name of MyTestMap.wup.



Initiating Monitoring

You are now ready to start monitoring your little network of
two items.

Edit Mode button }g | 1 Click the Edit M ode button to exit Edit Mode and return to

Monitor Mode.

Check button < | 2 Click the Check button to poll the network.

Number of seconds to start
of next automatic poll.

Your screen should look something like this.

[l Whatsup Gold - MyT estMap.wup M=l E3
File ‘iew Options Beports Tools ‘Window Help

Dz 8 xE6|vwa?

g @

ConzoleTest Server

Ready MM 122008 2

Running WhatsUp Gold as an NT Service

WhatsUp Gold can run as a system service on Windows NT 4.0 or
later. When running as a service, WhatsUp Gold uses only the web
interface as its user interface. To use less memory, no map windows
are opened on the WhatsUp Gold NT console.

Running WhatsUp Gold asan NT serviceallowsyou to log off the NT
console, thus providing an extralevel of security; the service can run
completely hidden. Aswith any NT service, you can set WhatsUp
Gold to restart whenever Windows NT is rebooted.

Setting Up to Run as an NT Service

We recommend that you create your network maps using WhatsUp
Gold in normal operating mode on the Windows NT console. Once
your maps are created, select any desired program options (from the
Options menu, select Program). These options will be in effect
during operation as an NT service.
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On the Startup tab in the program options, you can specify multiple
mapsto load at startup in the Map Names box by specifying the
names of the maps, separated by commas. Additional maps can be
subsequently loaded and unloaded using the web interface, provided
the maps are in the directory specified in the Directory box. Note
that the “contexts” capability, which lets you save a particular
configuration of WhatsUp Gold windows, cannot be used when
operating WhatsUp Gold as an NT service.

Set any of the web server options (seWeb Server from the

Options menu). Turn on thEnable Web Server option on théVeb

tab. For more information about web server options, see “Chapter 7:
Working from a Web Browser” on page 129.

If you set up any permissions or other web configuration parameters
(set on théVeb andWeb User s tabs) while running WhatsUp Gold

in normal operating mode on the NT console, you may need to stop
and restart the NT service mode (see section below).

On theWeb Userstab, if you selecAutomatically save changes
from web interface, you will be able to change user options from the
web interface.

Starting and Stopping the NT Service

Your WhatsUp Gold installation includes an executable file named
wugsvc.exe for the purpose of installing, removing, starting, and
stopping the WhatsUp Gold NT service.

To install and start WhatsUp Gold as an NT service, enter the
following command at the Command Prompt:

wugsvc -install

To remove WhatsUp Gold as an NT service, enter the following
command at the Command Prompt:

wugsvce -renove

Note that these two commands don't install or remove WhatsUp
Gold; they merely install and remove the NT service capability.



__________________________________________________________________________|
Chapter 2: Creating Network Maps

With WhatsUp Gold, you can use one of the automatic methodsto
quickly create a map of your network; then you can start monitoring
your network immediately, using the default properties that WhatsUp
Gold assigned to the map and the individual network devices.

However, you'll probably want to customize WhatsUp Gold so it
polls your network in exactly the way that best suits your needs. This
chapter describes how to do the following steps to create your map:

1 Create a network map using one or more WhatsUp tools
or techniques.

2 View and edit the default properties for network devices
(hosts, servers, etc.).

View and edit the default map properties.

4  Use Edit Mode to visually organize your network map.

Creating a Network Map

The network map is a graphical representation of the devices in
a network. The following shows a typical network map.

‘Worldwide YWidget Manufacturing Company — New ‘York Office

Network devices can be workstations, hosts, servers, routers,
bridges, hubs, LAN boxes, printers, subnetworks (“subnets”), or
custom host types.

Creating Network Maps 13
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WhatsUp Gold provides several methods and tool sto create anetwork
map and add devicesto it:

» Discover and Map - automatically discovers the devices on your
network by using a variety of information sources. A wizard steps
you through the process and lets you select the “discover”
methods.

Note
SmartScan, Scan, Load hosts file, and Scan WinNet can be run as
part of the Discover and Map capability or on their own.

* SmartScan - locates devices by reading SNMP information on
your network. This is the best way to discover and map a
hierarchical network because it creates subnetwork maps and
links them to the parent map.

e Scan - locates devices within a range of IP addresses.
e Scan WinNet - scans your Windows network for devices.
* Load hosts file - uses the hosts file on your system.

» Traceroute tool - maps routers between your local host and a
remote host.

» Edit Toolbar - provides tools you can use to manually add devices
to a network map.

You can use any combination of WhatsUp Gold methods and tools to
create a network map. Each of these methods and tools is described in
the following sections.

Discover and Map Network Devices

The Discover and Map capability creates a map from information on
your computer — or on the network to which your computer is
connected — by reading network files and identifying devices listed
in the files. These files can include a hosts file, the Windows registry,
and Windows network information. Discover and Map can also find
devices by reading SNMP information on the network or by scanning
a range of IP addresses.

14 User's Guide
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To use the Discover and Map capability:

1 FromtheFile menu, select New to view the following dialog box.

New Map

& Dizcover and map network devices

Creates a map by discovering devices from information on
pour cornputer or on the network.

" Create a blank map

Creates a map you can populate using ‘WhatsUp Gold tools.

| Nest » | Cancel | Help |

2 Select Discover and map network devices, and then click Next.
The Discover Devices screen appears.

Dizcover Devices

Iv iIntelligently scan netwark with SHMP £
Dizcovers network uzing SMMP with a seed router

[ Discover devices with ICMP
Dizcovers devices on a designated network uzing ICMP.

¥ Import devices fram registiy
Imports devices that are referenced in the ‘Windows registry.

V¥ Import devices from hosts fle

Imports devices listed in your hosts file.

[ Dizcover devices from 'Metwork Neighborhood

Dizcovers all browsable devices in 'Metwork Neighborhood'.

< Back | Mext » | Cancel | Help |

3 Select the parameters you want to use to create the map.

Intelligently scan network with SNM P. Reads SNM P
information on your default router to identify devices on your
network and also identifies and maps subnets within your
network. Use this option to map a hierarchical network, if your
network is SNMP enabled. The Discover Devices wizard will
display additional options for scanning with SNMP. If you select
this option, you cannot select Discover deviceswith ICMP.

Creating Network Maps 15
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Discover deviceswith ICMP. Scans arange of |P addresses and
maps the devices that respond to a message sent via the Internet
Control Message Protocol (ICMP). Use this option to map a
single network that does not contain subnets (all deviceswill be
displayed on one map). The Discover Devices wizard will display
additional options for the scan. If you select this option, you
cannot select | ntelligently scan network with SNMP.

Import devices from registry. Reads the Windows registry
to find devices that are referenced in the TCP/IP, Microsoft
Internet Explorer, or Netscape Navigator configurations, then
automatically adds the devices to the map.

Import devices from hosts file. Reads the hosts file on the local
system and creates an icon for each network device.

Discover devices from Network Neighborhood. If your
computer is connected to a Microsoft Windows network,
WhatsUp Gold scans the network and creates an icon for each
deviceit finds. (This can take afew minutes, depending on the
size of your network.)

Click the Next button. An information screen appears. Click
Finish to start the Discover and Map process. Depending on the
Discover options you selected, WhatsUp Gold does the
following:

» If you selectedntelligently scan network with SNMP,
displays the “SmartScan” dialog box with default values
filled in. Click Start to proceed. To change the default values;
see “Mapping a Hierarchical Network” on page 17.

* If you selectediscover deviceswith ICMP, displays the
“Scan” dialog box with default values filled in. CliGkart to
proceed. To change the default values; see “Mapping a Flat
Network” on page 21 for more information.

* Reads the network files and creates icons for any devices it
finds.

From theFile menu, selecBave or Save As to save the map.

See “Tips for Making a Map Easier to Read” on page 27.



Mapping a Hierarchical Network

If your network has a router with an SNMP agent, SmartScan isa
powerful way to discover and map your network, asit can create maps
and subnet maps that reflect your network’s hierarchy. SmartScan
discovers and maps devices by reading SNMP data on adevice
(preferably arouter) in your network. Based on the information it
finds, SmartScan will continue to scan your network until it has
mapped all devices.

To make sure you scan only those devicesin your own network, you
can use the Depth and Limit scan to | P address of root device
options. Also, the scan will stop if it comesto a network for which it
does not know the Community name.

Note
Do not scan devices on someone else’s network without their

permission!

You can also enable the scan so that it discovers a custom device type
and creates a custom icon for the device. For information on how to
do this, see “Custom Device Types” on page 35.

Using SmartScan

SmartScan maps and displays the devices according to your network's
hierarchy. If your network is divided into subnets, SmartScan creates
a parent map of the top-level network and also creates a map for each
subnet. The parent map will show links to its subnets, and any subnet
map can have links to lower-level subnets.

To discover and map devices on your network using SmartScan:

1 If you are not already in the “SmartScan using SNMP” dialog
box, you can start a scan in either of the following ways:

* Tocreate a new map, seléw Map from theFile menu. In
the New Map, select tHaiscover and Map Network
Devices option on the first screen and selbdtelligently
scan network with SNM P on the next screen. Clickext,
then clickFinish to complete the wizard.

« To add devices to an existing map or a blank map, select the
map, then sele¢tmport -> SmartScan from theTools menu.

Creating Network Maps 17
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1 Smart Scan uging SNMP [ ]
Boot device: [156.21.50.129 Hep | Ciear |[ Star |

The “SmartScan Using SNMP” dialog box appears. WhatsUp
Gold enters default values in this dialog box from information it
finds on your local machine.

LCommunities: Ipublic

Timeout [ms): I'IDDD Depth: |2 Fetr: ID

¥ Limit szan to IP class of root device ¥ Regolve hostnames

WhatsUp Gold

Enter or change theoot device. This is the host name or IP
address of an SNMP-enabled device in your network. In most
cases, it uses the default router specified in the Windows registry
on the local machine. You can change the entry box to a different
device on your network.

Enter or change the SNMP Rdadmmunities used in your
network. These community hames are a type of password; the
scan needs to know these names to read SNMP data on your
network. Separate each community name with a comma.

The order in which you enter community names is important
because it could increase the scan time per device. The scan
checks a device for the first community name, then the second,
and so on. If the first name matches the device's community
name, the scan moves on to the next device. So you should list the
most widely-used community name first.

Optionally, enter or change tliémeout value. This is the
number of milliseconds (ms) after which the scan stops trying to
do an SNMP query or ping a device.

Optionally, enter or change tBepth value to set the levels of

your network that you want to scan. The default value of 2 means

that the scan discovers and creates a parent map of your top-level
network and any of its subnets. If a subnet itself has a subnet, you
would have to enter a Depth of 3 to make the scan go to that level.

Optionally, enter or change tRetry value. This is the number

of times to re-try to discover a device at a given IP address, if the
initial attempt fails. We recommend setting this to zero,
particularly if you are using multipl@ommunities.



7 Limit scan to I P class of root device isturned on by defaullt.
This option limits the scan to the network class defined by the IP
address of the Root device. If the |P address is within the
network class (class A, B, or C network) of the root device, the
scan proceeds; otherwise, the scan skips to the next | P address.

Note that the Communities and Depth settings further limit the
scan.

8 Optionally, turn on Resolve hostnamesif you want to display the
host name (rather than the 1P address) as the device label in the
map. Note that this requires “looking up” the host name
associated with each IP address and thus it can take longer to
complete the scan.

9 Click Start to start the scan. When the scan startsStae
button toggles t&top. Click Stop at any time to end the scan.
When the scan is complete, the Stop button toggles ba&thrto

10 Click Exit to close the “SmartScan” dialog box.
11 From theFile menu, selecBave or Save As to save the map.

12 See “Tips for Making a Map Easier to Read” on page 27.

Note
The default settings limit the scan to your network. WhatsUp Gold
provides control over these settings so that you can further limit or
change the scan to reflect your unique network topology.

Note
Never try to discover and map devices on a network that isnot
owned by your organization!

Creating Network Maps 19
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Results of the SmartScan

SmartScan creates a map hierarchy that reflects your network and its
subnets. It creates a separate map for each subnet and creates a parent
map with links to the subnets.

Parent map shows
status of subnets. To
open a subnet map,
double-click its icon.

Subnet map shows
devices in the sub-
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network’s range of IP
addresses.

Note

A map created by SmartScan may show other networks connected to
your network asagray subnet icon. This meansthe scan was unableto
map the devicesin that subnet because the scan settings would not

alow it.




Mapping a Flat Network

If you have one network with no subnets, or you want to create
subnets manually, you can use the Scan tool.

The Scan tool automatically detects the network devices within a
specified range of 1P addresses and creates a single map. You specify
arange of |P addresses to be scanned, and WhatsUp Gold polls each
addressin the range. If WhatsUp Gold finds an active network device
inthe range, it creates an icon for the device.

You can aso enable the scan so that it discovers a custom device type
and creates a custom icon for the device. For information on how to
do this, see “Custom Device Types” on page 35.

A scan can also identify the network services (such as FTP, HTTP,
SMTP) on each network device.

If you want to view the results of a scan before creating the map, turn
off Map results. When you are ready to create the map, you can turn
it back on and run the scan again.

To start a scan:
1 Select an existing map or create a new map window.

« To create a new map, seléw Map from the File menu. In
the New Map wizard, select timdscover and M ap Network
Devices option on the first screen and selBscover devices
with ICMP on the next screen. Clidkext, then clickFinish
to complete the wizard.

» To add devices to an existing map, select the map, then select
Import -> Scan | P from the Tools menu.

Creating Network Maps 21
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The following dialog box appears.

Sean |
Timeout: [mz] IF
¥ Map Resuils =

™ Resolve Names

[+ Identify via SMMP

™ DMs ™ Echo
I~ FTP ™ Gopher
[T HTTP [ NNTP
T POP2 T Time
[T SMTP [ IMapd

v AllIP
I™ Scan Ports
|1 to |12? B LILI

E it | Help

2 Enter arange of network addresses to scan. Your current network
is used as the default range.

The scan works consecutively from the last number of the Start
Address through the last number in the End Address. For
example, if you enter 245.245.1.50 as the Start Addressand
245.245.10.60 as the End Address, the scan only scans from 50
to 60 in each of the networks from 245.245.1 through 245.245.10.

3 Set the scanning options.

Map Results. When this option is checked, the scan creates an
icon for each device that it finds. Use this option when creating a
map. Thisoption is checked by default.

Resolve Names. When this option is checked, the scan displays

the host name for each device and uses the host name (rather than

the IP address) as the device label in the map (if Map resultsis
checked.) Note that this requires “looking up” the host name
associated with the given IP address and thus it can take longer to
complete the scan.

Identify via SNMP. When this option is checked, if the scan
finds an SNMP object identifier for a device, it uses the identifier
to check for a custom device type (in thasttype.ini file). If a
custom device type is associated with the identifier, the icon for

22 User’s Guide
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that type is used in the map. The scan aso checks the SNM P
Manageable option in the device's SNMP tab, and adds the
SNMP object identifier to the SNMP tab.

Timeout. Enter the timeout in milliseconds (ms). If adevice does
not respond to the scan within this time, the scan continues on to
the next |P address. The Timeout should be set to 300 ms or
greater. For maximum scanning speed, set Timeout to 300 ms and
turn off Resolve Names.

DNS, Echo, FTP, Gopher, HTTP, IMAP4, NNTP, POP3,
SMTP, Time. Select the services you want to scan for, and
WhatsUp Gold will scan each active network device in the IP
address range for the selected services. However, note that
scanning network devices for these services can significantly
increase the time it takes to compl ete a scan.

All IP. When All I P is selected, the scan finds all the devices

in the specified range of IP addresses. If All I P isnot selected, the
scan finds only those devices that are running one of the selected
services. For example, if you want to map only the devices that
are running SMTR, you turn off All [P and turn on SMTP.

Scan Ports. Make sure thisis not selected when creating a map.
See the Scan tool help topic for other uses of thistool.

4  Click Start.

The Start button toggles to Stop. You can click Stop at any time
to stop the scan. Wait at |east three seconds for the system to
respond to a Stop request.

5 Click Exit to close the dialog box.

6 From the File menu, select Save or Save Asto save the map.
7 See “Tips for Making a Map Easier to Read” on page 27.
Results of the Scan

When you use the Scan tool as described above, WhatsUp Gold
scans the range of IP addresses. For each active IP address it finds,
it lists the address. It also lists the host nanfetblve Names

is turned on.

Creating Network Maps 23
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Import - Scan

Scan I

StartAcdress: [155 [T [50 [129 Hep | Cear | St |
End Address: 50 |10 ™ Slow Metwark
Timeout: [ms] |3DD soan exit at 156.21.50.190

] 156.21.50.129 SMMP gpro. ipswitch,com o
E g:f;f:;i;es 105 28 300130 ol 00 o s
156.21.50.131 whke131.ipawitch. com
¥ Identify vis SHMP 186.21.50.131 SMMP 132 ipswitch.com
[~ DNS I™ Echo 156.21.50133 whke133.ipewitch, com
156.21.50.134 whke134.ipswitch, com
,': ETTFT'P ,': ﬁfﬁ‘;’ 156,21 50 135 wks1 35, pswitch com
156.21.50.149 SHMP 149 ipswitch.com

" POP3 I Time 156.21.50 150 vik150.ipswitch. com
[T SMTP T IMapd 156 21 50 186 wks186 ipswitch com
¥ &lP

™ Scan Ports

I | o
Exit Help

If Map Resultsis selected, WhatsUp Gold creates an icon on the
active map for each device it finds. If you scan for particular services,
the devices running those services will have those services checked on
the device properties Ser vices tab.

On the map, devices that have an KentSquare [=]
SNMP service running are flagged Double-click the device | | | | | |
. . . X i Mates Statuz Histary Up-Time Log tdenu
with an asterisk or tilde. -
icon to view the General Services I Alerts

Services tab.

Scan
™ FTP [File Transfer Pratocol] —I
™ POP3 (Post Office Protocal 43 I~ Slow network
™ SMTP [Simple Mail Transfer Protocol)
™ HTTP [HyperT ext Transfer Protocol]
I IM&P4 (Intemet Mail Access Protocol Vd)
KentSquare Kenneth ™ MNTP [Network Mews Transfer Protacol)
¥ SHMP
¥ Echo Server .
— I Gopher & Custom Services
opher Server
EMK [CIHTTP Content Scan
u Tfalnat e 1R adius Server
— — ™ Time Server 1551 Server
ToddMK JedMarc
-
Kl — _>l_I

37 0K I Cancel | Aply | Help |

(Under the right conditions, the Scan can also recognize custom
device types. For more information, see “Scanning and Mapping a
Custom Device” on page 39.)
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Using the Scan WinNet Tool

The Scan WinNet tool creates amap by scanning the Windows
network to which your computer is connected, and finding the other
devices on the network. It creates an icon for each device that it finds
on the network.

To start a Scan WinNet:
1 Select an existing map or create a new map window.

To select an existing map, select Open from the File menu and
enter the map file name; the devices found on the Windows
network will be added to this map.

To create a new map, select New from the File menu. Select
Create a blank map, and then click Finish.

2 From the Tools menu, select Import -> Scan WinNet.

WhatsUp Gold scans your Windows network and creates an
icon on the map for each device that it finds. Note that this

scan can take a few minutes to complete depending on the size of
your network.

Note
The Scan WinNet tool will also find NetWare devices.

3 From the File menu, select Save or Save Asto save the map.

4  See “Tips for Making a Map Easier to Read” on page 27.

Loading a Hosts File

You can load a hosts file (which lists device names and their
associated IP addresses) and WhatsUp Gold creates an icon for each
device listed in the file.

1 Select an existing map or create a new map window.

To select a map, seledpen from theFile menu and enter a map
file name; the devices in the hosts file are added to this map.

To create a new map, seléw from theFile menu. Select
Create a blank map, and then cliclEinish.

Creating Network Maps 25
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2 From the Tools menu, select Import -> Hosts File. The
“Browse” dialog box appears.

3 Locate the hosts file and cli€k . WhatsUp Gold reads the hosts
file and creates an icon for each network device it finds.

4  From theFile menu, selecBave or Save As to save the map.

5 See “Tips for Making a Map Easier to Read” on page 27.

Traceroute Mapping

The Traceroute tool lets you map the network devices (usually
routers) that comprise the route of an IP packet from your local host to
a remote Internet host. WhatsUp Gold displays an icon for each router
and shows the connections from router to router.

For information on how to use the Traceroute tool, see “Tracing a
Route (TraceRoute Tool)” on page 171.

Manually Drawing a Map

You can create network devices manually by using Edit Mode.
1 Select an existing map or create a new map window.

To select an existing map, sel@en from theFile menu and
enter the map file name.

To create a new map, selétw from theFile menu. Select
Create empty map, and then cliclEinish.

Edit Mode button 2 In the main toolbar, click the Edit Mode button. The editing
('}g | toolbars appear.

3 Use the drawing tools to create network devices. For more
information, see “Editing a Network Map” on page 46.

4 From theFile menu, selecBave or Save As to save the map.

5 See “Tips for Making a Map Easier to Read” on page 27.
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Reading a Network Map

When WhatsUp Gold isin Monitor Mode, it polls the active network
maps. Theicons on the map indicate the status of the various network
devices. As explained in the previous chapter, when an event occurs
(such as a device going down or atrap is received) the name of the
device becomes inverted on the map. In addition, the colors of the
device icons also indicate certain events as explained in “Getting
Information from the Network Map” on page 3.

The indicators on the map are not the only way of getting status
information about your network. Tt&tatus tab of the device
properties also gives information about an individual device, and the
Event Log lists all events for all open maps; both are covered in
“Chapter 5: Working from the Console” on page 91.

In addition, you can get information by defining and activating
notifications which are sent when particular events occur; for more
information, see the following chapter.

Tips for Making a Map Easier to Read

If you have a large number of devices in your network and you used
Discover and Map, SmartScan, Scan IP, or Scan WinNet to create a
network map, the first version of the map may be a bit difficult to
read. Use the tips below for making your map more readable.

» SelectMap Propertiesfrom theFile menu, click the Display tab,
and then selec@lip Names. You can also try th&/rap Names
option to see if that makes the device hames easier to read.

«  Enter or modify the properties of the network devices. For
starters, you might want to turn off monitoring for those network
devices that you don’t need to monitor right away.

To do this, double-click the device icon to view the device
properties; then click thil onitor tab and make suid onitor
This Device is turned off.

Edit Mode button e Click the Edit Mode button and then drag device icons to new
('}g | locations. For more information on organizing devices using
shapes and lines, see “Editing a Network Map” on page 46.

» If the map contains overlapping icons, you can automatically
arrange the icons on a map by selectingange | cons from the

Creating Network Maps 27
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View menu. Thisfeature arranges all icons on the current map in
equally spaced rows starting in the top left corner. Do not use
Arrange |l consif you have aready set up the map the way you
want it to appear.

* Tochange a device’s icon, right-click it and sel¢emn
Properties from the pop-up menu. Click tligeneral tab, then
select a newype.

Device Properties

WhatsUp Gold needs basic information about a device in order to
monitor it. When you create a map using any of the “discover and
map” tools, WhatsUp Gold automatically determines the device’s
display name, host name, and IP address. This section describes why
you might edit the default device properties that WhatsUp Gold
assigns.

The Polling Method

By default, WhatsUp Gold uses the ICMP polling method for TCP/IP
devices, IPX for IPX devices, and NetBIOS for NetBIOS devices.
You can change the default polling method at the bottom of the
General tab of the device properties.

 |ICMP sends packets (echo requests) to a device and tracks
the responses.

e TCP/IP can be used to monitor a service on a device that does
not allow ICMP packets (as in the case of some firewalls). The
TCPI/IP setting uses either TCP or UDP to poll the service. To
use this method of monitoring a device, at least one service must
be monitored on that device (selected onSérevices tab of the
device properties).

* NetBIOSis the polling method to use for Windows networks.

* IPX is the polling method for Novell NetWare networks.
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Note
To scan and poll IPX devices, the system on which WhatsUp
Gold isinstalled must have Microsoft NWLink IPX/SPX
Compatible Transport installed and running. For more
information, see “System Requirements” on page 6.

If the polling method for a device is NetBIOS or IPX, you will
not be able to monitor TCP/IP services on this device.

Defining General Properties

On theGeneral tab, you can make any changes to general properties,
change the icon type for the device, and set the method WhatsUp Gold
uses to poll the device.

To view or change device properties:

Right-click the device and seldtem Properties from the pop-
up menu. Click th&eneral tah

wks180. augusta.ipswitch.com
Motes | Status | Histary | Up-Time | Log | Menu |
General | SHMP I M aritar I Services | Alerts

Display Name: IWkS1 80

Host Mame: Iwks1 80.ipawitch.com

Address: |156.21.50.180 r

Type: IWorkstation

Info Line1: I

Info Line: I

Palling Method
’75" ICHMP € MetBIOS O TCRAR O IR

QK I Cancel | Spply | Help |

In theDisplay Name text box, enter a name. This is the name
displayed on the network map.

Host Name. If the polling method is ICMP or TCP/IP, enter
either the host name here or the IP address in Step 4. If you enter
a host name, it must be a name that can be resolved to an IP
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address. In other words, the host name must be in your system’s
host file or in your network’s DNS server.

If the polling method is NetBIOS or IPX, yowust enter a valid
NetBIOS or IPX name.

In theAddress text box, enter a valid IP address.

If the polling method is ICMP or TCP/IP and you enterétbat
Namein Step 3, you can leave this blank and WhatsUp Gold will
use theHost Name to look up the IP address.

Check the box next to theeddress text box only if you want
WhatsUp Gold to look up the IP addressh time it checks this
device. (This is useful if you use DHCP to assign IP addresses
dynamically, but note that if you use this feature for a large
number of devices, the name lookups put a heavy load on the
DNS server.)

If the polling method is NetBIOS or IPX, leave the address blank;
WhatsUp Gold displays the hardware Ethernet address of the
deviceafter it completes one poll.

In theType box, select the desired device type from the drop-
down list. This selection determines which icon is displayed on
the network map. Note that the subneticon is a special type that is
used to link a subnet map to a parent map. For more information,
see “Creating a Subnet” on page 41.

In thelnfo Line 1 andinfo Line 2 text boxes, enter any

additional information about this device. This information can be
included in notification messages. For example, you can enter a
“point of contact” for a device or location. This information is
also displayed on the Host Summary page in the web interface.

UnderPolling M ethod, select the method to use for polling this
device. For detailed information, see “The Polling Method” on
page 28.

Click Apply to apply your changes. ClicBK to apply the
changes and exit the dialog box.



Setting Up Monitoring

You use the M onitor tab to turn monitoring on or off for adevice, to
specify how often to check the device, the number of seconds to wait
for aresponse, and any up or down dependencies.

1 Inthedevice properties, click the Monitor tab.

wks180. augusta.ipswitch_.com [ ]
Mates | Status | Histary | Up-Time I Log | Menu I
General | SHMP Maritar | Services | Alerts

[V Moritar This Device

Poll Frequency: I1 [Check every n polls]
|5 [Seconds from 1 to 20)

Timeout:

Time Period
7 days a week, 24 hours a dap
Change:
Connected ta item Imotown i
Check only if up item Ismarc ipswitch. com v
Check only if down item [hone] ~
Ok I Cancel | Apply | Help |

Make sure Monitor This Device is selected.

In the Poll Frequency text box, enter avalue to determine how
often this device should be checked. The Poll Frequency
determinesif this device is checked on every poll (value = 1),
every second poll (value = 2), every third poll (value = 3), and so
on. The default value is every poll (1), but you can use this
property to poll aparticular device less frequently.

In the Timeout text box, enter the number of seconds to wait for
aresponse from amonitored device.

You can enter avalue from 1 to 20 seconds. The default valueis5
seconds. Thistimeout should be set to the smallest possible value.
For alocal network, atimeout of 2 secondsis usually sufficient.
For along-distance (or slow-path) network, this timeout may
need to be as high as 10 seconds.
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Note
For information on setting the default Poll Frequency and
Timeout for all devices in the map, see “Setting Map Polling
Properties” on page 42.

Set theTime Period options to specify when you want to monitor
this device. Click th€hange button to change the default setting
of 7 days a week, 24 hours a day.

Select theDay of Week options:7 days a week is the default.
You can clear th& days a week option and then select the
specific days of the week that you want to monitor this device.

Select one of the thr8@me of Day options: Use&4 hours a day

to monitor all day. Us8etween to set the start and end time for
monitoring. UseNot between to set the hours that monitoring is
turned off.

Note
When usingBetween andNot Between, the start time must be
less than the end time. To set the period between an AM time and
a PM time, you must use the 24 hour clock (0000 to 2400) or use
the options together to set the hours.

WhatsUp Gold

Click OK to save your changes and exit the dialog box.

(Optional) To draw an attached line from this device to another
device, select a device from tB®nnected to item drop-down

list. (Attached lines move when you move the device icon.) For
information about using attached lines, see “Attached Lines” on
page 48.

To make this device an “up dependency” for another device
(meaning it gets checked only if the other device is up), select the
other device from th€heck only if up item list.

To make this device a “down dependency” for another device
(meaning it gets checked only if the other device is down), select
the other device from th@heck only if down item list.

Click Apply to apply your changes. Cli€BK to apply the
changes and exit the dialog box.
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Using the Right Mouse Menu

Select adevice and then click the right mouse button to display the

device pop-up menu. When you're in Edit Mode, the menu looks
similar to the image to the left; in Monitor Mode, the menu has fewer
commands. You can add menu commands that start applications. To
do so, see “Adding a Command to the Right Mouse Menu” on

page 34.

The default menu commands on the right mouse menu (in Edit Mode)
are the following:

New lets you add devices to the map.
Edit lets you cut, copy, paste, and delete.
Item Properties shows you the device properties.

Check now does an immediate poll of the device and will show any
change in status via a color change. It provides a way to do a quick
check without checking all other devices in the map and without
waiting for the map poll timer to count down to zero.

Connect callstelnet.exe or whatever program specified in thenet
program box on theProgramsand SNM P tab ofProgram Options.

Ping runs the Ping tool to send an ICMP echo request to the device.

Traceroute runs the Traceroute tool to show the network path used to
reach a specified TCP/IP address.

Browse. If this device is running a web server on port 80, this
command launches the default web browser and finds the web site.

SNM P starts the SNMP tool using the device’s IP address. This
command appears only if tIBNM P M anageable option (on the
SNMP tab) is turned on.

Attach to draws an attached line from the selected device to the next
object you click. For information about using attached lines, see
“Attached Lines” on page 48.

Disconnect disconnects any attached lines that originate from the
selected device.

Moveto Top. If the selected item is a drawn shape, such as a
rectangle or circle, this command moves it in front of all other drawn
shapes.
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Moveto Bottom. If the selected item is a drawn shape, such
as arectangle or circle, this command moves it behind all other
drawn shapes.

Adding a Command to the Right Mouse Menu

You can add commands that start applications to the menu that
appears when you right-click a device; you create these commands
using the M enu tab of the device properties.

To add an item to the right mouse menu:

1

Double-click adevice to display its properties and click the
Menu tab.

Inthe Menu I tem box, type the command name as you want it to
appear on the right mouse menu.

Inthe Command L ine box, enter the path and program name you
want to start when you choose this command. You can enter the
name of any executable program, or you can use one of the
following values:

[telnet] - callstelnet.exe
[ping] - callsthe Ping tool
[trace] - calls the Traceroute tool

[browse] — starts the default browser using the IP address as
the URL

Following the program name, you can use variables to pass
parameters to the specified program. See the following section for
a list of program variables you can use.

Program Variables

In WhatsUp Gold, you can call an external program:

From the right mouse menu when you right-click a device (See
“Adding a Command to the Right Mouse Menu” above.)

By double-clicking a custom device icon (See “Creating a
Custom Device Type” on page 35.)



You can pass parameters to the specified program by using the
variablesin thefollowing table. The specific variables you use and the
order in which you use them depends on the program you are calling.

Variable Returns

%1 Info Line 1 from the General tab of device properties

%2 Info Line 2 from the General tab of device properties

%a IP Address from the General tab of device properties

%I (lower Display Name from the General tab of device properties

case L)

%n Host Name from the General tab of device properties

%0 Valid only for custom device types with an SNMP identifier.
Returns SNMP Object identifier (from the View -> Device
Types dialog box) or “unknown” if SNMP Object is blank.

%R SNMP Read Community from SNMP tab of device properties

%T Device Type from the General tab of device properties.

%W SNMP Write Community from SNMP tab of device properties

Custom Device Types

You can create custom device types to use in amap. You can supply
your own icon for these custom devices, and set them up so that they
are automatically mapped when you use the SmartScan or Scan toals.

Creating a Custom Device Type

The Edit Toolbar provides tools that let you add a workstation, host,
server, router, bridge, hub, LAN box, subnet, or custom devices to
your network map.
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To create a custom device type:

1 If you want the SmartScan or Scan tools to use a special icon
when it finds this custom device, make sure you add vendor-
provided identifiers to the MIB tree, see “Setting Up the MIB
Identifiers” on page 148

2 SelectDevice Types from theView menu.

Device Types

— Device Propertie:

ipeling Mame: IAscend Fipeline
el
MNT ServerDC |zon Filename: IHouter ICO EI
MT ‘workstation

OldNT System SNMP Object: |1.3.E.1.4.1.5291 36 |

DbIClk Action: [[default]

Autorun Crd: I |
— Monitoring method:
Type: Services:
& |CMP [JONS f’

" MetBios | EchoSemver
c oreeap [CFTP

R DEET—.&[ Server LI
el &I Clase | Save |
3 Click New.
Device Type Mame:

|| Cancel |

4  Enter a name for the new device type and ch&k

5 Inthelcon Filename box, enter the name of an icaitg) file
that:
» Has a depth of 16 colors
* Is exactly 32 pixels tall and 32 pixels wide

« Has a black border surrounded by white. The first four pixels
in the top left corner must be unused to accommodate the way
the icon flood fills. These pixels cannot be black.

« Has transparent pixels within the black border that WhatsUp
Gold can use to display status colors
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Examples of suitable .ico files can be found in your WhatsUp
Gold directory

(Optional) In the SNM P Object text box, enter an SNMP object
identifier that corresponds to avendor device type; thisis usually
found in the “private -> enterprises” section of the MIB tree,
under the vendor name. Click the Browse button next to the text
box to browse the MIB tree for the appropriate SNMP object.

SmartScan and Scan will map custom devices using the SNMP
identifiers to locate the specified icons. To scan for custom
devices, you must also enter the propemmunity name and, if
you use the Scan tool, turn baentify via SNM P (as described

in “Scanning and Mapping a Custom Device” on page 39).

You can use multiple identifiers. For example, suppose a
manufacturer named Acme makes three devices: the Acme 4500,
the Acme 4501, and the Acme 4502. You could define one
custom device type to represent any Acme device in the 4500
series; in th&sNM P Object box, you would enter the three

SNMP identifiers for the Acme 4500, 4501, and 4502. A scan

will use the icon for any of the three devices. Separate multiple
SNMP object identifiers by semi-colons. The last number in the
identifier can be an asterisk, a range using hyphens, or contain
multiples separated by commas. For example:

1.3.6.1.41.311.1.1.3.1.3
1.3.6.1.4.1.311.1.1.3.1.3;1.3.6.1.4.1.311.1.1.3.1.4
1.3.6.1.41.311.1.1.3.1.3,4
1.3.6.1.41.311.1.1.3.1.1,3-4
1.3.6.1.4.1.311.1.1.3.1.*

Note
Custom device types are stored in tosttype.ini file. WhatsUp
Gold uses the device icon for the first object identifier it finds in
hosttype.ini. Thus, if a device type “Cisco 3xxx”
(1.3.6.1.4.1.9.1.32-37) appears before “Cisco 3204"
(1.3.6.1.4.1.9.1.37), WhatsUp Gold uses the “Cisco 3xxx” icon
for the “Cisco 3204” device.

Creating Network Maps 37
WhatsUp Gold




38

User’s Guide

WhatsUp Gold

Inthe DbICIk Action box, select the desired action. For more
information, see “Changing the Double-Click Action for a
Custom Device” below.

In theAutorun Cmd box, enter a script or program name. For
more information, see “Running a script or program for custom
devices” below.

Select th@ype (polling method) of the device. For more
information, see “The Polling Method” on page 28. If Tiype is
TCPI/IP, select whateve®er vices you want to monitor by default
when you create a device of this type.

10 Click Save to save the new device type.

Changing the Double-Click Action for a Custom Device

To change the action that occurs when you double-click a custom
device’s icon:

Select a preconfigured action from the list:

[default] - opens the device properties

[snmp] - starts the SNMP tool

[telnet] - calls telnet.exe

[ping] — starts the Ping tool

[trace] — starts the Traceroute tool

[browse] — starts the default browser using the IP address

Alternatively, enter a program name in DielClk Action text

box. For example, to start WS_FTP Pro, you would enter:
ftp95pro.exe. Enter appropriate variables to pass parameters to
the specified program. See “Program Variables” on page 34.

Running a script or program for custom devices

You can set a program to run automatically whenever a scan
(SmartScan or Scan) maps a custom device.

1

Enter a script or program name in thetorun Cmd text box.

2 You can enter the same values and variables described above for

“changing the double-click action.”



Using the Custom Device on a Map
To use the custom device type on a network map:
Custom device tool % 1 Click the custom device tool in the Edit Toolbar.

2 Click the map location where you want to add the custom device
type. You see the following dialog box.

Choose

Chooze a custom host type to create:
Gi Cancel

3 Choose the custom device type from the drop down list.
4  Click OK. The custom device icon appears where you clicked.
Scanning and Mapping a Custom Device

If you want the a scan (SmartScan or Scan) to identify a custom
devicetype, such as a Cisco 4000 router, and use a custom icon for the
device, you can do the following:

1 Defineacustom devicetype. Make sure you enter the appropriate
identifier in the SNM P Object text box in the “Device Types”
dialog box.

2 If you are using the Scan tool:

« Select thddentify via SNMP andM ap results option.
» Start a scan of the appropriate IP addresses.

* When prompted, enter the SNMP Read Community name
assigned to your network. You can enter multiple
communities, separated by a comma (,). The scan checks
SNMP communities in the order that they are specified.

3 If you are using SmartScan, enter the netwdZiisimunity
name and start the scan. You can enter multiple community
names, separated by a comma (,). The scan checks SNMP
communities in the order that they are specified.

If any of these conditions ar®t met, the scan will use one of the
WhatsUp Gold standard device icons for the custom device.
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Changing the Standard Device Icons

You can edit or replace the standard icons used to represent device
types (workstation, host, router, etc.). If you replace a standard icon,
you must use the same file name for the new file. For example, to
replace the router.ico icon, you need to call the new file router.ico.

The standard icons are internal to the WhatsUp Gold program, but we
have made the icon files available in the WhatsUp Gold directory.
You can use these icon files as a starting point for creating your own
icons. After creating or editing an icon, you need to select Options ->
Reload | cons so that the new icon replaces the standard icon in the
internal part of WhatsUp Gold.

You can use the following icon files as a starting point: bridge.ico,
host.ico, hub.ico, lanbox.ico, printer.ico, router.ico, server.ico,
workstn.ico

To change one of the standard icons:

1 Open one of theicon files (.ico) in an icon editor program. You
cannot use a bitmap editor.

2 Makeyour changesto theicon (.ico) file. Theicon file must have
the following characteristics:

* Has a depth of 16 colors
* Is exactly 32 pixels tall and 32 pixels wide

WhatsUp Gold

« Has a black border surrounded by white. The first four pixels
in the top left corner must be unused to accommodate the way
the icon flood fills. These pixels cannot be black. Everything
outside of the black border will be transparent.

» Has transparent pixels somewhere within the black border
that WhatsUp Gold can use to display status colors

Examples of suitable .ico files can be found in your WhatsUp
Gold directory.



3 Saveyour changes to afile with the same name as theicon you
want to replace, and overwrite the icon file in your WhatsUp
Gold top directory. For example, make changes to the
workstn.ico file, then save your changes as workstn.ico in the
WhatsUp Gold top directory.

4 Select Program from the Options menu. In the Startup tab, turn
on the Use external deviceicons option.

5 Select Reload | cons from the Options menu.

WhatsUp Gold replaces the internal .ico fileswith the .ico filesin the
WhatsUp Gold top directory.

Creating a Subnet

The Subnet feature of WhatsUp Gold allows you to create separate
maps for different segments of your network, yet maintain a
connection between the maps. If you already have a parent network
map, you can create a second network map for a particular network
segment and then link it to the parent map; this makes the second map
a “subnet” of the parent map.

Note
If you have a hierarchical network that uses SNMP, subnet maps can

be created automatically by using SmartScan. For more information
see, “Mapping a Hierarchical Network” on page 17.

WhatsUp Gold can simultaneously monitor the parent network map
and any subnet maps. When a device or service goes down in a subnet
map, the subnet icon on the parent map changes color to indicate that
there’s a problem in the subnet. The subnet icon in the parent network
map will have the color of the highest priority alarm that occurs in the
subnet map. For example, if a device in the subnet does not respond to
four polls, the subnet icon is red.

To create a subnet map (assuming you already have a parent map):

1 Create a new map and add the devices for the subnet. You can use
any of the methods for creating a network map described in the
previous section. You can also copy and paste devices from an
existing map.
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Edit Mode button

Add Subnet tool

&

i

Save the new map.
Open the parent map or, if it's already open, make it active.

Click theEdit M ode button to view the editing toolbars.

a b~ W N

Click theAdd Subnet tool and then click the parent map where
you want to create the subnet icon.

6 Double-click the subnet icon to display its properties and click
theGeneral tab.

7 In theDisplay Name box, enter the file name of the subnet map,
not the Map Title. This must be the name of thep file without
the file extension. For example, if the subnet map file is named
SubnetA.wup, you enteiSubnetA here.

8 Click Apply to save your changes. On tdenitor tab, make
sureMonitor Thisltem is selected.

When you open a network map, WhatsUp Gold can also open any
associated subnet maps and start monitoring.tfférom theView
menu, seledProgram Options-> Startup, and then enable thfeuto

L oad Subnets option.)

If a subnet map window is not opened, you can right-click the subnet
icon and seledt oad Subnet from the menu to open it.

If a subnet map is opened but is hidden behind other windows, you
can right-click the subnet icon and seM#w Subnet from the menu
to bring the subnet map to the top.

From within a subnet map, you can open its parent map by right-
clicking and selectinyiew parent map, or by selectindg?arent map
from theWindow menu.
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Setting Map Polling Properties

You can set the polling properties for each parent network map and
subnet map.

Open the map window for the network map, then sélleagi
Properties from theFile menu. Or, right-click aempty area of the
map to display the right mouse menu and then sikl@ptProperties.
Click the General tab.



Property Sheet [ %]

General | Displayl Colors I Alerts I

Title: |1 56.21.50.128

Faoll Erequency: IBU— [zeconds)
Drefault Timeout: |5— [zeconds)
Subnet setting:
Metwark: IW
Metmask: |255.255.255.1 92

Parent map: Iwhatsum wLp j

0K I Cancel | Apply | Help |

Title. Thistitle is used to identify a network map on the Map Window
and when accessed from aweb browser. You should be careful about
changing the Title because it is also used to report information in the
Event and Statistics logs. Polling statistics are saved in the [title.wui]
file. The Status, Dependencies, Statistics, and Notifications Windows
display information per map and use the Title.

Poll Frequency. Thisisthe number of seconds between the start of a
poll of the map. You can enter avalue in the range 10 through 3600.
The status line of each Map Window displays atimer that counts
down from this number to zero before starting each poll. The timer
continues to count down during polls: if the previous poll is not
complete when the timer reaches zero, anew poll is not started.

Default timeout. Thisisthe number of seconds to wait for aresponse
from a polled device. This default value is assigned to new devices
when they are added to the map.

Subnet Settings. The main purpose of these settingsis to set a parent
map for the current map. If you created the map using SmartScan,
then each subnet map will already have an entry for the Parent map.
To change the Parent map, select any of the maps shown in the drop-
down list. Thislist shows all open maps.

To view a subnet’s parent map, right-click on the map, and select
View parent map, or select Parent map from the Windows menu.
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This tab also shows the Networ k and Netmask settings for the
network segment that this subnet map represents. These settings
provide the default address settings for the Scan toal, if it is started
when this map is active.

Network. Shows the starting IP address for this network segment.

Netmask. Shows the netmask for this network segment. The netmask
defines how to read the IP address to identify subnets and devices.

44 User’s Guide

WhatsUp Gold

Setting the Map Display

You can set the polling properties for each parent network map and
subnet map.

Open the map window for the network map, then select M ap
Properties from the File menu. Or, right-click an empty area of the
map to display the right mouse menu and then select M ap Properties.
Click the Display tab.

Property Sheet [ %]

General  Display | Colors I Alerts I

M aximum map size

width [pixels] Im Height [pixelz)  [500

™ Auto Resize

- Device label

LChange Font... | Staigglz Lt el

V' Clip Names
™ ‘wiap Mames

r~ Background bitmap

Filename: I g

Position: % Topleft € Tie € Center £ Sheteh

[T Use these settings az default for new maps

ak. I Cancel | Apply | Help |

Maximum map size. Specifies the maximum map Width and Height
in pixels. The default setting is 800 by 600.

In Edit Mode, these settings appear as adotted line in the Map
Window. When Auto Resize isturned on, the map shrinks to fit the
display window, if necessary. If the display window islarge enough to



accommodate the map, the map is not resized. (This option appliesto
the map window in Monitor Mode only, it does not affect Edit Mode.)

Device label. Specifies the font used for the device's display name.
Click the Change Font button to open the standard Windows font
selection dialog box. Select the font properties you want to use and
click OK. The “Sample Label” shows the new font selection.

WhenClip Namesis turned on, the display names for devices are
terminated at the first space or period in the name, thus shortening the
display name. WheWrap Names s turned on, long display names

are wrapped at every space or period in the name.

Background Bitmap and Position. Allows you to specify a bitmap
(.bmp) image file to be used as a background for the WhatsUp Gold
map. This could be a floor plan, a geographical map (city, state, or
country), or any bitmap image that you want. Click the browse button
to look for a file; click the paint tool button to open Microsoft Paint.

You can position the bitmap to completely fill the map background
(Stretch), or place it within the map using thepL eft, Center, or

Tile settings. Note that the color depth of the bitmap must be equal to,
or less than, the color depth of the screen.

Use these settings as default for new map. If this option is turned
on, WhatsUp Gold applies the settings for these map properties to all
new maps that you create.

Setting Map Colors

For each network map, you can change the default colors for alerts
and for the various parts of the map window. To change map colors:

1 SelectMap Properties from theFile menu, and click the
Colorstab.

2 Select an item in the list box and click the desired color.

Responding. This is the color that indicates that a device is
responding to polls. The default is solid bright green.

Note that if you change the “Responding” color, you won't see
the change until you are in Monitor Mode and WhatsUp Gold
completes the next poll.
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Lost 1 pkt. The color that indicates that a device has not
responded to one poll. The default is solid light green.

Lost 2 pkts. The color that indicates that a device has not
responded on two consecutive polls. The default is solid yellow.

Lost 3 pkts. The color that indicates that a device has not
responded on three consecutive polls. The default is solid yellow.

L ost 4-7 pkts. The color that indicates that a device has not
responded on four to seven polls. The default is solid light red.

L ost 8+ pkts. The color that indicates that a device has not
responded on eight or more polls or has a network error. The
default is solid dark red.

Servicedown. The color that indicates that aserviceisdownon a
device. The default is solid purple.

Inactive. The color that indicates a device that is not being
monitored. The default is solid dark grey.

Background. The color of the map window background. The
default is solid light grey.

Text. The color for drawn text. The default is solid black.

Attach lines. The color for attached lines. The default is
solid yellow.

Note
The default color for freehand (unattached) linesisblack; you can
change this using the color toolbar.
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Editing a Network Map

You use Edit Mode to move device icons around in the map window.
When you're in Edit Mode, you can use tools to:

Add and delete device icons
Cut, copy, and paste device icons and drawn objects

Draw, color, and size graphic shapes to visually organize
network elements



Getting In and Out of Edit Mode

active, then click the Edit Mode button in the main toolbar. The

Edit Mode button (}t | To access Edit Mode, make sure the map that you want to edit is

editing toolbars appear.

Note

WhatsUp Gold stops polling the network when you're in Edit Mode.

Draw Toolbar

Draw ]|

NO@
O D@ A

Edit Toolbar

Use the Edit Toolbar to create
device icons and to select, move,
cut, copy, and paste device icons
and drawing objects.

The select tool is the default
active tool. When the select tool
is active, you can drag any map

object to a new location. \.r

Add workstation

Add server

Add bridge

Add LAN box

Add printer

Use the Draw Toolbar to add free (unattached)
lines, rectangles, filled rectangles, ellipses, filled
ellipses, and text blocks to your map.

Edi H

& B
Ei?.’/

= =
H @
4 50
B i

8 4

When the display tool is active,
you can click a device icon to
view and modify its properties.

Add host

Add router

Add hub

Add subnet

Add custom device. For more infor-
mation, see “Creating a Custom
Device Type” on page 35.

Edit Mode button To exit Edit Mode and return to Monitor Mode, click the
:}g | Edit M ode button again. The toolbars disappeatr.

Creating Network Maps

WhatsUp Gold

47



Border
color

Fill
color

48  User’s Guide

WhatsUp Gold

Keeping Tools Active

When you're in Edit Mode, you click a tool to use it. By default, the
tool stays active for one operation. If you want the tool to remain
active until you decide to change it, seléegp Buttons Down from
the Options menu.

Drawing

To draw a shape, such as a rectangle, ellipse, filled rectangle, or filled
ellipse, click the appropriate tool, and then drag to create the shape.
The shape uses the active border color, as shown in the illustration to
the left.Filled objects use the active fill color.

To change the border color, click the left mouse button on any color.
To change the fill color, click the right mouse button on any color.

Changing Item Properties

To change the line width or color of a drawn object, select the object,
and then seledtem Properties from the pop-up menu.

Attached Lines

In addition to the freehand lines that behave like any other drawn
object, you can also us#tached lines.

[ WhatsUpt.wup A= [ WhatsUpt.wup A=

When you move an icon that
has attached lines, the attached
ends of the lines move with it.

You can attach a device to up to five other devices or drawn objects.
The primary connection (the last connection made) is represented by a
line that is two pixels wide. Any secondary connections (all other
connections) are shown as lines that are one pixel wide.

To attach one device to another:

1 Right-click the device icon you want to draw an attached line
from; this displays the right mouse menu.



Text tool ! |

2  Select Attach to. The cursor changesto aline character.
3  Click theitem to which you want to attach the device.
Or, to set only the primary connection:;

1 Doubleclick adeviceicon to display its properties.

2 Click the Monitor tab.

3 Inthe Connected to item drop-down list, select the primary
deviceto attach to.

To disconnect any attached lines that originate from the selected
device:

1 Right-click the device.

2  Select Disconnect from the right mouse menu.

Or, to disconnect only the primary connection:

1 Doubleclick adeviceto display its properties.

2 Select the Monitor tab.

3 Inthe Connected to item drop-down list, select None.
Creating Text Captions

You can use text captions to further identify a network map or
segments of amap. Text is available in many fonts, sizes, text effects,
and colors.

In addition, you can specify an opaque background for the text block,
which is also available with a choice of colors. Text blocks can be
rotated a full 360 degrees (if you select a TrueType font) to address
specia text labeling requirements.

To add text to the network map:
1 Select the border color in the Color Toolbar.
2 Inthe Draw Toolbar, click the Text tool.

3 Place the cursor where you want to locate the text and click. The
Sample Text and its properties dialog box appear.

4 Inthe Text box, replace Sample Text with the desired text.
5 Set the color, font, or rotation options as appropriate.

Foreground. Click Change Color to select another color.
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Opaque. Select this to set the text against a background color.

Background. If Opaque is selected, the background color is
used. You can click Change Color to select another color.

Change Font. Click Change Font to change the font of the text.

Rotation. Enter a number from 0 to 360 to represent the degrees
to rotate the text. You must be using one of the TrueType fontsin
order to rotate text.

Note
Even after you rotate text, the text retainsits original anchor
points. To select rotated text, click an origina anchor point.

6 Click OK.

Arranging the Toolbars

In Edit Mode, you can arrange the five WhatsUp Gold toolbars any
number of ways, on or off a gray toolbar backdrop.

|—W'halsup Gold - mifirst. wup M= 3 |—W'halsup GoldElmilitstwup P[=] B3
File Edit “iew Object Align DOptions Tools ‘wWindow
Help

File Edit “iew Object Align DOptions Tools ‘wWindow

Hel Standard

% B DEHE|&|(xue| v vw|®
B = =
|—miﬁlsl.wup [R &
2 a
e
44
[ Y
EEIEEEN
10 &= & [ me] v w8

JJll:M— +|:|| oo 44
o+ 0| ++ 0O

Ready [ NM[ Toolbar backdrop

To make atoolbar float in its own window, drag the double gray lines
at the top of the toolbar to an area off the toolbar backdrop. To move a
free-floating toolbar onto the toolbar backdrop, drag itstitle bar to the
toolbar backdrop; to use the toolbar backdrop if it's not visible,
double-click a toolbar’s title bar.
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You can also reshape the Standard Toolbar by grabbing a side and
drag to the desired shape.

Saving and Naming a Network Map

If you save anew map by selecting Save from the File menu, the map
fileis saved with a default name. The first default file name assigned
by WhatsUp Gold is WhatsUp.wup, and subsequent maps saved this
way are named WhatsUpl.wup, WhatsUp2.wup ... WhatsU pn.wup.

To save amap with your own name, use the Save As command.

Saving a Context

You can use the Save Context function to save the window setup and
locations that you have selected for monitoring a network. For

example, if you regularly use a view where you have a Map Window,

Tree Window, and Status Window open, you can save thisview as a
“context” so that you can later open the context without having to
restart the Tree and Status Windows. You can use the Save Context
function to save several different views of the network.

To save a context:

1 From theFile menu, seleckave Context. The following dialog
box appears.

Save Context

Context Mame:
IG eargialffice j Cancel |

@ Start a2 curently displayed

= Start in Miri-Status mode
™ Start Minimized
™ Set default start to this contest

2 IntheContext Name box, enter a unique name for the context.
3 Select one of the following start options:

Start ascurrently displayed. When you open the context, it will
be displayed as shown in the current display, with current
window locations.
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Start in Mini Status mode. When you open the context, it will
be displayed in Mini Status mode. Mini Status mode provides a
simple listing of the network elements (in place of the main
window) and is designed to save screen space. For more
information, see “Using the Mini Status View” on page 100.

Start Minimized. When you open the context, it will be
displayed as an icon (minimized).

Optionally, check th&et default start to this context option if
you want this context to open whenever you start WhatsUp Gold.

Click OK to save your changes.

To open a context:

1

From the File menu, sele®pen Context. The “Open Context”
dialog box appears.

Select a context name from the drop—down list.

Click OK to open the context.



Chapter 3: Setting Up Notifications

When an event occurs on your network, WhatsUp Gold performs
several different actions. WhatsUp Gold:

Records the event in the Event Log (described in “Logging and
Reporting Events” on page 104)

Updates the device properties Status and Log tabs

Changes the appearance of the device icon on a map (as described
in “Reading the Network Map” on page 93)

Optionally, sends a notification (as described in this chapter)

WhatsUp Gold can send a natification in several ways; it can:

Sound an alarm

Activate a beeper

Send a message to a pager
Send an e-mail message

Send a pre-recorded message to a telephone (only in Windows
95, 98, and only if you have a voice modem installed)

Display a WinPopup on a Windows NT system
Send a group of notifications that includes any of the above types

You can also set up a “recurring report” to use a beeper, pager, or
e-mail message to send a network status report at a specified time
interval. See “Sending Recurring Status Reports” on page 125.

Setting up notifications involves two steps:

1

You first need talefine the notifications that you want to use,

such as activating a network administrator’s beeper or sending e-
mail to an individual. This section describes how

to do this.

Then, yowassign a notification to a particular device, selected
devices, or all devices.

For information on assigning notifications to a device, see
“Assigning Notifications to Devices” on page 69. For information
on assigning notifications for selected devices or for all devices,
see “Assigning Notifications Globally” on page 75.
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Defining Notifications

You define the different types of notifications using the Notifications
Editor. You can access the Notifications Editor in one of two ways:

*  From theView menu, seledotifications.

» Open the device properties, click th&ertstab, and select
Enable Alerts andEnable Natifications. Then click the
Notifications Editor button.

Note
Any notifications you define are stored in a file nariptify.ini
in your Windows or NT directory. This file is shared by other
Ipswitch products and is therefore not deleted or replaced when
you uninstall or upgrade WhatsUp Gold. Furthermore, if you ever
move WhatsUp Gold to a new system, you will need to manually
copy theipnotify.ini file to the Windows or NT directory of the
new system.

Defining System Notifications

System notifications are of two types: sound notifications and
WinPopups. A sound notification sounds an alarm when a device goes
down or comes back up. WinPopup notifications display a message in
the WinPopup window on particular Windows NT systems.

SelectView -> Notifications and click theSystem tab.

System |Pager I Beeperl tail I Programl Group'

~ Sound

Filename:

Ialarm].wav g@
Hew | Delete | I Repeat Save |
—winPopup [MT Only)
Diestination:
Jiacall =l

Message:

|zc %n %V %u %5(%s) &t 4t

Hew.. | Welete | Saye |
0k I Cancel Lpply | Help |
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Browse |j"|

Invoke Sound Recorder m

Sound Notifications

Note

To play the alarm sounds, you must have a sound card and speakers
installed on your system. Also, do not enable sounds if you plan to run
WhatsUp Gold asan NT service.

To define a sound notification:

1

4

Click New, enter aunigque name, and click OK. The new
notification name appearsin the list box.

In the Filename text box, enter the name of the .wav file to be
played when this notification is triggered. (Click the Browse
button to the right of the file name to select a.wav file.)

Click the Invoke Sound Recor der button to the right of the file
name to open the specified .wav file in the Sound Recorder. For
more information, see the Sound Recorder Help menu.

Optionally, select Repeat to play the sound continuously until the
Quiet button is clicked.

Click Save to save the new notification.

WinPopups

A WinPopup notification displays a message in the WinPopup
window on either:

A single Windows NT system. (You can define one WinPopup
notification for each system on which you want to display the
message.)

All Windows NT systems in a local domain.

To define a WinPopup notification (on Windows NT systems only):

1
2

Click New, enter a name for the notification, and cl@K .

In theDestination text box, select a host name or domain name
from the drop-down list. Note that, in the drop-down list, domain
names are marked with an asterisk (*).

In theM essage text box, enter a text message plus any of the
variables described in “Notification Message Variables” on
page 63. (You can use these to add status information.)

Click Save to save the new notification.
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Defining Pager Notifications

You can define a pager notification to send an al phanumeric message
to a pager when a device does not respond.

WhatsUp Gold supports PageNet and other TAP (Telocator
Alphanumeric input Protocol) pager services, aswell as SMS-TAP,
NTT, and UCP-SM S pager services.

To define a pager notification:

1 Inthe “Notification System” dialog box, click tHeager tab.

System  Pager |Beeper| b ail I Programl Group'

Default Pager Terminal Phone Mumber: Pager Type
Page Patty
PageE\er)a I & TaP
PageMarie Terminal Pazsword C SMSTAP

l— CONTT

 UCP-SMS

Pager ID:

Message Sking:

I‘Zc AR AATE

Test.. | Comm Setup.. |
Delete Save |

ak | Cancel | Aol | Help |

2 Click New and enter a unique name to identify the pager
notification, for exampleRPage Bob. Click OK. The new
notification name appears in the list box.

3 InthePager Type section, select the type of pager service that
you are using.

Note
Get thePager Type, Terminal Phone Number andPassword,
andPager ID from your service provider.

4 IntheTerminal Phone Number box, enter the phone number to
dial. If required, enter the pager password inTiaminal
Password box. You can use parentheses to delimit the area code
and a dash to separate the exchange from the extension numbers,
for example: (617) 555-5555.



5 Inthe Pager ID box, enter the pager identification number.

6 Inthe Message String box, enter atext message plus any of the
variables described in “Notification Message Variables” on
page 63. Use these to add status information to the notification.

7  Click Comm Setup to view the following dialog box.

i~ Diigital Beeper
-DK
Disl String: [ATDT%s,..., st COM Port
& COMI
e % Cancel
[ATDT 2, cat ey

Baud Rate  COmM3
’7('“ 00 <1200 2400 " COM4

tadem Init String: IATEUQW1X4 Timeout: |5

—Alpha Pager
todem Initialization String: [ATED]

I~ ant

Pager section [ATECOTRAFT

Baud Rate
’7(3’ 00 1200 2400

— Mail

From address: I‘WhatsU p'"' <whatsup@Eis:

8 IntheAlpha Pager section of the dialog box, enter:

Modem Initialization String (ATEQ). The default string is
ATEQO. This string should contain the modem commands for
“Command Echo Off.”

Baud Rate. Select the speed (measured in bits per second) at
which the serial port will communicate with the modem.

COM Port. Select the port to which your modem is attached.

8N1. The TAP protocol requires the 7E1 setting for
communications, but if your pager uses 8N1, you can
select this option.

Protocol. Select the protocol used by your pager service.

When you have entered the information, cl@K to save your
changes and exit the “Communications Setup” dialog box.

9 On thePager tab, clickSave to save the new notification.
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Defining Beeper Notifications

A beeper notification activates a beeper when a device does not
respond to polling.
To create a beeper notification:

1 Select View -> Natifications and click the Beeper tab.

S_l,lsteml Pager Beeper | b ail I Programl Group'

iBe t Beeper Number:
Beeplohnzon

Default Beeper I

Dial String:

IATDTZS,,.,XS#

Comma ta all

Up Code: ID"
Down Code: ng
SMNMP Trap Code: IB"
Test.. | Comm Setup.. |
Hew... | Delete Save |

ak I Cancel | Aol | Help |

2 Click New and enter a unique name to identify the beeper
notification, for example, Beep Bab. Click OK. The new
notification name appears in the list box.

3 Inthe Beeper Number box, enter the phone humber to dial.
You can use parentheses to delimit the area code and a dash to
separate the exchange from the extension numbers, for example:
(617) 555-5555.

4 IntheDial String box, the default isATDTYs, , , , %s#.
WhatsUp Gold replaces the first % with the phone number and
the second % with the Up, Down, or SNMP Trap code. Most
modems and beepers support the usé&'a’ terminate the
message and ' to print out a dash.

A comma (,) provides a one second pause. Commas are used to
give the beeper service time to pick up. If the code is dialed too
soon, you can increase the number of commas in the dial string;
you can decrease the number of commas if the modem waits too
long.
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5 Inthe Common to all section, the Up Code specifies the
characters sent to the beeper to indicate that the device has come
back up after being down (the default valueis 0*). The Down
Code specifies the code sent to indicate the device is down (the
default valueis 9*). The SNM P Trap Code specifies the code
sent to indicate that an SNMP trap has been received for the
device. You can use the asterisk (*) character to separate the code
from a subsequent message.

When sent to the beeper, the Up or Down Code is followed by

the Item digital code that indicates which device the notification
isfor. (The Item digital codeis specified in the “Add/Edit
Notifications” dialog box when you assign a beeper notification
to a particular device. For more information, see “Assigning
Notifications to Devices” on page 69.)

6 Click Comm Setup to view the following dialog box.

Communicalions Setup

i~ Diigital Beeper
oK
Dial Sting. [ATDT%s,,....%sH) COM Port ok |
& COM1
BN Cancel |
Beeper section I  COMZ

Baud Rate i COM3
’7('“ 300 1200 2400  COMd4

Modem Init String: IATEUQW1><4 Timeout: |5

i~ Alpha Pager
Modem Initislization String: (ATED]

[ATEOO 1R4F

Baud Rate
’7‘7' 300 1200 € 2400

— Mail

I~ &l

From address: I"WhalSU P ¢<whatsup@E@s>

7 Enter the following information in thigital Beeper section of
the dialog box:

Dial String. This is the default dial string for beeper
notifications.

Baud Rate. Select the speed (bits per second) at which the serial
port will communicate with the modem.

COM Port. Select the port to which your modem is attached.
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Modem Init String. The default string is ATEOQOV 1X4. This

string should include the modem commands for “Command Echo
Off” (E0), “Result Codes On” (QO0), “Verbal Results” (V1), and
“Extended Status” (X4).

Timeout. The timeout value determines how long the system
walits, after sending the last characteefore it hangs up the
phone (if a transition is not recognized).

When you have entered the information, cli@K to save your
changes and exit the “Communications Setup” dialog box.

On theBeeper tab, clickSave to save the new natification.

Defining E-mail Notifications

An e-mail notification sends a message to an e-mail address when a
device does not respond.

1

SelectView -> Notifications and click theM ail tab.

Systeml Pager I Beeper  Mail | F‘rograml Graup |

" IP Address of SMTP Host:
iy
Email5pin I

To I

From: I"W'hatsUp” <whatsup(Ess

Subject: IZC 5 v o at 2t

Message Sking:

o En kv Eu at
Address: %a
Info 1: %1

Info 2: %2

Date: %d

\_ILI_IL

Hew | Delete | Test | Save

0k I Cancel | Lpply | Help |

Click New and enter a unique name to identify the e-mail
notification, for examplelai | t o Net admi n. Click OK.

In thel P Address of SMTP Host box, enter the IP address of
your e-mail server (SMTP mail host).

In theTo box, enter one or more e-mail addresses that are
accepted by the SMTP server. Separate each address with a
comma. The addresses should not contain brackets, braces,
guotes, or parentheses.



8

The From address defines the sender of an e-mail notification as:
<what sup@s>, where s is converted by WhatsUp Gold to
the local host name. You may need to change this address to be a
valid user on your e-mail (SMTP) server. If you do change the
address, be sure to keep the angle brackets (< >) in place.

In the Subject box, enter atext message and/or any of the
notification variables described in “Notification Message
Variables” on page 63. You can use these variables to add
status information to the notification.

In theM essage String box, enter text messages plus any of the
notification variables described in “Notification Message
Variables” on page 63. You can use these variables to add status
information to the notification.

Click Save to save the new notification.

Defining Group Notifications

A group notification includes multiple pager, beeper, e-mail, or voice
notifications. Each group notification can be set up to “Notify All”
(send all its member notifications at once) or “Notify First” (send one
member notification at a time until one is successfully sent).

Example A. One group notification might be nam®etiousProblem
and it might include the following four pager notifications:

PageTodd 24 hours a day on Monday, Wednesday, or Friday
PageElena 24 hours a day on Tuesday or Thursday
PageKenny 24 hours a day on Saturday or Sunday
PageManager 24hours a day, 7 days a week

Example B. A group notification could try a series of beeper and e-
mail notifications until one is successfully sent. For example, suppose
you have a group notification nam@gerations; its members are:

* BeepJed
» EmailJed
» BeepHeidi
* EmailHeidi
» BeepFaith
* EmailFaith
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In this case, WhatsUp Gold would try to beep Jed first, but if this
beeper message is not sent successfully, it then tries to e-mail Jed.

If the e-mail to Jed is also not successfully sent, WhatsUp Gold next
tries to beep Heidi. Now, lets suppose the beeper message to Heidi is
sent successfully; in this case, WhatsUp Gold will not attempt to send
any more notifications in the Operations group.

To define a group notification:

1 Select View -> Notifications and click the Group tab.

Hotification System

Systeml Fager I Beaperl I ail I Program Group |

— Group Propertie:
Members: " MotifyFirst ¢ Motify &l

Delete | Up | Diown |
Mew... Delete | Save |
Ok | Cancel | Apply | Help |

2 Click the New button, enter a name for the group, and click OK.

3 Add each member notification to the group by clicking the Add
button to view the “Add/Edit Notification” dialog box shown on
page 72. The appearance of this dialog box varies slightly
depending on the notification that is selected in the drop-down
list at the top of the dialog box.

As described in the steps on page 72, select a member notification
from the drop-down list, set the options for the selected
notification includingTrigger andTime Period, and then click

OK. Repeat for each notification in the group.

4  (Optional) To send the member notifications one at a time until
one of them is sent successfully, seMatify First, and then use
theUp andDown buttons to sequence the list of members.

5 Click theSave button.



Notification Message Variables

In notification messages, you can use the following variables to
encode information about a device.

Variable Returns Notifications in which it's valid
case Mail (System) Pager | Beeper
sensitive WinPopup
%1 Info line 1 (from General tab) 0 0 0
%2 Info line 2 (from General tab) 0 0 0
Y%a IP Address (from General tab) 0 0 0
%cC Same as %T, returns the device type. Use O O O
%T; %c was used in previous versions.
%C Item digital code in “Add/Edit” dialog box. 0
%d Current date (mm/dd/yyyy) 0 0 0
%h Host Name (from General tab) 0 0 0
%L The Event Log file, whatsupg.log (or %Lnn 0
where nn = last nn lines of the log file)
%n Display Name (from General tab) 0 0 0
%N Notes and SNMP trap text. (Notes are from 0 0
the device properties Notes tab. If the event
is an SNMP trap, the full SNMP trap text is
appended to the notes.)
%0 SNMP Object identifier. (Valid only for a 0 0
custom device type) This is the word
“unknown” if SNMP Object box is blank.)
%R SNMP Read Community (from the SNMP 0 0
tab)
%s Winsock error code 0 0 0
%S WhatsUp Gold status (such as “timed out” 0 0 0O
or “did not respond”)
%t Current time (hh:mm:ss) 0 0 0
%T Custom device Type (from General tab) 0 0
See the Note below.
%u The word “UP” or “DOWN” 0 0 0
%v Names of down services 0 0 0O
%V Names of down services, followed by the 0 0
word “services”
%W SNMP Write Community (from the SNMP 0 0
tab)
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Testing Beeper, Pager, and E-mail Notifications

To test a beeper, pager, or e-mail notification, select it in the
Notification Editor and click the Test button. WhatsUp Gold runs a
test and responds with a Succeeded or Failed message. You can open
the Debug Log (View -> L ogs-> Debug L og) to see the conversation.

Defining Program Notifications

A program notification starts an application when a device goes down
or comes back up.

1 Select View -> Natifications and click the Program tab.

Motification System

Syslem' Pager I Beeperl (EE Program |Group|

B Program Filename:

|cslatrpt.eke j g

‘Working Directory:

Command Line Arguments:

|°/°n Hufa

Zu="UP" or "DOWHN"

“h=Host Name *a=IP Address
Zv=Services Zz=Mumeric 5latus
#1=lnfo line 1 #2=lnfa ling 2
%C=Item digital code “R=Fead Community
%T=Host Type Zhwf=hrike Community
%0=5NMP Object ID
Hew Lielete | Save |

0K I [Canee] | Help |

2 Click New, enter anameto identify the program notification, and
click OK. The new notification name appears in the list box.

3 IntheProgram Filename box, enter the executable name of the
application you want to start or browse for afile.

4  (Optional) In the Working Directory box, specify a directory
where the working files for the application are stored.

5 InCommand Line Arguments, enter any of the variables
described in “Notification Message Variables” on page 63. The

defaults are the display name (%n), up or down status (%u), and
IP address (%a).

6 Click Save to save the new naotification.
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Setting Up a Voice Modem

To use voice natifications, you must install a supported voice modem
and the Unimodem/V drivers on the system on which WhatsUp Gold
isinstalled. WhatsUp Gold has been tested with the US Robotics
Foortster Voice 33.6 Faxmodem with Personal \oice Mail and with
the Diamond 3500 voice modem.

Note
At the time this manual was published, the Unimodem/V driverswere
supported on Windows 95 and 98 only. Therefore, you cannot use
voice notifications on Windows NT.

To install the driver and voice modem:

1 Download the Unimodem/V driver, unimodv.exe, from Microsoft.
Copy it to an empty directory and run it to extract severa files.
See the readme.txt for installation instructions.

2 If your voice modem is not directly supported by Unimodem/V,
go to your modem manufacturer’s web site and locate the
Unimodem/V support files anevav driver. Copy the propeimf
files into your\windows\inf directory, open the Windows
Explorer to the directory, select the files, and sdiegtll from
the right mouse menu (or read the vendor’s instructions).

3 If the WhatsUp Goldwav files are compatible with your modem,
you can use them. If they’re not compatible, or you want to

change the message, you can record new files. The suggested

default setting for recording is: PCM 8,000 Hz, 16 bit, Mono.

Wave files needed for voice notifications are:

Default .wav file Message

isdown.wav “...is down.”

isup.wav “... Is now reachable.”

svcdown.wav “a service is down on ..."

svcup.wav “the service is now up on ...”

ahost.wav “a host ...”

pressone.wav “WhatsUp has a message for you. Press 1
for the message.”
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4  Set the .wav files on the Voice tab to point to the .wav files that
you cresate.

For more information, see the following section, “Defining Voice
Notifications.”

5 Make sure your serial port has a COM driver.

You can check this in the Control Panel by selecBysjem ->
Device Manager -> Ports-> (modem’s COM port).

If you do not have all of the above installed (voice modem,
Unimodem/V drivers, and a COM driver), you will not see\oece
tab in the “Notifications Editor” dialog box.

Defining Voice Notifications

After setting up the voice modem (see previous section), you can
define voice natifications to send a voice message to a telephone or
answering machine when a device goes down or comes back up.

You can use the defaultav files included with WhatsUp Gold to
send a message, or you can record your .osm files.

When a voice natification is triggered, WhatsUp calls the specified
telephone number and plays the initial message.

The default initial messagepréssone.wav) is “WhatsUp has a
message for you. Press one for the message.” When you press 1
on the phone, one of the up or down messages will play, such as
“A host is down.”

If you want to include the device name in the message (for
example, “Gyro is down”), you can recordwav file of a
particular device name and enter tivav file name in the “Add
Notifications” dialog box when you add the voice notification to
that device.

For more information, see “Assigning Notifications to Devices” on
page 69.



Browse D"'l
Invoke Sound Recorder <E|’|

To create a voice notification:

1 Select View -> Notifications and click the Voice tab.

Systeml Pager I Beeperl tdail I Program  Woice |
m Fhaone number IW

Roger at home Repest Msg Wﬂ@
Count: |10 Button: lr
Item Down Iisdown.wav ﬂ@
Item Up lisupwav— g @
Svi Down Isvcduwn.wav g@
Swvelp IW g @

This type of alert requires a UMIMODEMY driver
ta be installed with & voice modem!

Mew... | Delete | Test.. | Save |

ok I Cancel | Lepply | Help |

If you do not have a voice modem, Unimodem/V drivers, and a
COM driver installed, you will not see the Voice tab in the
“Notifications Editor” dialog box.

Click New and enter a unique name to identify the voice
notification, for example, “Phone Fred.” The new notification
name appears in the list box.

In thePhone number box, enter the phone number to didu

can use parentheses to delimit the area code and a dash to
separate the exchange from the extension numbers, for example:
(617) 555-5555.

In theRepeat M sg box, enter or select the sounddy) file that

will be played as the initial voice message to tell the recipient that
they have received a message from WhatsUp Gold. The default
messagepfessone.wav) is “WhatsUp has a message for you.
Press 1 for the message.” When the recipient presses 1 on the
phone, one of the status messages will be played.

Click Browse to select awav file. Click thelnvoke Sound

Recorder button to open thavav file in the Sound Recorder.

You can play the sound file or edit it to create a different

sound. For more information on Sound Recorder, see the Sound
RecordeHelp.

Setting Up Notifications 67
WhatsUp Gold




68

Browse D"'l
Invoke Sound Recorder <E|’|

User’s Guide

WhatsUp Gold

In the Count text box, enter the number of times to play the
initial message (specified in the Repeat M sg box) before timing
out (if the message is not acknowledged).

In the Button text box, enter the number on the telephone that the
recipient presses to get the status message.

The default message (specified in the Repeat M sg box) tells the
recipient to press 1 to receive the status message. You can set this
number to 99 to make it accept any number pressed on the
telephone.

Note
If voice mail or an answering machine answers the phone, the
voice notification will not get beyond theinitia .wav file
specified in the Repeat M sg box.

Optionaly, enter or select the sound (.wav) file that will be played
for any of the status messages. The default status messages are:

Property Default .wav file Message

Item Down isdown.wav “... is down.”

Iltem Up isup.wav “...is now reachable.”

Svc Down svedown.wav “a service is down on ..."
Svc Up sveup.wav “the service is now up on ..."
Wave file (in | ahost.wav “a host ...”

Alerts)

Click the Browse button to select a.wav file. Click the Invoke
Sound Recorder button to open the .wav file in the Sound
Recorder. You can play the sound file or edit it to create a
different sound. For information on recording and editing sound
files, select an item from the Sound Recordeiéyp menu.

Click Save to save the new notification.



Assigning Notifications to Devices

WhatsUp can notify you when:;

« Adevice is down
* A service on a device is down

* An SNMP trap has been received for a device

In order to receive a notification for one of these events, you need to
define the notifications you want to use. Then, once you have defined
the notifications, yowassign them to the appropriate device(s). These
can be individual devices, selected devices, or all devices in a
particular network map.

This section describes how to assign notificatioriedividual
devices. For information about assigning notifications globally (to
selected devices or tall devices in a map), see “Assigning
Notifications Globally” on page 75.

Note
Global notifications (assigned to selected or all devices using Map

Properties) override notifications assigned to individual devices.
Therefore, assign notifications globaligfore you assign them to
individual devices.

Using the Alerts Tab

You use theAlertstab to:

e Enable logging

* Enable an alarm sound

« Assign notifications and/or enable notifications
To use théAlertstab:

1 Double-click the device to view the device properties, and then
click theAlertstab. If alerts are not enabled and no notifications
are assigned, th&lertstab is similar to the following:
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Gyro

Motes I Status | Histary | Up-Time I Log | Menu I
General I SNMP I M oritar | Services Alerts

Lag Activity
’VF Enable Threshald: |1

Sound

[T Enatle Sound Tngger |4 ™| Continuzus:

Filznarne: IA\arm1 way gﬂ

Notification:
[T Eratle Notiisations Hotifications Editar
B
. Edit
List box Dole
akK I Cancel | Lpply | Help |
If notifications have been assigned to the device, they appear in
thelist box. If the notifications are enabled, they appear in ablack
font, but if they were assigned and subsequently disabled, they
appear in gray. Each device can have up to 10 notifications.
Gyro
Motes I Status | Histary | Up-Time | Log I Menu II
General | SNMP | rye
Log £
[ Erable alerts ¥ E Motes | Status | Histary | Up-Time | Log | Menu |
General I SHMP I Muoitar | Services Alerts
rSound——— Log Activity
T EnableSound  Ligg 7 Enobleclers LV Enatle Threshold: [1
Filename: IAIarm1.wav Sound
_ Natfioatians I” EnableSound  Trigger: |4 = Gontinuous
¥ Enable Notifications Filename: IAIalm1 wa ﬂﬂ
Enabled Bospbmmatt 4 Notificaiar
g . t
notifications ——— Pt erghaty - 4 I ErnabTicHieaians Notfiestions Edier
Email5 pin 4 —
BeepE mmett 4 0000 2400 Aidd
Default Beeper 4 aooo 2400 -
EmailMarty 4 0000 2400 i
Notifications mailSpin ¢ ORG240 e
that have been 0k | Can
assigned but e
disabled
oK I Cancel | Apply Help

2 Makesure Enable Alertsis selected.

3 If you want to log “UP” and “DOWN” events for this device,
underL og Activity, make sur&nable is turned on. (These
entries can be viewed on theg tab of the device properties.)
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To change the number of consecutive missed pollsthat generate a
“DOWN?" or “UP” event, change the value in théreshold box.

TheThreshold default value is 1, which means that every missed
poll is logged; this setting gives you the most complete
information about your network: when any device (or a
monitored service on a device) misses one poll, it is logged as
“DOWN?” or “SVCDOWN.”

If you have a device on your network that routinely misses just
one poll, you may feel that you are getting too many “DOWN” or
“UP” messages in the Event Log. In this type of situation, you
can set th@ hreshold to a higher number such as 2, 3, or 4.

However, if you have assigned notifications to this device and
want to make sure, for clarity’s sake, that a “DOWN?” or “UP”
event for this device is recorded in the Event befpre any
alerts or natifications are recorded, make sureTtireshold

value islessthan or equal to theTrigger value of any
notifications assigned to this device.

In theSound section of thélerts tab, selecEnable Sound to
sound an alarm (a specifiedlav file) when the device fails.

Note
To play the alarm sounds, you must have a sound card and
speakers installed on your system. Also, do not enable sounds if
you plan to run WhatsUp Gold as an NT service.

Trigger. Enter the number of missed polls after which the alarm
will be sounded. The default value is 4. See the information
above about the relationship of theigger andThreshold

values.

Continuous. Select this to sound the alarm until it is manually
turned off (by clicking th&uiet button in the main toolbar).

Filename. Enter or select the sounevav) file that will be played
when the device goes down. WhatsUp Gold provides thrae
files: alarml.wav, alarm2.wav, alarm3.wav.

Click the Browse button to browse the directories and select a
.wav file. Click thelnvoke Sound Recorder button to open the
.wav file in the Sound Recorder. You can play the sound file or
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edit it to create adifferent sound. For information on using Sound
Recorder, see the Sound Recorder Help.

6 (Optional) In the Notifications section of the Alertstab, select
Enable Notifications to activate this section of the Alertstab.

To delete a notification, select the notification in the list box and
click Delete.

To edit a notification, see “Editing Notifications” on page 75.

To assign a notification to this device, see below.

Assigning a Notification

Note
Before you can assign a notification to a device, you must define the
notification. For more information, see “Defining Notifications” on
page 54.

To assign a notification, you add it to the list box onAherts tab (if
Enable alerts andEnable Notifications are selected):

1 OntheAlertstab, click theAdd button to view the “Add/Edit
Notifications” dialog box. The appearance of this dialog box
varies slightly depending on the notification that is selected in the
drop-down list at the top of the dialog box.

e |4_ Cancel |

™ Auto send LIP alert after sending DOWN alert

™ Send alert even if console response

[~ OnSNMP Trap |

Time Period

7 days a week, 24 hours a day

Change... |
|tem digital code: I ﬂﬂ

2 Select a defined notification, suchefault Beeper or Default
Pager, from the drop-down list. All your defined notifications are
available from this list.
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Enter aTrigger. After this number of consecutive failed checks,
WhatsUp Gold sends the notification. We recommend that this
number be at least 4.

(Optional) Select Auto send UP alert after sending DOWN
alert to send the notification when the device(s) comes back up
after adown natification. Thisoptionisactivefor al naotifications
except sounds.

Select Send alert even if console response to send active
notifications for the device(s) even if the alarm has been turned
off on the WhatsUp Gold console by clicking the Quiet button in
the main toolbar. (Clicking the Quiet button normally prevents
further processing of the notifications associated with an event.)

Select On SNMP Trap to trigger anotification when an SNMP
trap is received for the device(s). When this option is enabled,
and the edit box to theright of it is empty, the specified
notification will be sent when any SNMP trap is received for the
device. If the edit box contains a trap number or humbers,
notification is sent only if atrap with the specified number is
received. Separate multiple entries in the text box with a comma.

You can enter a number for one of the six standard traps. If you
are unsure of a number, view the Events Log (after enabling
traps) to see what number is associated with a particular trap.

For more information on SNMP traps, see “Chapter 8:
Monitoring SNMP Devices” on page 143.

UnderTime Period, click Change to change the default setting
of 7 days a week, 24 hours a day.

Time period

— Day of 'Week oK

[ ]
x|
Cancel |

I | Gy I | Titee: I | Tk | Gat
I for B swed [ i

— Time of Day

& 24 hours a day

 Between IUSUU and I‘I?DD
7 Mot betwesn IDSDD and IWDD

7 days a week, 24 hours a day

Setting Up Notifications 73
WhatsUp Gold




74  User’s Guide

Select the Day of Week options: 7 days a week is the default.
You can clear the 7 days a week option and then select the
specific days of the week that you want to receive notifications
from this device.

Select one of the three Time of Day options: Use 24 hour s a day
to monitor all day. Use Between to set the start and end time for

monitoring. Use Not between to set the hours that monitoring is
turned off.

Note
When using Between and Not Between, the start time must be
less than the end time. To set a period between an AM time and a
PM time, you must use the 24 hour clock (0000 to 2400) or use
the options together to set the hours.

If you are assigning a beeper notification, the Item digital code
option isavailable. The Item digital code is a unique numeric
code that identifies the device, for example, the IP address. This
code is sent to the beeper following an “Up” or “Down” code.

Note
You can use an asterisk (*) character to separate numbers in an IP
address. The asterisk displays as a dash (-) in numeric beepers.
The period character (.) is not allowed in this box.

WhatsUp Gold

If you are assigning a voice notification, thavefile text box is
available. You can use this box to specifyvav file that
identifies the device that’s down.

To do this, record awav file for the device; for example, the
recording could say “Gyro” for a device named Gyro. When the
device goes down, the voice message will be “Gyro is down.”
The default value in this box is [auto]; this looks for the file
display_name.wav (for examplegyro.wav). If the file is not

found, it plays the fil@host.wav, which says “a host,” as in “A
host is down.”



Editing Notifications

You can edit:
* The way a notification works with a particular device
* The basic definition of a notification

To edit the way the notification works with this device, select the
notification on the device propertiddertstab and click th&dit

button to see the “Add/Edit” dialog box shown on page 72. The steps
below the illustration describe each of the values in this dialog box.

To edit the notificatiordefinition, you use the Notifications Editor.
You can access the Notifications Editor in one of two ways:

*  From theView menu, selediotifications.

« If you are on thélerts tab of device properties, selé&table
alerts andEnable Notifications. Then click theNotifications
Editor button.

Note
If you are editing notifications from th&lertstab, you must
click Save to apply your changes.

Assigning Notifications Globally

You can assign notifications globally by using Klerts tab of the
Map Properties. Using this tab, you can assign notifications to all
devices in the map, or to just the selected devices.

Note
Notifications assigned globally (on tiidertstab of Map Properties)
replace notifications assigned to individual devices. Because of this,
you should assign global notificatiobefore you assign notifications
for individual devices.
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To assign anotification to selected devices in a network map, or to all
devicesin amap:

1 Open the network map.

2 (Optional) If you want to assign notifications to less than all the
devices on the map, select those devices to which you want to
assign the notification.

3 From the File menu, select Map Properties and then click the
Alertstab.

Property Sheet
Genera\l Dlsplayl Colars ~ Aleits |
Log Activity
’]7 Enghle Threshold: |1_
— Sound
I” | Enztle Sound Trgger |4 = Contirmaus
Filename: IAIarm1 wa gﬂ
— Naotification:
I™ | Erabile Hatifications Hotifications Editar
Jodd
Active notifications ———J BT
appear in this list box m
 Nochanges ¢ Apphtoall  © Apply to selected
akK I Cancel | ASppl | Help |
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The notifications that appear in the list box in the Notifications
section are the active notifications for the selected device(s).

Make sure Enable Alertsis selected.

If you want to log “UP” and “DOWN” events for this device,
underL og Activity, make sur&nableis turned on. (These
entries can be viewed on theg tab of the device properties.)

To change the number of missed polls that generate a “DOWN”
or “UP” event in the log, change the value in Theeshold box.

TheThreshold default value is 1, which means that every missed
poll is logged; this setting gives you the most complete
information about your network: when any device (or a
monitored service on a device) misses one poll, it is logged as
“DOWN?" or “SVCDOWN."
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If you have adevice on your network that routinely misses just

one poll, you may feel that you are getting too many “DOWN” or
“UP” messages in the Event Log. In this type of situation, you
can set th@ hreshold to a higher number such as 2, 3, or 4.

However, if you have assigned notifications to this device and
want to make sure, for clarity’s sake, that a “DOWN?” or “UP”
event for this device is recorded in the Event befpre any
alerts or natifications are recorded, make sureltireeshold

value islessthan or equal to theTrigger value of any
notifications assigned to this device.

(Optional) In theSound section of théAlerts tab, selecEnable
Sound, and then assign or change the sound alarm.

Note
To play the alarm sounds, you must have a sound card and
speakers installed on your system. Also, do not enable sounds if
you plan to run WhatsUp Gold as an NT service.

Trigger. Enter the number of consecutive missed polls after
which the alarm will be sounded. The default value is 4.

Continuous. Select this option to sound the alarm until it is
manually turned off (by clicking th@uiet button in the main
toolbar).

Filename. Enter or select the sounevgv) file that will be played
when the devices go down. WhatsUp Gold provides thvee
files: alarml.wav, alarm2.wav, alarm3.wav.

Click theBrowse button to browse the directories and select a
.wav file. Click thelnvoke Sound Recorder button to open the
.wav file in the Sound Recorder. You can play the sound file or
edit it to create a different sound. For information on using Sound
Recorder, see the Sound Recoldelp.

In theNotifications section of théAlertstab, selecEnable to
activate this section of th&lerts tab.

Do one of the following:

To add notifications to the list box, see “Assigning a Notification”
on page 72.
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To edit a notification, see “Editing Notifications” on page 75.

To delete a notification, select it and cliDlel ete.

Note
When deleting notifications, make sure you have sel&ppdly
to all or Apply to selected before you click thé\pply button.

Do one of the following:

e SelectApply toall.
» SelectApply to selected.

Click Apply to apply your changes. CliéBK to apply your
changes and exit the “Map Properties” dialog box.



__________________________________________________________________________|
Chapter 4: Monitoring Services

When WhatsUp Gold checks adevice, it also checks each service you
have selected to monitor on the Service tab of the device properties.
WhatsUp Gold can monitor:

* Standard TCP/IP services

* Nonstandard TCP/IP services such as those that use
nonstandard port numbers (for example: Radius or IRC)

* Any other services (such as NT system services) that can be
checked by a custom, user-defined module using Microsoft’s
Component Object Model interface. See “Custom Services API”
on page 89.

When a monitored service misses a poll, you have several ways of
knowing about it:

* An eventis automatically recorded in the Event Log and on the
L og tab of the device properties.

» TheStatustab of device properties is automatically updated.

* The device icon on the network map automatically changes color
to purple (provided you are using the default colors).

» (Optional) A natification is sent. (This happens if a notification is
assigned to the device on which the service is running.)

Note
Using WhatsUp Gold to monitor a service that is logged by another
application may increase the size of that application’s log files by
generating entries to those files. Also, the other application may view
the WhatsUp Gold checks as failed connections; this could negatively
impact statistics generated from the other application’s log files.

Monitoring Services 79

WhatsUp Gold



General | SNMP | tonitor | Services I Alertz I
Motes Status | Histary | Up-Time I Log I tdenu

Shatus: ID IAclive and responding
Count: I'HE RTT: ID
r ICMP Statu:
Crown Count Total Last Response Time: .
— Device Status tab shows
g [8 [im45:46 )
service status.
- Service Statu ‘/’
Dawun Count Total Last Responze Time:
|1 |1 IND[ since initialization
=] 2
o=
ey =]
w| T
1] I

K. Cancel | e[ | Help |

Note
To reduce the load on your network, we recommend you monitor only

the most critical services, and not every service on a device.

‘
Device Log tab shows

General I SHMP | Monitor I Services | Alerts | services down.
Motes | Status I History | Up-Time Log I Menu

20000202 1046 SYCDOWHN wihks180 156.21.60.780 IMAPS 4/
20000202 1046 SVCDOWHN whks180156.21.50. T80 HTTP
20000202 1046 SVCDOWMN whks180 156.21.60. 180 NNTF
20000202 1048 SWCDOWN whks180 156.21.50.180 FTP
20000128 1203 DOWM wks180 156.21.50.180 Timed Out
19991215 1307 DOWM whks180 156.21.50..180 Timed Out
11 9991215 1253 UP whs180 156.21.50.180 missed 1

-
4] | »

oK I Cancel | Lppli | Help |
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Monitoring Standard TCP/IP Services

Standard TCP/IP servicesinclude DNS, FTP, POP3, SMTPR, HTTP,
IMAP4, NNTP, SNMP, Echo, Gopher, Telnet, and Time. You can
scan a device to see which of these standard services are running oniit.

To scan a device to see what services are running:
1 Double-click the deviceto view its properties
2 Click the Servicestab.
3 Click the Scan button.

Any services found are turned on (check mark is displayed) for
monitoring.

The Services tab before clicking the Scan button After clicking the Scan button, the tab shows three

shows two services being monitored.

Gro
Notes I Status I History I Up-Time I Log I tenu I Motes | Statuz I Histary I Up-Time | Log I Menu |
General | SNMP | Monitor Services Alerts General | SNMP | Moniter Services I Blerts

Scan I GNE Domain Name Service]
¥ FTP [File Transfer Protocal)

I™ POP3 (Post Dffice Pratocel ¥3) ™" Slow network ¥ POPA (Post Office Pralocol ) I Slow netwrk
™ SMTP [Simple Mail Transfer Protocol) ¥ SMTP (Simple Mail Transfer Pratocal)
™ HTTP [HyperTest Transfer Frotocol) [~ HTTP [HyperText Transfer Protoool]
™ IMAPA (Intermet Mail Access Protocol 4) ™ IM&P4 [Intemet Mail Access Protocal W)
I NNTP [Metwark Mews Transfer Protooal) [¥ NMTP [Matwork Mews Transter Protacol]
I SNMP I~ SNHP
:: Eatm e Cusztom Services M e S Custom S ervioes
r ?:::?r;;::r |:|HTT.F‘ Content Scan ll: E;‘:}:lsi:’:r [JHTTP Content Scan

[ 1Radius Server IR adius Server
I Time Server [ IS5L Server [T Time Server 1551 Server

additional services running on the device.

Cancel | Apply | Help | QK I Cancel | Apply | Help |

By default, WhatsUp Gold monitors services using | CM P packets, but
if you want to monitor a service on a device that does not allow ICMP
packets, you need to change the | CM P setting to TCP on the Gener al
tab of the device properties.

Note
The TCP setting uses either TCP or UDP to poll the service. To use
this method of monitoring a device, at least one service must be
monitored on that device.

Monitoring Services
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Services can be monitored only on a device that has ICMP or TCP
selected as the polling method (on the General tab of the device
properties). In other words, if you have selected IPX or NetBIOS as
the polling method for the device, you cannot monitor the TCP/IP
services on that device.

You indicate what TCP/IP services you want to monitor on the
Services tab of the device properties.

1 Doubleclick adeviceto view its properties. Click the M onitor
tab and select Monitor This Device.

2 Click the Servicestab.

smaic.ipswitch. com
Motes I Status I Histary I UpTime | Lag I Menu I
General | SHMP I tonitar Services | Aleits
E- Scan
™ FTP [File Transfer Protocol]
™ POP3 [Post Dffice Pratacol 43) ™ Slow netwark.

™ SMTP (Simple Mail Trarsfsr Protocol)

™ HTTP [HyperText Transfer Protocal)

™ IMAP4 (Intemet Mail Access Protocol ¥4)
I MMTP [Metwork News Transfer Protocal]

™ SHMP

™ Echa Server

B ey G Cuztam Services

r1 |p o [ JHTTF Caontent Scan
fana S (1R adius Server

™ Time Server 1550 Server

u]:8 I Cancel | Lppli | Help |

3 Select the services you want to monitor.

You can click the Scan button on the Services tab to scan the
device and see which of the standard services are running on it:
WhatsUp Gold selects all active servicesit finds.

4 Click Apply to save changes.
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Monitoring Custom Services

You can also monitor “custom” services. Custom services include:

* TCPI/IP services that are not listed on 8eevices tab (such as
Radius or IRC)

*  TCPI/IP services that use a nonstandard port number

You can define an unlimited number of TCP/IP custom services; these
become dynamic, sharable objects that can be monitored on any
device on any network map.

WhatsUp Gold is shipped with custom services already defined for
you:

e HTTP Content Scan
« Radius Server (Remote Authentication and Dial-In User Service)
 SSL Server

You can define additional TCP services. For example, you may want
to monitor an IRC (Internet Relay Chat) service, a Lotus Notes server,
a Microsoft SQL server, or a Microsoft Exchange service.

Defining a Custom TCP/IP Service

The monitoring of a service always involves a protocol handshake
and can also include some additional information exchange between
WhatsUp Gold and the service. You can search the response from
the service for an exact match of a particular text string, or you can
use rules expressions to analyze the response for a more generic
text pattern.

For example, if you are looking fany error message, and you know
that all possible error messages have the word “fail” in common, you
can use a rule expression to look for just the word “fail.” Or, you can
create a rule expression that looks for any number of possible error
messages. (You can search for “this,” “that,” or “the other.”).
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The list box shows
the custom services
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To define a custom TCP/IP service:

1 Select Custom Services from the View menu. You see the

following dialog box.

Custom Services [ x|

 Service Propertie:

Expect on connect

Fiadiuz Server

that are a%' S5L Server ot [20 [ J
defined. Send command on connect
Timeout

et [f [GET/HTTRA Ginbcospt

Expected command response

& 1CP I”."dhtmb J

©UDP Sendto dizcannect

et

M &I Help | Cloze | Save I

Click the New button.

Mame: || ak. I

T}!DEITEPJIPService v[ Cancel |

Select TCP/IP Service from the Type drop-down list.

In the Name text box, enter a unique name for the service. This

name will be displayed as a selectable option on the Services tab

of the device properties. Click OK to return to the “Custom
Services” dialog box shown above. The name you entered for the
new service now appears in tBéobal Services list box.

In theGlobal Serviceslist, select the name you just entered.

In thePort text box, enter the TCP or UDP port that you wish to
monitor. For example, 6667 is the standard port for IRC.

In theTimeout Seconds text box, set the timeout for the service
status, in seconds. Note that this is different than the timeout used
for polling a device.

Select th& CP or UDP network type.

In theExpect on connect text box, enter a text string or a rule
expression that you expect the remote service to send back to you
on connect. For information on composing a rule expression, see
“Using Rules Expressions” on page 86.
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In the Send command on connect text box, enter the command
to send to the service’s port.

Examples:
For IRC, the command is

Version\r\n
For HTTP, the command is:

CET / Access/ nyprogs/dbstat.qry HTTP/ 1. 0O\ r\ nAccept:

*[*\r\nUser -

11

12

13

Agent: Ipswitch_Whatsup/5.0\r\n\r\n

(This is for a cgi program nameltistat.qry located in/Access/
myprogs/; this program performs a status check of a datgbase.

In theExpected command response text box, enter text or a rule
expression that represents the expected response to the send
command. For example, for IRC, this is

sirc
For the HTTP example above, you might scan for an approximate
match by using:

. *(successful | success| ok)

You can enter a customized string that you have set up on the
service to tell you that everything is OK. For more information,
“Using Rules Expressions” below.

In theSend to disconnect text box, enter a command string to
disconnect from the service properly. For most TCP/IP servers,
the stringQUI T\ r\ n is proper. If a command string is not
specified, the connection is closed by sending a FIN packet and
then an RST packet.

Click Save.

Note
You must click theSave button to save the custom service.
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Using Rules Expressions
The rule expression syntax is:
search text quantifier

Note that search_text can be any combination of literal text and the
text patterns shown below.

To create arule expression:

1 Inthe “Custom Services” dialog box shown on page 84, click the
Browse button next teBxpect on connect or Expected
command response to view the Rules Expression Editor.

Rules Expression Editor [ %]
Insert Expreszion | | Ok I
Inzert Quantifier | Cancel |

Examples |

& containg © doesn't contain [ Match Case

Test | Enter your test text here

2 Select theontains option to look for messages that contain the

search string; seledbesn’t containto look for messages that do
not contain the search string.

3 Select Match Caseto search for text that matches the case of the

search string; to ignore case, make sure Match Caseis not
selected.

4  Enter the expected text by doing one or more of the following:

* Type the literal text that you want to search for. For example,
if you want to find the wordail, typef ai | .

« Type the text and quantifiers you want to search for; See
“Rules Expressions Text and Quantifiers Tables” on page 87.

* Click Insert Expression or Insert Quantifier to insert a
generic form of a text pattern or a quantifier. Then edit the
inserted expression. See “Rules Expressions Text and
Quantifiers Tables” below.

5 Click OK to save the rule.



Rules Expressions Text and Quantifiers Tables

Text Pattern Expression
Any character .
Any of the values separated by vertical bars |
within the parentheses; the vertical bar

represents “or”

Any word character (a-z, A-Z, 0-9) \w
Any non-word character \W
Any digit (0-9) \d
Any non-digit \D
Any white space (spaces and/or tabs and/or \s
carriage returns)

Any non-white space \S
Any punctuation character (any character other |\p
than \w or \s)

Any non-punctuation character \P

n2 are numbers)

Binary value %nnn where nnn is
a number between 0
and 255

Quantifier Expression

Zero or more *

One or more +

Exactly n {n}

At least n1, but not more than n2 (where nl1 and |{n1,n2}

Note: As shown above, the following characters have special meaning

inarule

(YO 1%+ .2 %

If you want to use one of these charactersin a search string, precede it
with abackslash. For example, to search for aplussign, enter \+ inthe

search string.
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Testing a Rules Expression

To test arule expression, you use the Rules Expression Editor.

Rules Expression Editor [ %]
Insert Expreszion | | Ok

Inzert Quantifier | Cancel |
Examples |
& containg © doesn't contain [ Match Case

Test | Enter your test text here

Test results are

displayed here.\

Returned TRUE

1 If the Rules Expression Editor is not visible, select Custom
Services from the View menu. Then, select the rule you want to
Browse button J test. Click the Browse button next to the rule to view the Rules
Expression Editor.

2 Inthelower text box of the Rules Expression Editor, copy a
message that meets your intended search criteriaand click Test.

If the rule expression does what you intended it to, Returned
TRUE isdisplayed. If the rule expression doesnttest true,
Returned FAL SE is displayed. Edit the rule expression and test
again. For along or complex rule expression, we recommend you
test one part of it at atime.

Summary of Service Monitoring Requirements
When you want to monitor services (either standard or custom), you
need to make the following changes to the device properties:

Turn onMonitor This Device on theMonitor tab of the device
properties

» Use theService tab of the device properties to select the services
to monitor on the device.
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Custom Services API

WhatsUp Gold provides a COM interface to allow experienced COM
program developers to create customized service checks that “plug in
to WhatsUp Gold. In fact, the TCP/IP Service monitoring capability
of WhatsUp Gold is implemented as a plug-in module that uses
WhatsUp Gold’s COM interface.

You can also visit our web site and download other plug-ins such as
an NT Service Monitor Plug-In and an SNMP Threshold Plug-In. Any
other plug-in modules we make available in the future will also be
listed on our web site.

To write your own plug-in modules, see tliegapi.h file that was
installed with WhatsUp Gold.

Note
All pertinent information regarding the implementation of the COM

interface is provided in theugapi.h file that is automatically installed

in the WUG program directory. The information in this file is for
experienced COM program developers to use to extend the
monitoring capabilities of WhatsUp Gold. It is beyond the scope of
this document to provide any guidance on writing COM applications.
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Chapter 5: Working from the Console

WhatsUp Gold has two interfaces: the console and the web interface.
The WhatsUp Gold console is the system on which WhatsUp Gold
isinstalled.

This chapter describes how to use the console to start and stop polling
of the devicesin your network map and how to display network status.
“Chapter 7: Working from a Web Browser” tells you how to use
WhatsUp Gold from the web interface.

Opening Network Maps

In order for WhatsUp Gold to monitor a network, you need to have the
network map open. You can open previously-defined naipsf>

Open] or create a new network malpile --> New]. For detailed
information on creating a network map, see “Chapter 2: Creating
Network Maps” on page 13.

You can open multiple map windows and WhatsUp Gold can monitor
the network maps simultaneously. If you open a map that contains
subnets, the subnet maps will also open.

For any device that you do not want to poll, you can turiafhitor
Thisltem on theMonitor tab of the device properties. (The icon for
any device that is not being actively monitored is displayed in dark
gray by default.)

Starting and Stopping Polling

When you open a network map, Whatsepld immediately starts
automatic polling — it polls the devices continuously, starting each
new pass after a specified time interval. If a map contains subnet
maps, WhatsUp Gold also opens the subnet maps and starts polling.
You can stop and start automatic polling at any time.

You can also start a single check of the network, in which case
WhatsUp Gold makes a single pass through the devices in the active
network map, polling each device.
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Stopwatch button I |
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To Initiate Automatic Polling

When you open a network map, Whatsup Gold immediately starts
automatic polling on the map and any associated subnet maps.

To change the default settings for automatic polling, choose M ap
Properties from the File menu. The map properties appear. On the
General tab, set the number of seconds you want between checks
(Poll Frequency), the number of seconds to wait before timeout
(Default Timeout), and any other options you may want to change.

If polling is stopped, you can restart automatic polling of currently
active devices by clicking the Stopwatch button in the main toolbar.
WhatsUp Gold checks each device and tracks the responses. After
waiting the time set in the Poll Frequency, it makes a second polling
pass through the devices and continues polling until you stop polling
by clicking on the Stopwatch button again or by closing the map
window.

WhatsUp Gold pollsthe devices in the order in which they were

created in the network map. To view or change the polling sequence,

select Dependencies Window from the Windows menu. For more
information, see “Viewing and Changing Dependencies” on page 96.

To Stop Automatic Polling

To temporarily stop automatic polling, click tBeopwatch button in
the main toolbar. To resume polling, clitopwatch again.

Note
If you exit WhatsUp Gold during a poll, it may take up to 30 seconds

for WhatsUp Gold to remove itself from memory. Until it is removed
from memory, WhatsUp Gold appears in the Windows task list (when
you press Ctrl+Alt+Del).

To Check a Device

To do an immediate poll of a device, right-click a device and select
Check now from the pop-up menu.



Reading the Network Map

By default, the following conventions are used in the map window to
indicate the status of a device or service:

* Inverted device name — an event has been recorded for the
device. For more information, see “Types of Events Logged” on
page 104.

e Green device icon — the device is “up” (responding to polling)

* Light green icon — the device has missed at least one polling
request

¢ Yellow icon — the device has missed two polling requests

* Red icon — the device is “down” (It is not accessible or has not
responded to four consecutive polling requests)

» Purple icon — a standard service on the device is down

You can change the default colors in the map properties, as described
in the Map Color Properties topic in Help.

You can quickly display a brief status message by moving the cursor
over a device icon. In the status bar of the map window, a message
displays the device’s host name, IP address, and current status or
service status.

WhatsUp Gold displays a count-down timer on the right side of the
status bar of the map window. The timer is set tdvilag Poll
Frequency (File ->Map Properties) and counts down to one
between each poll. WhatsUp Gold resets this timer after each poll.

Quiet button E |

Receiving Alarms

If sound is enabled (on tdertstab of device properties), an alarm
sounds when a device fails to respond to four (the default) consecutive
polling requests. To play the alarm, you must have a sound card
installed on your system. You can set the number of failed poll
requests that triggers a sound alert.

To turn off a sound alarm, click ti@uiet button in the main toolbar,
or selectStop Alarm from theTools menu.
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Receiving Notifications

Enabled notifications are sent when:

* The device fails to respond to the specified number of
polling requests

* A monitored service goes down

* An SNMP trap is received for a device

To view the active notifications for a network map, select
Notifications Window from theWindows menu. For more
information, see “Viewing Active Notifications” on page 100.

Acknowledging Alerts

To acknowledge alerts, sele®tknowledge from theTools menu.
Acknowledge is active only when there are unacknowledged alerts.
Clicking it acknowledges alerts and prevents any pending alerts from
being sent.

Using the Status Tab

To display status information associated with any of the displayed
devices (active or inactive), double click the device to view its
properties. Click th&tatus tab to display current status information.

General | SHMP | Maonitar | Services I Alerts I

Motes Status | Histary | Up-Time I Log I Menu
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The Statustab displaysthe status of packets sent by WhatsUp Gold to
poll this device and a current status message. These status numbers
are measured from the last time the device’s counters were cleared.

Status. Current status of the device. A zero status code indicates
the device is up. A numeric status code above 10000 is a Winsock
error code. The text for the error message is also displayed.

Count. Total number of times this device was polled.

RTT. Round Trip Time (RTT) is the time (in milliseconds) that it
took the last packet sent to arrive at the device and return.

The Status tab shows the following three items for the Device
(ICMP) Status and Service Status:

Down Count. Count of how many polls have passed since the
device or service last responded.

Total. Total count of how many polls occurred where the device
or service did not respond since the counter was last cleared,
WhatsUp Gold started, or since the device was added to the map.

Last Response Time. Time of day (irhours: minutes: seconds) of
the last response.

The services graph at the bottom of the dialog box shows the status of
any services being monitored on the device (as specified on the
Servicestab). Services cannot be monitored if NetBIOS or IPX is the
selected polling method. A service is green if it is up, red if it is down.

You can also display the following status information from within a
device’s properties:

» Click theHistory tab to display a graph of the round trip times of
the device over the last 30 polls. Red vertical bars indicate the
device was not responding.

» Click theUp-Timetab to display a pie chart that shows the
percentage of successful polls for the total poll count.

» Click theL og tab to display any service or device “up” or “down”
events for this device. On tiAdertstab, you can enable logging
for the device (sele&nable in theL og Activity section).
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Using the Status Window

The Status Window shows alist of all the devicesin the currently
active map and displays the status using the same colors used on the
map. It also shows the status of any services being monitored.

From the Window menu, select Status Window.

[ ]156.21.50.128:2

[ v

You can monitor the network through the Status Window. You many
need to expand the Status Window in order to read the service status
information.

In the main toolbar, click the Poll button to start a single check of
each devicein the Status Window. Click the Stopwatch button to start
automatic polling of each device.

You can double click adevicein the Status window to display the
device properties.

User's Guide
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Viewing and Changing Dependencies

By default, WhatsUp Gold polls devicesin the order that they
were added to the map. In the Dependencies Window, you can
view and change the polling sequence and a device's dependency
on other devices.

You can set or change a dependency so that certain devices get polled
only if another device that they are connected to is up or down. For
example, you may want to poll intervening routers only if the end
point cannot be reached. An easy way to set this up isto use the
Traceroute tool (see page 171) to automatically map a path to an
address and tell it to Set Dependencies. Look at the result in the
Dependencies Window after doing this.



From the Window menu, select Dependencies Window.

DB1 32582403

D2 [3258a417)

FTP [3298a355)
) FOOI Router (329835
i Whalsp (2h6chc
] Down Dependencies
] Iwald Dependencies

T /

The Dependencies Window shows the network as a hierarchical tree
showing the polling sequence and user-defined up and down
dependencies. The value in the parenthesis after the name is an item
identifier to resolve ambiguous device names.

Poll Sequence and Up Dependencies. Devices are listed in the order

they are polled. If a device is “up dependent” on the device above it, it
is indented. You can drag a device within the branch to change the
polling order of the device.

To change the polling sequence, do one of the following:

* InthePoll Sequence and Up Dependencieslist, drag a device to
a different location in the Poll Sequence list.

* Right-click a device and use the popup menu.

e Select a device and use the Arrange menu.

The following commands appear on the popup/A&nthnge menus:
Moveto Start of Poll. Make the device the first device to be polled.

Moveto Earlier in Poll. Move the device up one position in the
order.

Moveto End of Poll. Make the device the last device to be polled.
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Moveto Later in Pall. Move the device down one position in the
polling order.

Setting “Up” and “Down” Dependencies

You can set any of the devices in the map to have an “up” or “down”
dependency on another device in the map. An “up dependency”
means that the device is checked only if another specified device is
up. A “down dependency” means that the device gets checked only if
the other device is down.

Dependencies are shown in tip Dependencies andDown
Dependencies lists by their location and indentation. If a device is
dependent on another device, it is indented below the other device.

To set an up or down dependency:

1 IntheUp Dependencies or Down Dependencies list, move the
device that you want to have a dependency so that it appears just
below the device it will depend on.

2 Right-click the device that you want to have the dependency.

3 SelectDepend on Prior Item from the right-mouse menu.
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Viewing the Polling Statistics

WhatsUp Gold provides easy access to the polling statistics for the
active map. From th@/indows menu, selecstatistics Window

to view the accumulated statistics for each device in the active
network map.

The polling statistics are retained when you close or open network
maps. Each map has an associateil file. Polling statistics are
logged in thamap_name.wui file.

Device Addiess Type | Status | Period | Count| 2R [#Mi. | Down. [#al | avg. | Min. [ Ma
129 15621 60,129 ICMP 0 54335 261 10000 000 000 [ 2 o0
motawn 156,21.50.142 ICMP 0 54335 261 10000 000 000 0 0 oon
piint1 156.21.50.133 ICMP 0 54335 261 9234 FEE 020 o 2 oo
wks130 156.21.50.130 ICMP 0 54335 261 10000 000 000 0 4 oo
serv154 156.21.50.154 ICMP 0 54335 261 10000 000 000 a 0 o 10
servl55 156.21.50.155 ICMP 0 54335 261 10000 000 000 o 0 [RT]
w5005 156.21.50.5 ICHP 0 54335 260 10000 000 000 0 0 ooz
Gaithersbuig 156.21.50,182 ICMP 0 54335 261 10000 000 000 a 1 L]

| [ 156,21 50,163 ICMP 0 54335 261 7385 2605 108 0 0 0 [

Wl Keris quare 156,2150.190 ICMP 0 54335 261 544 1458 034 0 0 o0

Wl s182 186.21.50.182 ICMP 11070 54335 251 000 10000 427 a 0 a 0

Stop S




The Statistics Window lists al of the devices in the network map and
shows the following statistics for each device:

Device. The device name.
Address. Device address (if the polling method is ICMP or TCPF/IP).

Type. The polling method (ICMP, TCP, NetBIOS, or IPX) set on the
General tab in the device properties.

Status. The device’s last read status. A zero status indicates the
device is up. Any other value indicates an error. If it is a TCP/IP
device, you may see a status code above 10000, a Winsock error code.
To view a reported error, click ti&atus tab of the device properties.

For each device, the Statistics Window also shows the counters
described below. These values are cumulative until you reset them for
a map in one of two ways:

» Using theReset Counters command on th&ools menu
(available only when the Statistics Window is open)

e Using theReset Counters function in the web interface

The counters shown in this window are not the same as those shown
in the Statistics Log. Counters in the Statistics Window are
cumulative per device. Counters in the Statistics Log are written per
device at an interval determined by the setting orsthgstics
Generation tab Options-> Program Options).

Period. The time (inhours: minutes) since the counters were
last cleared.

Count. The number of times the device has been polled since
last cleared.

% Responded. Of the total number of polls to the device, the percent
that responded.

% Missed. Of the total number of polls to the device, the percent
that failed.

Down Time. The total down time (ihours:minutes) for this device.
This is calculated by multiplying the number of missed polls by the
Map Poll Frequency. For example, if the device misses 7 polls, and
the poll frequency is once per minute, the down time will be 7
minutes.

# Alerts. The number of alerts that have occurred for the device.
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AvgRTT. Average round trip time (RTT) of the last polls sent.
MIinRTT. Minimum RTT of polls sent to the device.
MaxRTT. Maximum RTT of polls sent to the device.

You can click any of the column headings to toggle the sort between
ascending and descending.

Double-click a device name to
view the Alerts tab of the device

propertes, ————— P

Double-click an Alert Name to
view the Notifications Editor.

[ for_shot.wup:2 M= 3 '
i Alert Name g
Beep John 4 035 1245
Big Router Toddstpp 4 nooo 2400
wooly bammath Start Text Edit 4 nooo 2400
Fouter in Lab Beep John 4 0300 0300
Router in Lab il Al 4 0ooa 2400
efault bail 4 2400 1700
Page Paige 4 0300 1700
Default Mail 4 0ooa 2400
4

Viewing Active Notifications

You can view the notifications enabled for the active network map.
From the Window menu, select Notifications Window.

The notifications are grouped by device. Click a column heading to
toggle the sort between ascending and descending order.
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Using the Mini Status View

The Mini Status view isasmall profile window that you can use to
monitor network status in place of the map window. The Mini Status
view lists al devicesin the currently active maps and displays status
using the same colors used in the map window.



Each open map is listed in a
separate column. Any
services being monitored on
a device are shown.

Click the Mini Status view to
silence an alarm.

Double-click the Mini Status
view to close it and go back
to the map window.

From the View menu, select Mini Status. The WhatsUp Gold main
window is closed and the Mini Status view appears.

i WUG Status
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Chapter 6: Logs and Reports
WhatsUp Gold logs two types of data:

» Events — Events are changes to network status, such as a device
going down or a device coming back up. Events are recorded in
the Event Logwhatsupg.log), which provides a history of what
has occurred on the network. In addition, the Debug Log window
provides a view of events as they occur.

» Polling statistics — Polling statistics are the accumulated round
trip times (RTT) of polls sent to a device. These statistics measure
the availability and performance of a device. Polling statistics are
recorded in the Statistics Lognfgstats.|og).

From this logged data, WhatsUp Gold can create several reports and
graphs that show the status of your network in different ways. From
theReports menu, you can create the following:

Event Reports. Show device up and down events, service up and
down events, and WhatsUp Gold events such as map open and close.
You can print this report or create a tab-delimited file from it.

Statistics Reports. Show round trip times and percentage of missed
polls based on the accumulated polling statistics for each device. You
can print this report or create a tab-delimited file from it.

Performance Graphs. Show devices by best or worst performance
based on aggregated polling statistics, and shows graphs for each
device.

Recurring Reports. Show network status (count and names of
devices that are up, count and names of devices that are down, and the
most recent lines from the Event Log). Recurring reports are sent as a
pager, e-mail, or beeper message at a specified time interval.

This chapter describes how to use the WhatsUp Gold logs and reports.
They are available from the console and from the web interface.

Note
Performance graphs are not available from the web interface, but can
be exported to HTML format (for more information, see see “Using
the Command Line for Performance Graphs” on page 123.).
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Logging and Reporting Events

WhatsUp Gold logs eventsin the Event Log (whatsupg.log) and lets
you create reports based on the event data.

WhatsUp Gold automatically logs application-level events (such as
opening or closing amap) and device-specific events (such asadevice
or service down) for devices that have L og Activity enabled on the
Alertstab. After WhatsUp Gold logs sufficient event data, you can
generate reports on the data or save the datain atab-delimited format
that can be imported to another application.

The following sections describe the types of events logged, how
you can modify event logging, and how you can generate reports on
the events.

Types of Events Logged

WhatsUp Gold records eventsin the log (whatsupg.log) as they occur.
WhatsUp Gold logs the following types of events for any open maps:

* Map changes — includes map open and close and changes to the
map configuration.

* SNMP traps — logs SNMP trap server start or stop and any
SNMP traps received for a device.

« Device changes — for devices that hawg Activity enabled on
the Alerts tab, WhatsUp Gold logs an up or down alert for a
device or a service and missed polls for a device. When a device
comes back up, it logs the total number of missed polls and the
total down time.

* Notifications — all notifications that get sent are logged.

» Acknowledged Alerts — logs an event when you s€lects ->
Acknowledge (to clears all alerts) on the console or click
Acknowledge in the web interface.

» Access table lockout events — occurs when a web access attempt
is denied, for example, due to settings onWreb Access tab of
Program Options. The log entry also shows the IP address of the
host that attempted to log on to the web server.

* NT Service events — any up or down events resulting from
checking an NT Service.



Changing How Events Are Logged

The application-level events (such as opening or closing amap) are
logged automatically. For device-specific events, you can specify:

Whether the up or down events for a device are logged

The number of polls missed lireshold) before a “DOWN” or
“SVSDOWN?"” event is recorded for a device or for a monitored
service on a device

To change how events are logged for a single device:

1
2
3

Double-click the device to display its properties.
Click theAlertstab.

To log “UP” and “DOWN?” events for this device, underg
Activity, make sur&nableis turned on. (These entries can be
viewed on thd.og tab of the device properties.)

To change the number of missed polls that generate a “DOWN”
or “UP” event, change the value in thareshold box.

TheThreshold default value is 1, which means that every missed
poll is logged; this setting gives you the most complete
information about your network: when a device (or a monitored
service on the device) misses one poll, it is logged as “DOWN”
or “SVCDOWN.”

If you have a device on your network that routinely misses just
one poll, you may feel that you are getting too many “Down” or
“Up” messages in the Event Log. In this type of situation, you can
set theThreshold to a higher number such as 2, 3, or 4.

However, if you have assigned notifications to this device and
want to make sure, for clarity’s sake, that a “Down” or “Up”
event for this device is recorded in the Event befpre any
alerts or natifications are recorded, make sureTtiveshold

value islessthan or equal to theTrigger value of any
notifications assigned to this device.

Click Apply to save your changes.
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To change how events arelogged for all devices or multiple
selected devices:

1

(Optional) To change how events are logged for some number of
devicesin the map, select the devices.

Select Map Properties from the File menu.
Click the Alertstab.

If you want to log “UP” and “DOWN” events for the selected
devices (or for all devices), undeog Activity, make sure
Enableis turned on.

To log events for the selected devices (or for all devices), make
sureEnable is turned on unddrog Activity.

To change the number of missed polls that generate a “DOWN”
or “UP” event, change the value in thireshold box.

TheThreshold default value is 1, which means that every missed
poll is logged; this setting gives you the most complete
information about your network: when any device (or a
monitored service on a device) misses one poll, it is logged as
“DOWN?” or “SVCDOWN.”

If you have a device on your network that routinely misses just
one poll, you may feel that you are getting too many “DOWN” or
“UP” messages in the Event Log. In this type of situation, you
can set thd hreshold to a higher number such as 2, 3, or 4.

However, if you have assigned notifications to this device and
want to make sure, for clarity’s sake, that a “DOWN?” or “UP”
event for this device is recorded in the Event befpre any
alerts or natifications are recorded, make sureTtiveshold

value islessthan or equal to theTrigger value of any
notifications assigned to this device.

SelectApply to all or Apply to selected. (Apply to selected is
available only if one or more devices are selected.)



Viewing the Event Log

The Event Log provides a history of the events that occur for any
network maps that are open. For a description of the events that get
logged, see “Types of Events Logged” on page 104.

To view the event information, seldcbgs -> Event Log from the
View menu. The following screen shows an example:

Cear | oK |

19990901 0857 Alert successful process M:Tulip 66 F: 35 A:mailmj 4 0000 2400 20 ;I

19990301 0857 DOWN Tulip 123123123123 Timed Out

19990901 0852 C:\Program Filez'Wwhatzl) pG4024tulip.wup loaded

199390901 0850 Web server startted on port 80 1

199390901 0850 SMMP trap server running

19990831 1831 C:\Program FilezWWwhatzJpG4024tulip. wup unloaded

199390831 1831 Map C:M\Program Files'WwhatzUpG4024tulip. wup saved

19990831 1827 Alert successful process M:Tulip F:35 A:mailmj 4 0000 2400 00

19990831 1827 SVCDOWN Tulip123.123.123.123 SNMP

19390831 1827 UP Tulip123.123.123.123 missed 11

19990831 1826 Alert successful process M:Tulip F:35 A:mailmj 4 0000 2400 00

19990831 1826 DOWN Tulip 123.123.123.123Timed Out

19990831 1825 C:\Program Filez'Wwhatzl) pG4024tulip.wup loaded

19990831 1825 C:\Program FilezW\whatsl) pG4024savemapsifor_shot wup unloaded

19990831 1825 Map C:\Program Files\whatsUpG4024zavemaps'for_shot.wup saved _ILI
3

1 |

The Event Log shows the date and time an event occurred, the type of
event, and other pertinent information depending on the type of event.

The Event Log holds the event datadtirof your WhatsUp Gold
maps. It holds data starting with either the date you first started
monitoring a map or the date you last cleared the log.

Creating an Event Report

After WhatsUp Gold has been monitoring a map long enough to
generate event data, you can create reports based on the event data.
For a description of the events that get logged, see “Types of Events
Logged” on page 104. If you want to change how events get logged,
see “Changing How Events Are Logged” on page 105.

To create an Event Report:

1 From theReports menu, seledEvent Report. The Create Event
Report dialog box appears.
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Create Event Report

[rate Range: IDefauIt (&l Dates) j Start Date: I

Fiepart Type: | Summary [4scending] || End Date: |19990311

Cancel | (] 4 I

GEIVENER o ston office:

2  Select the Date Range for the report.

When you select an option, the Start Date and End Date are
shown.

The default includes all days since you started monitoring the
map, or since the event datawas last cleared by clicking Clear in
the Event Log or by clearing the log from the web interface.

Select Custom if you want to enter a Start Date and End Date
for the report. Enter datesin the format yyyymmdd, for example:
19990308.

3  Select the Report Type.

Summary. Reports total service and device down time for each
device and sorts by device namein Ascending or Descending
order. You can also sort by Wor st First order, which means the
device with the most down time is shown first.

Detail. Reports all up and down events for each device. For each
device down event, the elapsed down time is reported. The report
sorts devices by device namein Ascending or Descending order.
You can also sort by Wor st First order, which means the device
with the most down time is shown first.

In addition, the Detail report shows the following events: map
configuration changes, acknowledge alerts events, NT service
restarts, and access table lockouts. For more information about
these events, see “Types of Events Logged” on page 104.

Raw Data. Exports the data from the Event Log to a tab-
delimited file that can be imported to another application. The
data is sorted by date and time in ascending order.

4  Select thevlap Name of the map for which you want a report.

5 Click OK to generate the report.
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WhatsUp Gold generates the specified report and displaysitin
the Report Window. From the Report Window, you can save the
datato afile, print it, or copy datato another application.

: Report Window [_ O] <]
Eile  Edit

WhatsUp? Douwntime Summary =
Period: April 1, 1999 to April 12, 1999
Report Date: Mon Apr 12 16:44:41 1999

Total Downtime
Device Outages (days :hours :minute:

123 .45.67.89 JedsHT
*Device Downtime 3 4:01:33

HeidiFTP. Wks 123.54.76.61
*Device Downtime 7 6:81:39

* indicates that the device or service was still down as of April 12, 1999 -
4| |

If you get the message “insufficient data,” it's possible that you
have not monitored the map long enough to generate event data.

Debug Log Information

All actions, such as poll requests and service checks performed by
WhatsUp Golgare shown in the Debug Log window. The Debug Log
is a real-time log that displays WhatsUp Gold events as they occur. To
view the log, seledt ogs -> Debug L ogs from theView menu.

Using the Command Line for Event Reports

Wugrpt.exe is a utility that can generate reports from the Event Log
(whatsupg.log) data. You can invokaugrpt from the Windows
Command Prompt (MS-DOS prompt). By default, the report is
displayed in the Command Prompt or MS-DOS window.

Basic Command Syntax

wugr pt - mmapnane [ -syyyymudd] [-eyyyymdd] [-11ogfile]
[-osortnpde] [-rreport] [-tmaptitle]

Note
You must use the -m argument to specify the name of the WhatsUp
Gold map to use for the report. All other arguments are optional.
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Argument

Explanation

-mmapname

The mapname must include the full path. The path
and name must be enclosed in quotes. For example,
wugrpt -m”C:\pgms\whatsup\network1.wup”

-syyyymmdd

Use -s to specify the start date for the report. The
default is the oldest date in the log.

-eyyyymmdd

Use -e to specify the end date for the report. The
default is the most recent date in the log.

-llogfile

Use -l to specify an alternate log file. The default is
whatsupg.log.

-osortmode

Use -0 to specify one of the sort modes: Ascend
sorts by device name in ascending order (this is the
default value); Descend sorts by device name in
descending order; Score sorts by the device’s
“score,” which is determined by the sum of polls
missed. Score sorts from highest to lowest value.

-rreport

Use -r to specify one of the report types: Detail
generates a report by device for all events for the
selected map in the specified period. Summary
generates a report by device for any down or up
events in the selected map in the specified period.
Export generates a tab delimited file of the raw data.

-tmaptitle

Use -t to specify the title to use at the top of the
report. The default title is the map name.

2

Use -? to see a summary of argument options.

Examples

The following examples create Event Reports for the Bostonl map:

wugrpt -m"C:\Program Files\whatsup\Boston1.wup”

Generates adetail report for al daysin the log (uses defaullts).

wugrpt -m”"C:\Program Files\whatsup\Boston1.wup”

-s19990301 -e19990131

Generates a detail report for one month of log data.

Return Codes

Wugrpt returns 1 if it performed at |east one of the requested
operations; it returns O if it failed.
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Logging and Reporting Polling Statistics

WhatsUp Gold lets you log and report on polling statistics to
provide a picture of how your network is performing over a selected
timeinterval.

WhatsUp Gold can log polling statistics for each device in an open
map. After WhatsUp Gold logs sufficient polling data, you can
generate reports on the data, create performance graphs, or save the
datato atab-delimited file that can be imported to another application.

The following sections describe the polling statistics, how you

can change statistics logging, and how you can generate reports from

the statistics. For information on performance graphs, see “Creating
Performance Graphs” on page 117.

The Polling Statistics

WhatsUp Gold writes values for the polling statistics to the Statistics
Log (wugstats.log). By default, the statistics data is saved to the log
every hour, but you can change this interval.

WhatsUp Gold can log the following polling statistics for each device
in an open map:

Average RTT. The average Round Trip Time (RTT) for polls to the
device. This average is taken over the interval you specify for
statistics generatiorOptions-> Program -> Statistics Gener ation).
The default value is one hour.

Maximum RTT. The highest RTT recorded for the device during the
statistics interval (default is one hour).

Minimum RTT. The lowest RTT recorded during the statistics
interval (default is one hour).

Percentage of missed polls. The average percentage of missed polls
during the statistics interval (default is one hour).

Note that the counters shown in the Statistics Log are not the same as
those shown in the Statistics Window. Counters in the Statistics
Window are cumulative per device. Counters in the Statistics Log are
written per device at an interval determined by the setting on the
Statistics Generation tab of program options.
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Changing Statistics Logging

You can set how often you want polling data written to the Statistics
log (wugstats.log). By default, statistics are written every hour.

To set how often to update the Statistics log:

1 Fromthe Options menu, select Program and click the Statistics
Generation tab.

2 Changethe value for hours. You can set this value from O to 254
hours. To turn off statistics logging, set the value to zero.

3 Optionaly, click Update Now to write current statisticsto thelog
and reset the counters for each statistic.

4 Optionaly, click Clear to set the statistics counters to zero.
Viewing the Statistics Log

To view the log, select Logs-> Statistics L og from the View menu.
The Log Viewer appears. The following screen shows an example:

i Log Yiewer

h FilegiwhatsU phwhatzup. wup _Metwork_Printers 0 1] 1] 100 ;I
h FilegiwhatsU phwhatzup. wup FDDI 1] 1] 1] 1] i
h FilegiwhatsU phwhatzup. wup WT Router 1] 1 1] 1]

h FilegiwhatsU phwhatzup. wup Dopey 1 3 1 1]

h FilegiwhatsU phwhatzup. wup Internet 0 1 1] 1]

h FilegiwhatsU phwhatzup. wup Gloucester 1] 1] 1] 100

h FilegiwhatsU phwhatzup. wup il 273 300 217 1]

h FilegiwhatsU phwhatzup. wup ftpzerver! 0 1] 1] 100

h FilegiwhatsU phwhatzup. wup ftpzerver20 1] 1] 100

h FilegiwhatsU phwhatzup. wup Gyra 1] 1] 1] 100

h FilegiwhatsU phwhatzup. wup Sleepy 334 351 3 1]

h FilegiwhatsU phwhatzup. wup Ftel28 O 1] 1] 1]

h FilegiwhatsU phwhatzup] wup 156.21.3.128 3 29 1 1]

h FilegiwhatsU phwhatzup] wup [{Bzims. lex. ipswitch, com 2 5 2 0L
4 b

The Statistics Log shows the following information: the date and time
the statistics were recorded, map name, host name, average RTT,
maximum RTT, minimum RTT, and percent missed. For a description
of these statistics, see “The Polling Statistics” on page 111.

The Statistics Log holds the polling data for all of your WhatsUp Gold
maps. It holds data starting with either the date you first started
monitoring a map, or the date you lasted cleared the log.

If you use the default time interval of one hour for generating statistics
(on theStatistics Gener ation tab of program options), you will see
entries for each device recorded one hour apart.
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Creating Reports on Polling Statistics

After WhatsUp Gold has monitored a map long enough to generate
statistics data, you can create reports based on the statistics.

To create a statistics report:

1 Fromthe Reports menu, select Statistics Report. The Create
Statistics Report dialog box appears.

2 Select the Date Range for the report.

Create Statistics Report

Date Range: IDefauIt (&l Drates) j Start Date; I
Repart Type: |Detail j4scending] x| End Date: |19990311
Cahicel | Ok, I

Map Hame: (el agleiiles

When you select an option, the Start Date and End Date
are shown.

The default includes all days since either the date you started
monitoring the map or the date since the statistics were last
cleared.

Select Custom if you want to enter a Start Date and End Date
for the report. Enter datesin the format yyyymmdd, for example:
19991208.

3  Select the Report Type.

Detail. Report polling statisticsfor each device and sort by device
name in Ascending or Descending order. The reported statistics
are calculated from datain the Statistics Log. For definitions of
the reported statistics, see “Statistics Report Legend” on page
115.

Raw Data. Save the data from the Statistics Log to a tab-

delimited format that can be imported by another application.
The data is sorted by device polling order. See “Exporting Raw
Data” on page 114.

4  Select thévlap Name of the map for which you want a report.

5 Click OK to generate the report.
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WhatsUp Gold generates the specified report and displaysitin
the report window. From the report window, you can save the
datato afile, print it, or copy datato another application.

! Report Window [ 1]

File Edit

WhatsUp2 Daily Performance Data B
Period: April 2, 1999 to April 9, 1999
Report Date: Hon Apr 12 16:41:29 1999

Device

156.125.00.72 Emmett
AugRTT  AugHaxRTT  StdDeviation AugMinRTT %Missed Samples
1999704708 [:] 1 1.73 ] 51.00 1
19997847089 a a 8.88 a 99.58 4
2 Day Avg [:] 1 .87 ] 75.25 2

156.125.00.81 Johnson
AugRTT  AugHaxRTT  StdDeviation AugMinRTT %Missed Samples
1

1999704708 [:] 1 1.73 ] 66.00 el
19997847089 a a 8.88 a 99.75 4
2 Day Avg [:] 1 .87 ] 82.88 2
old reliable ftp
L1 _»lJ

If you get the message “insufficient data,” it's possible that you
have not monitored the map long enough to generate
polling statistics.

Exporting Raw Data

As mentioned above, you can create a raw data file of the Statistics
Report. The tab-delimited raw data file can be imported by another
application, for example by a spreadsheet application.

A B C D E F G =
1| Primary Hetwork Status from WhatsUp Gold j—
_ji_ Device Date Time Avg Max Min Yo
EX RIT | RIT | RIT  missed
b |BigDig /26499 1613 0 2 0 0
"7 |BigDig 3/29/93 1518 0 7 0 0
"8 |BigDig 3/29/93 1618 0 3 0 0
"9 |BigDig 3/29/93 1718 0 E 0 0
|0 | staff02-032 /26499 1613 0 1 0 0
[ 11 | staff02-032 3/29/93 1518 1 17 0 0
| 12 | staff02-032 3/29/93 1618 0 1 0 0 —
|13 | staff02-032 3/29/93 1718 1 E 0 0
|19 | Marcel /26499 1613 1 3 0 0
|15 | Marcel 3/29/93 1518 0 2 0 0
[ 1B | Marcel 3/29/93 1618 1 20 0 0
17 |Marcel 3/29/93 1718 1 15 0 0
1§ 11562129 26/99 161 I 2 0 0 il
AT ot | i




Statistics Report Legend

The values in the statistics report are calculated from the datain the
Statistics Log (wugstats.log). When you create a statistics report,
WhatsUp Gold calculates the average daily values for each device in
the selected map; the average daily values are based on the number of
data samplesin the Statistics Log. Thus, the report shows:

Sample. Number (n) of data samples used to cal culate the averages. If
you use the default for statistics generation (one hour), then if the map
was monitored for all 24 hours of the day, you will have 24 samples.

Average RTT. The arithmetic mean of n samples of Round Trip
Time (RTT).

Average Maximum RTT. The arithmetic mean of n samples of
Maximum RTT.

Aver age Standard Deviation. The standard deviation of the RTT
values.

Average Minimum RTT. The arithmetic mean of n samples of
Minimum RTT.

Aver age Per centage of Missed Polls. The arithmetic mean of n
samples of the percentage of missed polls.

Using the Command Line for Statistics Reports

Wugstat.exe is a WhatsUp Gold utility used to generate reports from
WhatsUp Gold Statistics Log (wugstats.log) data.

You can invoke wugstat from the Command Prompt or MS-DOS
prompt. You must invoke wugstat with the -mmapname argument. All
other arguments are optional. By default, the report is displayed in the
Command Prompt or MS-DOS window.

Basic Command Syntax

wugst at - mmapnane [-syyyymudd] [-eyyyymmdd] [-11ogfil e]
[-osortnode] [-rreport] [-tmaptitle]
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Note

You must use the -m argument to specify the name of the WhatsUp
Gold map to use for the report. All other arguments are optional.

Argument

Explanation

-mmapname

The mapname must include the full path. The path
and name must be enclosed in quotes. For example,
wugrpt -m”"C:\pgms\whatsup\networkl.wup”

-syyyymmdd

Use -s to specify the start date for the report. The
default is the oldest date in the log.

-eyyyymmdd

Use -e to specify the end date for the report. The
default is the most recent date in the log.

-llogfile

Use -l to specify an alternate log file. The default is
wugstats.log.

-osortmode

Use -0 to specify one of the sort modes: Ascend
sorts by device name in ascending order (this is the
default value); Descend sorts by device name in
descending order.

-rreport

Use -r to specify one of the report types: Detail
generates a detailed report that lists AvgRTT,
MaxRTT, MinRTT, and % Missed Polls by device;
Export generates a tab delimited file of the raw data.

-tmaptitle

Use -t to specify the title to use at the top of the
report. The default title is the map name.

-?

Use -? to see a summary of argument options.

Examples

The following examples create statistics reports for the Boston1 map:

wugstat -m”C:\Program Files\whatsup\Boston1.wup”

Generates a detail report for all daysin the log (uses defaults).

wugstat -m”C:\Program Files\whatsup\Boston1.wup”
-519990301 -e19990131

Generates a detail report for one month of log data.

Return Codes

Wugstat returns 1 if it performed at least one of the requested
operations; it returns O if it failed.
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Creating Performance Graphs

You can graph the polling statistics that WhatsUp Gold accumul ates
for the devices on your network. The graphs show performance for a
device by plotting the average time it takes adevice to respond to a
poll, known as the round trip time (RTT). In addition, the
Performance Graphs can show aggregate data, such as the devices
with the best and worst availahility, or the devices with the highest
and lowest average missed polls, and the best and worst days of the
week for network performance.

High values for response time (RTT) indicate poor performance, low
values indicate good performance, and low values for missed polls
indicate high availability.

Graphs are based on data in the wugstats.log. For information about

thislog, see “Logging and Reporting Polling Statistics” on page 111.

Note

If Performance Graphsin theReports menu is grayed out, you need

to install Microsoft's ODBC and the ODBC text driver. To install
ODBC, see see “System Requirements” on page 6.

Graph Options
When you create a Performance Graph, you can choose:

» the time interval for which you want to see statistics: daily,
weekly, monthly, or all observations in the log

* in some cases, the graph format: bar chart or area chart

« how you want to sort the data: by device name; in ascending or

descending order
» which maps and which devices to include in a graph

All graphs show both aggregate performance data for the selected

time period and the data for each device.
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Creating a Graph

To create a graph:

1

Start the Performance Graphstool by doing one of the following:

* From theReports menu, seledPer formance Graphs.

e From theStart menu, seleciVhatsUp -> WhatsUp Gold ->
WhatsUp Gold Performance Graphs.

The WhatsUp Gold Performance Graphs dialog box appears.

L[lWhalsUp Gold Performance Graphs

Hep | Est | CreasRepot |

Feport Type |Comprehensive Feport j Date Range |LastMonth vl

Data Source Iwugstats.log 7| Start Date [rrvYMMDD) |2UUUU1 m

SortField  [Device Name =] End Date (yyyyMMDD) [20000T5T

Sort Order 687 fsscerding) € Mescending

Feport Selection Criteria Search Sting
taphame Icontains j I\N'hatsUp‘I.wuﬂ j
DeviceMame IaII devices j I

Zoom Factor I'I 00 vl

Select thdReport Type to set which performance data you will
view and the format of the graph. To see examples of graphs, see
“Sample Performance Graphs” on page 121.

Comprehensive Report. Shows devices by average response
time for the selected period. This includes slowest devices;
slowest dates for overall response time (all devices); and slowest
days of the week for overall response time (all devices). Within
the report, you can select a device to show its own graph.

Daily (Line Chart). Shows the aggregated Average, Maximum,
and Minimum RTT values for the selected devices by date
recorded. Within the report, you can select a device to show its
own graph.

Day of the Week (Area Chart or Bar Chart). Shows the
aggregated Average, Maximum, and Minimum RTT values for
the selected devices by the day of the week. For example, the



averages for Monday, the averages for Tuesday, etc. This graph
can be shown as an Area Chart or Bar Chart. Within the report,
you can select a device to show its own graph.

Monthly (Area Chart or Bar Chart). Shows the aggregated
Average, Maximum, and Minimum RTT values for the selected
devices by month. For example, the averages for January, the
averages for February, etc. This graph can be shown asan Area
Chart or Bar Chart. Within the report, you can select adevice to
show its own graph.

Daily Text Report. Shows adaily average for the each of the
statistics per device. You can select the devices and the period for
which you want to display data.

Availability Report. Shows the availability of devices based on
average missed polls. Thisincludesthe best and worst availability
over the selected period; best and worst dates for overall
availahility (all devices); best days of the week for overall
availability (all devices). Within the report, you can select a
device to show its own graph.

Select the Date Range for the report. When you select an option,
the Start Date and End Date are shown.

The default includes all days since you started monitoring the
map, or since the statistics were last cleared by clicking Clear in
the Statistics Log or by clearing the log from the web interface.

Select Custom if to enter a Start and End Date for the report.
Enter dates in the format yyyymmdd, for example: 20000208.

The Data Sour ce box shows wugstats.log as the default value.

Current statistics are always logged to wugstats.log. To archive
statistics, you can copy the current statistics to a different file

name — as long as the file is in the WhatsUp top directory and its
name starts withwugstats, it will appear in thédata Source
drop-down list.

TheSort Field box shows that the performance data is sorted by
the device name, in alphabetical order. You can select to sort in
Ascending or Descending order for all reports (except the
Comprehensive Report).

Enter the Report Selection Criteria to determine which maps and
which devices to include in the graph.
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The default values graph performance data for all mapsand all
devices for which there is data in wugstats.log. You can change
the criteria to graph performance data for any combination of
maps and devices.

MapName. Use All mapsto graph all data. To choose from alist
of your maps, select contains, and then select a map name from
the Search String box. You can also select the search expression
(such as contains, islike), and then enter the search text (such asa
map name or partial map name) in the Search String box. (See
“Using Search Expressions” below.)

DeviceName. SelectAll devices or select the search expression
(such as contains, is like), and then enter the search text (such as a
device name or partial device name) in the box to the right. (See
“Using Search Expressions” below.)

7 UseZoom Factor to change the view size of the report.

8 Click Create Report. You may have to wait a few seconds for
the report to appear, depending on the number of devices
included in the report. For examples of graphs, see “Sample
Performance Graphs” on page 121.

Using Search Expressions

When setting which maps and devices to include in a report, you can
specify a search expression accompanied by search text.

The following table lists the search expressions you can use:

all maps or all Include all maps or all devices
devices
contains Include maps (or devices) that contain the

search string; or select a map from the drop-
down list in the Search String box

does not contain Exclude maps (or devices) that contain the
search string

is like Include maps (or devices) that match characters
in the search string:
? = one character; * = many characters

starts with Include maps (or devices) that start with the
search text

does not start with | Exclude maps (or devices) that start with the
search text




Search String. To enter the Search String, enter the literal text that
you want to search for. For example, if you want to report on a device
named wks120, type: wks120

If you use theis like expression, you can use ? or * in the Search
String. For example:

wks? - findswksl, wks 2, wks9; but does not find wks10, wksl1,
wks120

wks

*

- finds wksl, wks10,wks120

Sample Performance Graphs

Thefollowing example shows a Comprehensive Report for al devices
in amap.
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You can click a device namein the left panel to see the graph for that
device, as shown in the following example.

g WhatsUp Gold Performance Graphs
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Viewing, Printing, and Exporting Performance Graphs

When you create a performance graph, it appears in the graph viewer.
If there are graphs of the aggregated values for al devices, these
graphs appear on the first pages of the report. The remaining pages of
the report show graphs of individual devices. The exception isthe
Daily Text Report, which shows formatted text and does not contain
graphs.

Device list. The left frame of the report viewer lists the devicesin the
report, by host name or |P address. To display the graph for a device,
click on adevicein the | eft frame.
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Tool Bar. Use the buttons in the tool bar to navigate or print the
report, export report data to another format, or change the report

display.
x| |4 o v ||| S|&|&[5= [o0x =] [ |#8] Towk4ris 1m0z 4779004779

Print f T %EXPOH

Print SetUp

Printing Graphs

To print agraph, click the Print icon in the tool bar and enter your
print options. To change the default printer, click the Print Setup icon
in the tool bar.

Exporting Graphs

You can export the currently displayed graph to a variety of formats,

including HTML. To export a graph:

1 Click the Export icon in the toolbar. The Export dialog box
appears.

2 SelectaFormat. Select HTML, text, RTF, or a specific
application’s format.

3 Select dDestination.
4 Click OK.

You can view the exported graph in a tool that supports the selected
format.

Using the Command Line for
Performance Graphs

Cstatrpt.exe is a utility that can generate graphs from the Statistics
Log (wugstats.log) data. You can invadstatrpt from the Windows
Command Prompt (MS-DOS prompt). By default, the report is
displayed in the Performance Graphs interface. The -x (for Export)
argument is the only non-interactive mode (meaning no dialog boxes
are displayed). The -x option creates a Performance Graph in HTML
format, which you can display in a browser.
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Basic Command Syntax

[ - mmapnane] [-ddevicenane] [-Ddateopt][-syyyymudd] |-
eyyyymmdd] [-1logfile]

[-osortmode] [-rreport] [-X]

Argument Explanation

-mmapname | The mapname must include the full path. For
example, wugrpt -mC:\pgms\whatsup\networkl.wup
You can enter a complete map name, or enter a
partial name. For example, -mnetwork will include
networkl, network2, network3, etc.

-ddevicename | Use -d to specify the name of a device on which to
base the report. You can enter a complete device
name, or a partial name to include all devices that
match the partial name. For example -dWKS will
include WKS1, WKS2, WKS3, etc.

-Ddateopt Use -D to specify a recurring time period:
wtd - Current week to date
lastw - Last week
mtd - Month to date
lastm - Last month

-syyyymmdd | Use -s to specify the start date for the report. The
default is the oldest date in the log.

-eyyyymmdd | Use -e to specify the end date for the report. The
default is the most recent date in the log.

-llogfile Use -I to specify an alternate log file. The default is
wugstats.log.

-osortmode Use -0 to specify one of the sort modes: Ascend
sorts by device name in ascending order (this is the
default value); Descend sorts by device hame in
descending order.

-rreport Use -r to specify one of the report types:
Wugstatall.rpt - Comprehensive Report
Wugstatdaily.rpt - Daily (Line Chart)
Wugstatdow.rpt - Day of the Week (Area Chart)
Wugstatdowbar.rpt - Day of the Week (Bar Chart)
Wugstatmoy.rpt - Monthly (Area Chart)
Wugstatmoybar.rpt - Monthly (Bar Chart)
Wugstatdailytext.rpt - Daily Text Report
Wugstatavail.rpt - Availability Report

-X Use -x to export the report specified by -r to an
HTML file, without running the graphical user
interface. The exported file(s) is placed in the
Web\reporttype folder under the WhatsUp top
directory.

-? Use -? to see a summary of argument options.




Examples

The following examples create performance graphs for the Bostonl
map:

Example 1.

cstatrpt -nC:\Prograntiles\
what sup\ Bost onl. wup

generates a Comprehensive report for al devicesin the Bostonl map
for al daysin the log (uses defaults, except for the map name).

Example 2.
cstatrpt -nmC.\Program Fil es\ what sup\
Bostonl. wup -rwugstatdaily.rpt -Dlastm-x

generates adaily report for all devicesin the Bostonl map using the
last month of log data, and exports the graphs to HTML format (does
not display the Performance Graphs interface).

Sending Recurring Status Reports

WhatsUp Gold can send arecurring network status report as a beeper,
pager, or e-mail message.

The Recurring Report provides snapshot of your network status and
can include:

e The count and names of devices that are up

* The count and names of devices that are down
* Names of devices that have a service down

e The most recent lines from the Event Log

You can set options to send the report at a specified interval. This
report lets you receive up-to-date status reports at a remote site, so you
can be assured the network is running smoothly, or so you can be
quickly apprised of any problems.

The following example shows a Recurring Report sent via e-mail:
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2 Message 1685 of 1692 =]
Eile Message Help

Suhjectsl <<| >>| <-| > | Send | Heply IFDlﬂaldl Delete |l|ansler| Erint | Saveﬂamel Expandl Exit
From: "WhatslIp" <whatsup@ileaff.ipswitch coms

Date: Fri, 2/Apr 1999 16:01:29 -600

Subject: WhatsUp Report 8 up 1 down 1 svodown

To: joe@ipswitch.com

‘Whatsllp Feport 5
Up: 8
tiny. lex.ipswitch.com l[Bsimy. lex.ipswitch. com #g/1.lex.ipswitch.com 196.21.3.9 locall dnsl dns2 gatel

Down: 1
_Network_Printers

Down Sves: 1
dns2

Log File:

13930402 1558 Alert failed process N:Repart F:33 A:Page Bob 600800170030 1
19990402 1559 Alert failed process N:Report F:33 AEmail to Joe B0 0800170030 1
19990402 1600 Alert failed process N:Repart F: 33 &:Page Bob 600200170030 1
139390402 1600 Alert failed process N:Repart F:33 A:Email to Joe 600800170030 1
159330402 1601 &lert failed process N:Report F:33 A:Page Bob 600800170030 1

Message 16885, file CACSUITE\APPS\usershioshmainmbx, start 12180468, size 1330

To set up a Recurring Report:

1 Fromthe Reports menu, select Recurring Reports. The
Recurring Reports dialog box appears.

2 Select Enable Reports.

You see the following dialog box:

Recurring Reports

V' Enable Reports Matifications Editor |

Email to Joe 0 02001700 3 Cancel
Page Bob 0 08001700 3 4'

god. | Edi. | Bemove|

Configure the regularly sent status messages. Remember not
to overload your COM port with too many beeper or pager
messages.
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3 Click Add. The Add/Edit WhatsUp Reports dialog box appears.

Send WhatsUp reoccuring report to
et |
every (B0 minLtes.
Time Period
7 days a week, from 0800 to 1700
Change...

IV Include UP count I™ Include UF names
¥ Include DOWN count T Include DOWN names
™ Include last |0 lines of log file

4  Select anotification from the drop-down list.

For example, if you defined a notification that sends e-mail to the
network administrator, you can select that notification from the
drop-down list. For information on defining a notification, see
“Chapter 3: Setting Up Notifications” on page 53.

5 Enter how often (in minutes) you want to send the report.

6 Select th&ime Period when you would like to receive the
report. ClickChange to change the default setting of 7 days a
week, 24 hours a day.

Select theDay of Week options:7 days a week is the default.
You can clear th& days a week option and then select the
specific days of the week.

Select one of the thr@@me of Day options:

» Use24 hoursaday to set the period to all day.
* UseBetween to set the start and end time.
* UseNot between to set the hours that reporting is turned off.

Note
When usingBetween andNot Between, the start time must be
less than the end time. To set a period between an AM time and a
PM time, you must use the 24 hour clock (0000 to 2400) or use
the options together to set the hours.
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To receive areport at a specific time every day, enter the start
time and the time plus one minute as the end time. For example,
enter 0600 and 0601 in the boxes for the Not between option.

Check any other options you want to use. You can use the
following options for pager and e-mail notifications, but not for
beeper notifications.

Include UP count. Report the number of up devices.

Include UP names. Report the names of the up devices.
Include DOWN count. Report the number of down devices.
Include DOWN names. Report the names of the down devices.
For mail notifications, you can aso specify the following option:

Includelast n lines of log file. Check the box and enter the
number of lines from the Event Log (the most recently recorded
lines) that you want to include in the report.

For beeper notifications, you must use the following option to
send a report message:

Message format. You can begin the message with 99 (or any
numeric character) to identify to the beeper user that thisisa
message from WhatsUp Gold. The message must contain three
%u characters, which denote the following: the first %u = number
of up devices, the second %u = number of down devices, the third
%u = number of up devices that have services down.

No other message variables (% characters) are allowed. You can
use an asterisk (*), which prints on most beepers as a dash (-) to
separate charactersin the message. An example of the beeper
message is. 99* %ou* Y%ou* %ou*

Click OK to save the new notification and close the Add/Edit
WhatsUp Reports dialog box.

The new notification appears in the Recurring Reports
dialog box.

Click OK to save the changes and close the dialog box.



_________________________________________________________________________|]
Chapter 7: Working from a Web Browser

This chapter describes how to set up the WhatsUp Gold web server
and use aweb browser to access mapping, monitoring, and
notification functions from a remote computer.

Setting Up the WhatsUp Gold Web Server

WhatsUp Gold provides aweb server that lets you use any web
browser on any computer on the Internet to view the status of your
network and change WhatsUp Gold settings. You can enable/disable
the web server and set access to this server through the web

properties. If you run WhatsUp Gold as a Windows NT service (see
“Running WhatsUp Gold as an NT Service” on page 11), the web
browser will be your primary interface.

To set up the web server:

1 From theOptions menu, seleciVeb Server, and click thaVeb
tab to display the setup properties.
Dptions

web | web Aesess | web Users |

¥ Enable \Weh Server ¥ Enable web Configuration
¥ Enable Graphical Maps

tain Title: IW’halsUp Metwarls konitar

Refresh Frequency: E0 (10t 99999 seconds]
TCF Part: 80 [mormnally 80]

HTML Files Directony IE “Program FilestwhatsUpia/eb

Main <prwidget Manufacturing Campany
Page
Prefix:

Iain <priafidgethet - Mortheast Wide Area Metwork
Page
Suffix:

Changes are immediate upon clicking OK. or &pply.

QK I Cancel | Apply | Help |

2 Make sure th&nable Web Server option is checked

3 If you want web users to be able to change WhatsUp Gold
settings from the web interface, make dbnable Web
Configuration is checked.

Working from a Web Browser 129

WhatsUp Gold



130 User's Guide

WhatsUp Gold

You can set access for each web user account (see “Setting Web
Access” in this chapter). Enable Web Configuration is not
checked, the web users cannot change any WhatsUp Gold
settings; they can use only the view functions.

4  There are two formats for displaying maps in a web browser:
Graphical maps, which use JPEG format to display the same
icons and colors as maps on the console; or a Text listing of
devices in a map. To view the Graphical maps, turkrmable
Graphical Maps.

5 Enter or change any of the setup information.
Main Title. The title displayed on the main web page (“Top

View") for the WhatsUp Gold web site. You can enter any text for
the title.

Refresh Frequency. The number of seconds between updates to
the WhatsUp Gold display on the web site. You can set the
refresh rate in the range from 10 to 99999 seconds.

TCP Port. The default is port 80, which is the standard TCP/IP
port for a web (HTTP) server. If you already have a web server
running on this system, set the port number in this box to another
port number (for example, 8000).

6 Click Apply to apply changes immediately.

You can add your own web pages and add information to the main
page (“Top View") by using thel TML Files Directory, Main Page
Prefix andM ain Page Suffix options. You can also use the WhatsUp
Gold web server to serve your own web pages. See ‘Customizing
Your WhatsUp Gold Web Site” below.

Customizing Your WhatsUp Gold Web Site
You can customize your WhatsUp Gold web site as follows:

e Add your own web pages to the site.

« Display information at the top or bottom of the main page (“Top
View"), which appears after a successful logon.

To do either of these customizations:

1 From theOptions menu, seleciVeb Server to display the setup
properties.



2 Usethefollowing options to add information to the web site.

HTML Files Directory. If you want the WhatsUp Gold web
server to serve your own web pages, you can add any HTML files
to this directory. The default is the \Web subdirectory of the
directory in which you installed WhatsUp Gold. If you use a
different directory, you need to specify the full path to the
directory in this text box. Subdirectories to this directory are also
supported.

Note
The Help files for the web interface (*.htm) are installed in the
\Web directory. If you change the default HTML Files Directory,
you should move the Help files into the new directory.

To open a web page, in your browser’s address field, enter the
host name of the system on which WhatsUp Gold is installed, and
the file name for the web page. For example, assuming the web
server is running on the default HTTP port 80, you might enter:

http://gyro.ipswitch.com/whatsup/webdir/pagel.htm.

Note
Do not place a file namedkfault.htm in this directory because
WhatsUp Gold uses this name to activate the web server.

Main Page Prefix. Enter a message to be displayed at the top of
the main web page (“Top View"). You can enter up to 100
characters of plain text and/or HTML code in this edit box. The
HTML begin and end tags (<HTML> and </HTML>) are
automatically added to any HTML code you enter.

Right-click in this edit box to access the standard Windows cut,
copy, paste, and delete functions.

Main Page Suffix. Enter a message to be displayed at the bottom
of the main web page (“Top View”). You can enter up to 100
characters of plain text and/or HTML code in this edit box. The
HTML begin and end tags (<HTML> and </HTML>) are
automatically added to any HTML code you enter.

Right-click in this edit box to access the standard Windows cut,
copy, paste, and delete functions.
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Note
Within the Main Page Prefix or Suffix, you can create alink to
other web pages, such as a page that lists phone contacts for
network operations. These additional web pages must be stored in
the HTML Files Directory.

Click OK to apply your changes. The changes take effect
immediately.

The following exampl e shows the main web page with prefix and
suffix information displayed:

i Whatsup Gold - Microsoft Intemet Explorer
Fie Edi View Go

Help

Qe HRSHA
Addhess [] hup:/ flealtex.ipswich.com?
Main Title —Jp{ WidgetNet Network Monitor
Main Page Prefix —’ Widget Matmfacturing Cotnpany
Items Ttems Services Seftings
Tp Dowm Down
I I o el
_ o 0 || Load Map
7 o I | 11554 1t
I |
Notifications
BReports
Tsers
Main Page Suffix ——— wiseenver - ortheas: Wide rea erwvoric
19998485 1501 =
&1 0mre T e, >,

Making Maps Available for Web Viewing

Any network maps that are open in WhatsUp Gold can be viewed
from aweb browser. In addition, web users with Configure program
permission can load any maps in the map directory on the system
where WhatsUp Gold isinstalled. There are two ways to set the map
directory:
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From the WhatsUp Gold console, selecogram from the
Options menu, click theStartup tab to display the Startup
options. In theéDirectory box, enter the full path for the directory
that contains the network maps.

From a web browser, log on to the WhatsUp Gold web server.
The web site main page (“Top View”) appears. Sefettingsto
display the program settings. In tB&artup Map Directory box,
enter the path for the directory that contains the network maps.

You must restart WhatsUp Gold for the change to take effect.

Setting Web Server Access

There are two ways that you can set access to the web server. You can
use either one or both together:

Require a user ID and password to view page on the WhatsUp
Gold web site. This includes setting the pages and functions that
the user can access.

Specify an IP address or set of IP addresses that are either granted
access to the web site or are denied access.

Default User Accounts for the Web Server

WhatsUp Gold provides two default user IDs for accessing the
web server:

The user IDsystem with passwordystem has full access to
WhatsUp Gold pages and functions, with the exception that they
cannot set up or change web user accounts.

The user IDguest with no password has access to all WhatsUp
Gold pages but cannot change any WhatsUp Gold settings. If a
user enters any user ID with no password, they will be logged on
to theguest account. If you do not want users to access the web
server in this way, then you should disable the permissions for the
guest account.

Setting Up User Accounts for the Web Server

You can add up to 20 user accounts for web access to WhatsUp Gold
and you can assign different levels of access to each user.
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1 Fromthe Options menu, select Web Server and click the Web
Userstab to display the user access properties.

web I Wweh Access  Web Users |
UszerD: IEmmett

[T Access main page
[T Aecess map pages
7| Bccess biost pages
= | fecess g
= | Lckuowledae alerts
LI ™| Carfigure progran
To add & user, select an I} Corfigure maps
empty spot and change the [ Configurs devices
info on the right side of the I | Corfiguereports
zoreen. To delete, select D Carffguraina

and clear userid.
[T Aecess ool

V' Automatically save changes to users from web interface

Qg I Cancel | Spply | Help |

2 Select the Enable passwor ds option (make sure it is checked). If
this option is not selected, web users can log on without
specifying a password.

3 Click an empty slot in the list of users, then enter auser ID and
password for the new account.

Thefirst slot is always the default guest account, which does not
require apassword. You cannot remove this account, but you can
change the permissions assigned to the account.

4 Select the WhatsUp Gold web pages and the web functions that
you want the user to have.

Note
For more information about the WhatsUp Gold views and
functions available from the web server, see “WhatsUp Gold
Web Display” on page 139

Access main page. The user can view a list of active maps with
Items Up, Items Down, and Services Down reported for each
map. When this option is not checked, you cannot assign the
Configure program, Configurereports, or Configure users
functions to a user.
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Access map pages. The user can click amap title (in the main

page or “Top View") to view the network map in a table format.
The user can also view a summary of polling statistics and
services for the map. When this option is not selected, you cannot
give the user access to the device pages or logs, or to the
Configure maps or Configure hosts functions.

Access host pages. The user can click a device name (in the map
page) to view a detailed summary of activity for that device.
When this option is not selected, you cannot give the user access
to theConfigure hosts function.

Access log. The user can view the log of WhatsUp Gold events.

Acknowledge alerts. Lets the user acknowledge a change and
stop further alerts for the device(s).

Configure programs. Lets the user change program settings,
create a new map, load and unload maps, and create, edit, and
assign notifications.

Configure maps. Lets the user change map settings, reset
counters for all devices, and add and remove devices.

Configure devices. Lets the user change host settings; reset
counters for individual devices; configure service monitoring;
and add, edit, and remove alerts.

Configurereports. Lets the user add, edit, and delete report
notifications.

Configure users. Lets the user add, edit, and delete web user
accounts.

Accesstools. Lets the user access and use the Ping and
Traceroute tools.

5 If you want changes made from the web interface (by any web
users) to be saved in the WhatsUp Gold application, select
Automatically save changes to usersfrom web interface. If
this option is not selected, any changes made from the web
interface will last only for the duration of the web session.

6 Click Apply to save your changes.
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When auser opens the WhatsUp Gold web pages, they will be
prompted to enter the logon user 1D and password before they can
view the pages.

Note

You can disable access to the configuration functions for all WhatsUp
Gold web users, thus overriding the settings for each individual user.
To do this, from the Option menu, select Web Server, click the Web
tab, and then turn off the Enable Web Configuration option.

WhatsUp Gold

Setting Web Access by IP Address

You can specify alist of |P addresses to be granted or denied accessto
the WhatsUp Gold web pages.

To deny access to a specific computer or group of computers:
1 Fromthe Options menu, select Web Server and click the Web

Access tab to display the access properties.

‘Web  ‘WebAccess |W’eb Usersl

The WhatzUp Gold web zerver can control access by [P
addrezzes and by uzerid. These may both be uzed
simultaneously.

By default, all computers, except those listed below, will be

& Granted Access ' Denied Access
IP Address Subnet Mask
186.21.50.0 255.255.255.0 i
Edit... |
Femove |

Changes are immediate upon clicking Ok or Apply.

QK | Cancel | Apply Help

Select Granted Access.
Click Add. The “Deny Access On” dialog box appears.

In thel P Address box, enter the IP address of the computer to be
denied access to the WhatsUp Gold site.



6

To deny access to a group of computers, select the Group of
Computers option. Inthe IP Address and Subnet Mask boxes,
enter the IP address and subnet mask for the group to be denied
access. For example, if you enter 156.21.50.0 and a subnet mask
of 255.255.255.0, all IP addresses in the range 156.21.50.1
through 156.21.1.254 will be denied access.

Click OK to add the IP address(es) to the list. Access will be
granted to all computers except those listed.

On the Web Access tab, click Apply to save the changes.

To grant access to a specific computer or group of computers:

1
2
3

5

On the Web Access tab, select Denied Access.
Click Add. The “Grant Access On” dialog box appears.

In thel P Address box, enter the IP address of the computer to be
granted access to the WhatsUp Gold site.

To grant access to a group of computers, selecstbap of
Computers option. In thd P Address andSubnet Mask boxes,

enter the IP address and subnet mask for the group to be denied
access. For example, if you enter 156.21.50.0 and a subnet mask
of 255.255.255.0, all IP addresses in the range 156.21.50.1
through 156.21.50.254 will be granted access.

Click OK to add the IP address(es) to the list. Access will be
denied to all computers except those listed.

On theWeb Access tab, clickApply to save the changes.

If the Enable passwords option (on theNeb Userstab) is selected,
when a user logs on from a valid IP address, they are prompted to
enter the logon user ID and password before they can view the
specified pages.

On theWeb Access tab, to edit a web access address, select the IP
address in the list, then cligédit to display properties, and then enter
any changes. To remove an address from either list, select the address
and clickRemove.
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Logging On to the Web Server

The web server is assigned aweb address that can be used to open the
WhatsUp Gold web page from any browser. This web address
consists of the host name of the system on which WhatsUp Gold is
installed, and the web server port number. The default port number is

80.

To log on to the web server:

1

Open any browser on your network and enter your WhatsUp
Gold web addressin the Address (or URL :) box. For example, if
your WhatsUp Gold system is named monitor 1.ipswitch.com,
then the web address will be: http://monitorl.ipswitch.com:80

Note
You can save your WhatsUp Gold web address as a “favorite” or
“bookmark” site in your browser.

After connecting, the logon dialog box appears.

Enter the user ID and password for your WhatsUp Gold web
account. You may not have to enter a password, depending on
how your WhatsUp Gold administrator set up access to the web
server.

The main page (“Top View”) for the WhatsUp Gold web server
appears. You can use the views and functions provided to your
web user account.

If your attempt to connect to the web server is denied, make sure the
following have been done:

Your WhatsUp Gold administrator has set up access to the web
server for you.

TheEnable Web Server option inOptions -> Web Server ->

Web is selected.

Your computer’s IP address is allowed access olvi®A ccess
tab Options->Web Server ->Web Access).



WhatsUp Gold Web Display

After logging on to the WhatsUp Gold web site, you can use the
following web pages (depending on your permissions): Top View

page, Map View pages, Device View pages, Summary View pages,

and the Events Log. This section briefly describes the views available
from a web browser. Refer to the WhatsUp Gold web monitor’s help
system for detailed information.

Top View. The Top View page is displayed after you log on. It lists
each active network map by map title (the title is set in Map
Properties). You can click a map title to display the map page for that
network.

QEIR HBASH
Addess [&] hitp/Alealflex.pswitch.com/ | ‘
WidgetNet Network Monitor
Widget Manufacturing Company
Ttems Ttems Services Settings
Map Up Down Down
Mew Map
Sehenectady [ T | 0
Boston off i 0 0| Loadap
London Off s O I | Triod bap
Horldwide Widget e T
Motications
Reports
Uaes
Tools
Widgett et - Northeast Wide Area Nemwork
199970405 15:01 u
&]bone [ [Ewemme W,

Map View. Click a map name in the Top View to display the Map

View. There are two formats for displaying maps in a web browser:
Graphical maps, which use the same icons and colors as maps on the
console; or a Text listing of devices in a map. To view the Graphical
maps, turn orenable Graphical Mapsin theWeb tab.

Any services being monitored on a device are shown. The Map View
will show any alerts that occur for devices in the map and will play an
audible alarm (if your computer has a sound card). You can click
Acknowledge to acknowledge the alert and turn off an alarm.
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3 Whotsup Gold Microsolt nmelbrplors @]
; |
Alamae 28 IE
Address |@ http:/ it lex ipswitch com/fddi wup. cgi -
Name Type Status Services Top wiew
ESaErEr N Server Active and responding -
Summary view
IeBeEEr ] Server Active and responding
o5+ Hor  TSSOWNL S OSSN | Loz
B2 st Active and responding Stats view
R st Actvemndrespondng  SMTRETTR
ettings
EDBTRGter S Rovter Active and responding ==
TWhatsUp Subnet Mot checked Reset counters
Add host
Remove host
Event Report
Statistics Report
Tools
Acknowledze |
Summaryview | Topview | Logview
||
2] Done [ [ @& ntemet zone 7

Device View. Click any devicein the list to show its Device View.
The Device View lists the host name, I P address, and polling statistics
for the device. The polling statistics are the same as those displayed in
the Statistics Window in the WhatsUp Gold application.

E
v
o0 EIRHB
Addiess I—a bt //ileaft e ipewitch.com/fddi wup.egithost=B48864085 =l ‘
Hostnarne: 127001 Top view
Address 127.001 T
Last Poll Titme: 15:07:57
Stabus Summary view
Log view
Statisics fast cleared: 01/23/3% 124324
Type #Polls % Responded % Missed Down time Period # Alerts Avg delay Min delay Max delay Stats wew
541 10000%  0.00% 0:00 158525 0 0 0 1 Settings
Up since: 01/20/99 12:43:24 Missed 0 Reset courters
676 94.08% 592% 0:00 1 2 248 B
ervices
Up since: 04/405/99 11:20:47 Missed 40
676 10000%  000% 000 5 3 363 lerts
TUp since: 01/29/99 12:43:24 Missed 0 Tools
Schenectady | Topview | Logview
199904405 15:08 I
3 [ [ [ [@mensions 7
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Summary View. The Summary View lists all devicesin the selected
network map and shows the polling statistics for each device.

e S (>
Ee Edt View Go Fawitss Hep |
o 0RA8HIRHBIHA e

Adess [&] hip/Flealf e pswitch, com/fddi wup. cai?vien=1 =l
Name Type #Polls% Responded % Missed Down time Period # Alerts Avg delayMin delay Max delay || Top view
fpserver3 | ICMP 546 100.00%  0.00% 0:00 158527 0 [ 0 1
Webserver | ICMP 546 100.00%  0.00% 0:00 158527 0 [ 0 1| Meoview
DEI= 0 [ICMP 546 073%  99.27% 902 158527 0 1] 9999 0| Loguiew

e - 100,00%  0.00% 0:00 o 0 0|1 Stats view
| sMTP 0 10000%  0.00% 0:00 (] 0 0
BEEIeNE 542 10000%  0.00% 0:00 158526 0 [ 0 1 Scttings
B IoME 542 10000%  0.00% 0:00 158526 0 [ 0 1 || Reset counters
[SMIB 677 94.09%  5.91% 0:00 11 2 e Iy
JEIE 677 100.00%  0.00% 0:00 3 3 363 = ——
FDDI Reuter ICMP 542 99.82%  0.18% 001 158526 0 (] 0 1 || Remove host
WhateUp  [ICMB 37 270%  97.30% 0:36 10901:46 0 (] 0 0 |[ EventReport
. DNS 0 10000%  0.00% 0:00 (] 0 0
WEE 0 10000%  0.00% 0:00 o o ) |l i)
Gopher 0 10000%  0.00% 0:00 [ 0 0 Tools.
| SMTP 0 100.00%  0.00% 0:00 [ 0 0
| Telnet 0 100.00%  0.00% 0:00 [ 0 0
| Time 0 10000%  0.00% 0:00 (] 0 0
IMAP4 0 10000%  0.00% 0:00 (] 0 0 ol
SNMP 0 10000%  0.00% 0:00 (] 0 0
Mapwiew | Topview | Logview -l
&7 Done [ [ [ [@memetzone Y

Log View. You can click the L og View button to view the Event L og
page. The Event Log page shows all events that have been logged for
the devicesin a network map.

WhatsUp Gold Web Functions

This section briefly describes the WhatsUp Gold functions available
from a web browser. Refer to the WhatsUp Gold web monitor’s help
system for detailed information.

The functions available to each user are determined by the
permissions granted to the user account. For information on setting up
web accounts, see “Setting Up User Accounts for the Web Server” on
page 133

Configure program. Configure the startup settings for WhatsUp
Gold and the display settings for the WhatsUp Gold web pages.

Configure maps. Change settings for a selected map, such as map
title, poll timer, and timeout.

Configure devices. Change the settings for a device, such as the
display name, host name, IP address, polling frequency, polling
schedule, and up and down dependencies.
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Configurereports. Configure the recurring network status report.

This report provides a snapshot of your network’s status (including
Up and Down devices and down services) and can be sent via e-mail,
pager, or beeper notification.

Configure users. Add, remove, and change WhatsUp Gold web user
accounts.

Acknowledge alerts. Acknowledge a reported change (alert) and stop
any further alerts for the change.

Accesstools. Use the Ping, Trace, Lookup, and Scan tools. These
tools operate from the system on which the WhatsUp Gold application
is installed. For example, when you do a “trace” from the web
interface, you are tracing the route from the WhatsUp Gold system to
a remote system.



__________________________________________________________________________|
Chapter 8: Monitoring SNMP Devices

The Simple Network Management Protocol (SNMP) is an Internet
standard that allows management data on different network devicesto
be read and monitored by an application. You can use WhatsUp Gold
to view and monitor SNM P objects on any device that implements an
SNMP agent.

This chapter describes how WhatsUp Gold implements SNMP, how
to view and monitor SNMP values for a networked device, and how
WhatsUp Gold can receive unsolicited messages (known as traps)
from an SNMP device.

SNMP Implementation in WhatsUp Gold

This section provides an overview of the SNM P monitoring functions
available in WhatsUp Gold. It assumes you are familiar with the
SNMP standard and Management Information Base (MIB) for SNMP
objects. For background information on SNMP and the MIB, see
“SNMP Overview” below.

WhatsUp Gold provides limited monitoring of devices that support
SNMP. WhatsUp Gold supports the current Internet standards: SNMP
Version 1 and MIB II. You can make custom extensions to MIB Il to
add vendor-provided SNMP objects. For more information, see
“Setting Up the MIB Identifiers” on page 148.

Note
WhatsUp Gold does not let you change the value of an SNMP object
on a device and does not provide SNMP manager functions.

Use WhatsUp Gold to do the following types of SNMP monitoring:
* View SNMP information on a device.

You can use the SNMP todllét Tools from theView menu,
then click theSNM P tab) to view information for a device.

* Graph selected SNMP values.

You can graph the SNMP values by using the SNMP Graphing
Utility (Start -> Programs ->WhatsUp Gold -> SNMP Graph
Utility or selecSNM P Graph Utility from Tools menu).
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e Receive traps from SNMP devices.

A trap is sent when the status of a device changes. Traps are
unsolicited messages, such as a router indicating one of its
interfaces went down or a printer indicating it is out of paper.

WhatsUp Gold records traps on the device propdriaggtab and
in the Event Log (provided logging is enabled onAlhertstab in
device properties). You can also set WhatsUp Gold to send a
notification (via pager, beeper, e-mail, or voice) when a trap is
received.

When a trap is recorded for a device, that device’s display name
will be inverted on the network map (as happens with any change
in status). You can then check theg tab in the device

properties for the trap information.

e Monitor whether SNMP is running on a device.

You can select SNMP on the device properfiavicestab and
monitor it just as you can monitor any service. Again, this only
checks to see if SNMP is running on the device; no SNMP
management is involved.

The following sections describe how to use each of these capabilities.
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SNMP Overview

The Simple Network Management Protocol (SNMP) defines a method
by which a remote user can view or change management information
for a networked device (a host, gateway, server, etc.). A monitoring or
management application on the remote user’s system uses the protocol
to communicate with an SNMP agent on the device to access the
management data.

The SNMP agent on each device can provide information about the
device’s network configuration and operations, such as the device’s
network interfaces, routing tables, IP packets sent and received, and
IP packets lost. This information, called SNMP objects, is stored in a
standard format defined in the Management Information Base (MIB).
The MIB defines the SNMP objects that can be managed and the
format for each object.
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The SNMP protocol, together with the MIB, provide a standard way
to view and change network management information on devices
from different vendors. Any application that implements SNMP can
access MIB data on a specified device. For a detailed description of
SNMP, see Request for Comments (RFC) 1157. For a description of
the MIB, see RFC 1213.

Note
The Internet Engineering Task Force (IETF) publishes Requests for
Comments (RFCs) for all Internet standards. Each RFC provides a
detailed description of the particular standard. View RFCs online at
http://info.internet.isi.edu/in-notes/rfc/.

Management Information Base (MIB)

The MIB contains the essential objects that make up the “management
information” for the device. The Internet TCP/IP MIB, commonly
referred to as MIB-II, defines the network objects to be managed for a
TCP/IP network and provides a standard format for each object.

This section provides a brief description of the MIB. For a detailed
description of the MIB, see RFC 1213.

The MIB is defined as an “object tree” divided into logically related
groups of objects. For example, MIB-II contains the following groups
of objects:

e system — contains general information about the device, for
example: sysDescr (description), sysContact (person
responsible), and sysName (device name).
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» interfaces — contains information about network interfaces, such
as Ethernet adapters, or point-to-point links; for example: ifDescr
(name), ifOperStatus (status), ifPhysAddress (physical address),
iflnOctets, and ifOutOctets (number of octets received and sent
by the interface).

e ip — contains information about the processing of IP packets,
such as routing table information: ipRouteDest (the destination),
and ipRouteNextHop (the next hop of the route entry).

e Other groups provide information about the operation of a
specific protocol, for example, tcp, udp, icmp, snmp, and egp.

« The enterprises group contains vendor specific objects that are
extensions to the MIB.

The MIB provides an extensible design to which both public and
private objects can be added.

Each object in the MIB has a numeric object identifier and a text
name. For example, the system group contains an object named
sysDescr, which provides a description of the device. The sysDescr
object has the following object identifier:
iso org dod internet mgm mb system sysDescr

1 3 6 1 2 1 1 1
This object identifier would be 1.3.6.1.2.1.1.1 to which is appended an
instance sub-identifier of 0. That is, 1.3.6.1.2.1.1.1.0 identifies the one
and only instance of sysDescr.

You will find all of the MIB-II objects (for TCP/IP networks) under
the MIB node of tree (so all these objects will have an identifier that
starts with 1.3.6.1.2.1).

Security

Limited security is provided for access to a device’s data by use of a
community profile. The network administrator can assign a
community name within the SNMP agent, or manager, on a device.
The network management application can access data on the device
only if it knows the community name.

Most SNMP agent software (on the device) also let you specify the IP
addresses from which the agent will accept requests.
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SNMP Agent or Manager

SNMP agent or manager software must be installed and enabled on
any devices from which you want to receive SNMP information.
Windows NT, Windows 2000, 98, and 95 provide an SNMP agent.
Network systems manufacturers provide an SNMP agent for their
routers, hubs, and other network boxes.

SNMP Operations

An SNMP application can read values for the SNMP objects (for
monitoring of devices) and some applications can also change the
variables (to provide remote management of devices). Basic SNMP
operations include:

» Get — gets a specified SNMP object for a device
« Get next — gets the next object in a table or list
e Set — sets the value of an SNMP object on a device

» Trap — sends a message about an event (that occurs on the
device) to the management application

The SNMP agent software on a device listens on port 161 for requests
from an SNMP application. The SNMP agent and application
communicate using UDP. Trap messages, which are unsolicited
messages from a device, are sent to port 162.

If an SNMP application makes a request for information about a
device but an SNMP agent is not enabled on the device, the UDP
packets are discarded.

SNMP Traps

The SNMP standard provides a limited number of unsolicited
messages (called traps) that are sent from a device to an SNMP
application. These messages can be sent by the SNMP agent on the
device to notify an SNMP application of a change in status.

There are six standard traps which you can receive from any SNMP
agent and there can also be enterprise specific traps for a device,
which are defined by the device vendor.
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Traps are numbered as follows:

Trap #  Trap type Description

0 Cold start The device is rebooting itself and may change
its configuration or the SNMP agent’s
configuration.

1 Warm start The device is rebooting itself but neither the
device’s nor the SNMP agent's configuration
will change.

2 Link down One of the communication links for the device
is down.

3 Link up One of the communication links for the device
is back up.

4 Authorization The device has received a protocol message

failure

that is not properly authenticated.

5 EGP neighbor ~ An EGP neighbor for which the device is an
loss EGP peer is down and the peer relationship no
longer exists.
6 Enterprise The SNMP specification lets vendors define

specific traps

enterprise specific traps, for example a trap
that occurs on a particular vendor’s router.
Enterprise specific traps should be added to
the MIB on the device and on the management
application.

Setting Up the MIB Identifiers

WhatsUp Gold uses two reference files (mib.txt and traps.txt) to refer
to MIB identifiers. The reference files are used by WhatsUp Gold to
display the MIB object tree when you browse for an object name/
identifier using the SNMP tool.

As shipped with WhatsUp Gold, these reference files contain the
SNMP objects defined in the MIB-I11 standard, including the six
standard SNMP traps.

If your network includes devices from a vendor who also provides
RFC-compliant MIB files, you can update these reference files to
include the MIB and trap information from the vendor’s files; to do
this, you run the MIB Extractor.

The WhatsUp Gold “MIB Extractor” (a command line program
namedmibextra.exe) updates the MIB and trap information that
WhatsUp Gold references when it converts SNMP object and trap
identifiers into object and trap names, and vice versa.

148 User's Guide
WhatsUp Gold




To run the MIB extractor:
1 Collect your vendor-provided MIB filesinto a single directory
2 At the command prompt, enter:

m bextra directorynane\fil enane
where filename is the name of the vendor-provided file.
The MIB Extractor reads the current contents of mib.txt and traps.txt,

processes the vendor-provided MIB files, and rewrites mib.txt and
traps.txt.

Note
If the MIB Extractor returns a "failed to open file" error, the MIB file

you are using has dependencies. These "dependency” filesarelistedin
the Import section of the vendor’s mib file. You should check all of the
MIB files for dependencies.

Viewing SNMP Objects

The SNMP tool |ets you view information on a remote device that has
an SNMP agent. To view SNMP information;

1 From the Tools menu, select Net Tools, and click the SNM P tab
to display the SNMP options.

¥ Met Tools |_ (O] x|
File Edit

Infa I Time | HTHML | Fing I TraceRoute I Laokup | Finger | whois I LODAP I Cuote I

Scan SHMP | Win et | Throughput | System Info
éddress:Iemmett.iohnson.com 'l s Get Help | Clear | Start |
Qommunity:lkUSlEf C Getbewt
' Get All Subitems
what|1.36121.2218 _| Mot Delsy [200

o o

‘View Simple Metwark Management Protocal walues. A
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In the Address box, enter the host name or IP address of the
device for which you want to view SNMP objects, or select one
from the drop-down list.

If necessary, change the text in the Community box. The default
string is “public.”

SNMP (Version 1) as a protocol does not support security.
Security is implemented within the SNMP manager itself (on the
device) by specifying the IP addresses from which it will accept
requests. However, simple security can be implemented by use of
the community string.

The default stringgublic) will work for most SNMP hosts unless
the administrator has specifically removed public and replaced it
with a string of his/her own. If you know a device is manageable
via SNMP and “public” doesn’t work, you will have to talk to the
owner of that device to get a community name that will work

In theWhat box, type an SNMP object name or identifier to
retrieve, or click the button next to tiiéhat box to displays the
MIB tree view of the SNMP objects.

SNMP Object Selector [x]
Obiect ID: |1.3.s.1.2.1.2.2.1.s
Instance: l—
3. interfaces
- ifNumber
- ifT able
[=)- ifEntry
- iflndes
- ifDescr
- ifType
- ifbdbu
- ifSpeed
= i(Physdddress:
- iftsdminStatus
- if0perStatus
- ifLastChange LI
Cancel | ’TI

Each SNMP object has a name and numeric identifier. For
example, in the “system” group, the network object named
SysDescr with object identifier 1.3.6.1.2.1.1.1 contains a
description of the device.



An object can have one or more instances, depending on the
configuration of the monitored device. For example, a device can
have two network adapters, in which case there will be two
instances of the ifPhysAddress object, which has object identifier
1.3.6.1.2.1.2.2.1.6. In this case, you need to specify an instance
number at the end of the object identifier (such as
1.3.6.1.2.1.2.2.1.6.1). If you do not specify an instance number, it
defaults to zero. For more information on SNMP objects, see the
“SNMP Backgrounder” section of this chapter.

Note
Entering* sysinfo in theWhat box returns most of the “system”
identification objects.

Select one of the radio buttons:

Get. If you know the object name or identifier, you can enter it in
theWhat box and use th&et option. For example, on a

Windows NT system, &et request for ifPhysAddress.2 returns
the network adapter address. If it is a wrong name or number, you
will not get any information back. If there is more than one
instance of the object, you need to enter the specific instance.

Get Next. UseGet Next to get the next object instance from a
table or list within the SNMP agent on the device. You can
determine the values to use in iWhat box by what is returned
usingGet Next. You should use this option with most of the
items that are in the MIB.

Get All Subitems. This option returns any subitems of the named
item.

Monitor. Starts the SNMP Graphing Utility and graphs the
network object specified in th&hat box. For more information
on graphing, see “Graphing SNMP Values” on page 152.

(Optional) Change theelay setting from the default of 1000
milliseconds. This value tells the SNMP tool how long to wait for
a response to an SNMP request before reporting a timeout.

Click Start to retrieve the SNMP information.

Any information found for the object is shown in the results
window.
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W 215104149128 ifOutOctets. 3 0.000100 i 133816248 a01318 1253160

I 215104149128 ifOutOctets. 4 0.000100 i 101191176 1032428 857240

Legend 215104149128 ifindctets. 3 0.000100 i 9422848 72923 EB976
215104149128 iflndctets. 4 0.000100 i 370424 1861 i

M 2ad 0123 0.000100 0 2028415936 EB52E06 2179376

Graphing SNMP Values

Some of the SNMP abjects are best monitored by displaying their

changing values in a graph. WhatsUp Gold’'s SNMP Graphing Utility
lets you select one or more SNMP objects and show a real-time graph
of their values. You can also save a particular graph and later open the
graph to resume graphing the SNMP objects.

The main window of the SNMP Graphing Utility shows a line graph
for each SNMP object added to the graph.

T} C:\Program Files\WhatsUp\T1usage3.wgg

Up to 20 SNMP objects can be active on the graph. You can set the
color and line width to distinguish each graphed object.

By default, the SNMP Graphing Utility graphs ittenge between

each reported value of the SNMP object. You can set the utility to
graph only the reported values for an object. For more information,
see “Adding, Editing, and Deleting SNMP Objects” on page 153
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Starting the SNMP Graphing Utility
To start the SNMP Graphing Utility, do one of the following:

e SelectSNMP Graph Utility from theTools menu; or from the
Start menu, seledPrograms ->WhatsUp Gold ->WhatsUp
Gold SNMP Graph Utility.

The utility starts the default graph filgréph.wgg) that shows the
time elapsed between SNMP values reported, which is
determined by the Interval specified@raph -> Properties.

*  From the SNMP toolTools -> Net Tools -> SNMP), enter an
SNMP object identifier in th&vhat box, selecMonitor, and
then clickStart. The WhatsUp Gold Graphing Utility appears
and begins real-time graphing of the selected SNMP object.

Adding, Editing, and Deleting SNMP Objects
To add an SNMP object to the graph:

1 From theEdit menu, selecAdd Item -> SNMP Item. The
Graph Item Properties appear:

Graph Item Properties [ %]

Conmy [ ]
ltem: [6121.22110 = J
Instance: m

™ &bsolute values [ Bytes to Bits ™ Rate per second

¥ &utoScale [ Beset values
Lire width: I‘I 'l
Laolar: IGreen vl

Scale: 0.m

QK I Cancel | Help |

2 IntheHost box, enter the host name or IP address of the device
for which you want to graph SNMP objects, or select one from

the drop-down list.

3 If necessary, change the string in @@mmunity Name box.
The default string is “public.”
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The default (public) will work for most SNMP hosts unless the
administrator has specifically removed “public” and replaced it
with a string of their own. If you know a device is manageable via
SNMP and public doesn’t work, you will have to talk to the
owner of that device to get a community name that will work.

Enter thdtem andlnstance numbers to specify the SNMP object
that you want to graph. (Use the Browse button to the right of the
Item box to view the MIB tree and select an object. When you
select an object in the MIB tree, its object identifier is entered in
theltem box.)

For background information on item and instance numbers, see
“SNMP Overview” on page 144. To customize the MIB tree to
include vendor-provided objects that are specific to your
enterprise, see “Setting Up the MIB Identifiers” on page 148.

Set the item graphing options:

Absolutevalues. When checked, graphs the reported values of an
SNMP object rather than graphing the change between the last
reported value and the current value (default method). You
probably want to turn ofAbsolute values when graphing a

counter, such as ifOutOctets; otherwise, the graphed values may
be difficult to read.

AutoScale. When checked, the graph scale for the SNMP object
is determined by the graphing utility. This is a relative scale that
is calculated to make the graph fit into the vertical scale. If you
turn off this option, thé&cale option becomes active and you can
enter a value to scale the graph.

Bytesto bits. When checked, multiplies the value reported for
the SNMP object by 8 to approximate the count in bits. This
option can be used with SNMP objects that are counters, for
example if you want to know the baud rate while monitoring a T1
router port, you want (ifOutOctets * 8) to give you a value close
to the real baud rate.

Reset values. When checked, clears the values for the selected
SNMP object when you exit the dialog box. You can clear the
values for all SNMP objects on the graph by seled@iregr from
the Edit menu.



Linewidth. Setsthe width of the line that represents the selected
SNMP object.

Color. Setsthe color of the line that represents the selected
SNMP object.

Scale. When AutoScaleis turned off, you can enter afixed value
in thistext box to determine the scale of the graph. You may want
to try different valuesin this box until you find ascalethat is
useful.

Rate per second. When checked, calculates the average change
per second in the values reported for the SNMP object, and then
graphs the result. To calculate this average, it takes the difference
between the latest reported val ue and the previously reported
value, then divides by the number of seconds between reported
values. This option is useful when the graph Interval (in Graph
Options) is different than one second. You cannot use this option
with the Absolute values option.

6 Click OK to add the SNMP object to the graph.
Viewing Item Values

You can view the raw data used to generate the graph for an SNMP
item. Select the graph item in the Legend, then select View Item
Values from the Edit menu.

123.123.123.123 1.3.6.1.2.1.2.2.1.10.3
Time | Walue | Dt | Reported | -
15:17.38 35585543 1020 8160
18:17.29 35586379 8936 EEE3 |
16:17.40 35587699 1320 10560
1817.41 35588375 1276 10208
16:17.42 35530207 1232 3856
15:17.43 35591175 988 a4
16:17.44 35592581 1406 11248
16:17.45 35593769 1188 3504
16:17.46 35534605 93k EEES
16:17.47 35595353 748 5384
15:17.48 35596652 1299 10392
16:17.49 35597486 934 EE72
18:17.50 35598146 BED 5280
18:17.51 35593026 880 7040
1817.52 35533310 894 7072
15:17.53 35601186 1276 10208
15:17.54 35603299 2113 163904
16:17.55 35604339 1100 8800
16:17.56 35605103 704 5632
1817.57 35606027 924 7392
16:17.58 35607063 1036 §288
15:17.59 35608075 1z 8098
16:18.00 35608750 675 5400
18:18.01 35609592 842 E736
16:18.02 35610868 1276 10208 LI
1R8N ARE1187R are F7AA
Refresh | oK |
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The “View Item Values” window shows the following data for the
SNMP object:

Title bar. Shows the IP address of the selected host and the object
identifier for the SNMP object.

Time. Time the value was reported.
Value. The absolute value reported by the SNMP object.

Diff. This is the difference between the reported value and the
previously reported value. (Note that this value may not make sense if
the graph is at a “wrap” point.)

Reported. This is the actual value used in the graph. This value
depends on the setting in the graph item's properties, which can be set
in one of the following dialog boxes: Graph Item Properties, Graph
Accumulator Properties, Graph Timer Properties. If the item is set to
reportAbsolute value, this value will be equal to the absolute value.

If set to reporBytesto bits, this value will be the absolute value
multiplied by 8. If set to repoRate per second, this value will be the
difference between the last two reported absolute values divided by
the time differenceTime Diff). If both Bytesto bits andRate per

second are selected, the reported value will be equal to the difference
between the last two reported absolute values multiplied by 8, then
divided by the time differencd {me Diff).

Time Diff. This is the difference (in milliseconds) between the time
the last value was reported and the time the previous value was
reported.

Click Refresh to update the displayed values.

Editing Item Properties
To edit a graph item’s properties:
1 To select the item to edit, do one of the following:

* Inthe graph legend, double click the item you want to
modify.

* Inthe graph legend, click the item you want to modify, and
then selecttem Properties from theEdit menu.

* Inthe graph legend, right-click the item you want to modify,
and selecProperties from the right-mouse menu.



The following dialog box appears.

Graph Item Properties [ %]
Host: 55.21.50.127
Commuinity Ipublic: j
Iame:
Ltern: 13612122110
Instance: |3 VI

™ &bsolute values [ Bytes to Bits

v AutoScale
Line width: I‘I 'l
IGreen vl

0.m

™ Beset values

Laolar:

Scale:

o]

Cancel | Help |

™ Rate per second

2 Make any changesto the properties and click OK to save them

and exit the dialog box.

Deleting Items from the Graph

You can delete an item from the graph at any time. In the graph

legend, do one of the following:

1 Click the item you want to delete, and then select Delete Item

from the Edit menu.

2 Right-click the item you want to delete and then select Delete

from the right mouse menu.

Saving and Opening Graph Files

You can save agraph to afile and it will save the selected graph items
and options. Data values are not saved. You can |ater reopen the graph
file and resume real-time graphing of the saved SNMP items.
WhatsUp Gold SNMP graph files use the extension .wgg.

To save agraph:

1 Fromthe File menu, select Save Graph. The “Save As” dialog

box appears.

2 IntheFile name box, enter a file hame withvayg extension.

3 Click Saveto save the graph objects.
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To open asaved graph:

1 FromtheFile menu, select Open Graph. The “Open” dialog box
appears.

2 Select a graph file name (withvagg extension) and clickOpen.
Editing Graph Properties

Use the “Graph Options” dialog box to set the layout of the graph
window, the interval (or frequency) for recording values for the
SNMP objects, and whether you want to record the data to a file.

To view the properties, seletoperties from theGraph menu:

Graph Options
¥ Legend
Interval [seconds) 1 Cancel |
~Vertical

™ Grid V Latels Help |

Marimum: I150 ™ Save window lacation

r~ Horizontal
[ Grid ¥ Labels

T I1 50

[~ Record data ta: Iglaph It

Legend. When checked, the Legend appears at the bottom of the
graph window. The Legend displays each graphed SNMP object and
its associated device, as well as any accumulator items.

Interval (seconds). Sets the time interval at which the graph records
values.

Vertical (y-axis). WherGrid is checked, displays lines across the
graph to help you read the vertical graph. Wheabels is checked,
values are displayed next to the y-axis. Whaximum determines the
highest value on the y-axis scale, as well as the internal values. This
value cannot exceed 1500.

Horizontal (x-axis). WherGrid is checked, displays lines across the
graph to help you read the x-axis values. Whahels is checked,
values are displayed next to the x-axis. Whaximum determines the
highest value on the x-axis, as well as the internal values. This value
cannot exceed 1500.



Save Window L ocation. When checked, saves the position of the
Graph Window so that it always opensin the same location on your
screen.

Record data to. If you want to save graph data, check this box and
enter afile name. Whenever the graph is running, the SNMP values
will be appended to thisfile. Thefileis saved in the WhatsUp Gold
directory. The file format is tab-delimited and can be imported to a

spreadsheet application.

File Format:

Date [tab] time [tab] first itemvalue [tab] second itemval ue [tab]

For example, a graph with four items would show the date and time
plus the four values recorded at that time. The heading showsthe IP
address and SNMP object identifier for each graph item.

Dat eTi ne[ 156. 21. 50. 12]: 1. 3. 6. 1.[256.2R2.50.102]3 1. 3. 6. 1. 2. 1. 2. 2. 1. 10. 4] 156. 21.
[156.21.50.12]:1.3.6.1.2.1.2.2.1.16.4

11/ 03/ 199911: 07: 34103782671006689712990

11/ 03/ 199911: 07: 35169587431031456766866

11/ 03/ 199911: 07: 3620678156873944783968

Receiving SNMP Traps

WhatsUp Gold has an internal SNMP trap handler, which when
enabled, listensfor and accepts SNMP traps that are addressed toit. A
trap is sent when the status of a device changes. Traps are unsolicited
messages, such as arouter indicating one of its interfaces went down
or aprinter indicating it is out of paper.

When a trap arrives from a device, WhatsUp Gold inverts the device’s
display name on the network map to show a status change and records
the trap information in the devicd’g tab and in the Event Log.

You can also set up WhatsUp Gold to send a notification message (via
pager, beeper, e-mail, or voice) when a trap is received for a device.

To receive traps in WhatsUp Gold, you need to do the following:

1 On each physical device that will be monitored, set the SNMP
agent to send traps to WhatsUp Gold. Taisnot be done from
WhatsUp Gold.

2 If you have vendor-provided devices, run the MIB Extractor as
described in “Setting Up the MIB Identifiers” on page 148.
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Enable the SNMP Trap Handler. (Select Options -> Program,
click the Programs and SNMP tab, turn on Enable SNMP Trap
Handler, and then click Apply.

3 Set up any notifications for traps as described in the
following section.

Setting Up Notifications for Traps

You can set up WhatsUp Gold to send a notification when an SNMP
trap is received for adevice. You can specify that the notification is
sent when any trap message is received or when a specified trap
number(s) is received. For background information about SNMP traps
and trap numbers, see “SNMP Traps” on page 147.

To set up a natification for a trap message:

1 Double-click the device and click tiAderts tab.

Motes | Status I History I Up-Time | Log | tenu |
General I SHMP I Monitar | Services Alerts

= Log Activity
v Enable alegt:
(=122 Eli=1E ’]7 Enable Thieshald: |1

~ Sound
I” Enable Sound  Trgger: |4 = Eartinuaus

Filename: IAIalm‘I iy ﬂﬂ

— Motification:
¥ Enable Matifications Matifications Editor

Default bail 4 0000 2400

ok | Cancel | Apply | Help |

2 Turn onEnable Alerts andEnable Notifications.

3 In theNotifications section, clickAdd.



The “Add/Edit Notifications” dialog box appears.

Add/E dit Notification [ ]
[CEETCE——~
Trigger: |4 Cancel

I Auto zend UP alert after sending DOWN alert

[ Send alert even if console response

¥ On SNMP Trap |

Time Period

7 days a week, 24 howrs & day

Change... |
Item digital code: I

From the drop-down list, select the notification you want to send
when this device receives a trap message.

You can create new notifications and make them available in the
drop-down list. See the “Defining Notifications” section in
Chapter 5 for the step-by-step procedure.

Turn on theOn SNMP Trap option.

When this option is enabled, and the edit box to the right of it is
empty, the specified notification will be sent whay trap is
received for the device. If the edit box contains a trap number or
numbers, notification is sent only if a trap with the specified
number is received. Separate multiple entries in the text box with
a comma.

You can enter a number for one of the six standard traps, or you
can enter a number for a vendor-provided trap. If you are unsure
of a trap number, you can view the Event Log (after enabling
traps) to see what number is associated with a particular trap.

Note that the notification of the SNMP trap is sent as soon

as the trap arrives: tAgigger value is ignored. The trap text can
be included in mail notifications if you use the %N variable.
For more information, see “Notification Message Variables” on
page 63.
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Note
A notification will also be sent if the device misses the number of
polls specified in the Trigger box. If you want to be notified only
of an SNMP trap, you can set the Trigger to 9999.

Set the Time Period in which you want the notification to
be active.

Click OK to save your changes. The notification is added to the
device’s list of notifications.

In theAlertstab, clickOK to save changes and exit the
dialog box.

Viewing Trap Log Entries

SNMP traps are logged regardless of whether or not you have enabled
log activity for the device.

To view trap information for a device, view the device properties and
click theL og tab.

To view trap information for all devices, sel&NMP Trap Log
from theView menu.
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Monitoring SNMP Service

To monitor whether SNMP is running on a device:

1
2
3

Double click the device to display its properties.
Click theServicestab to display services properties.

Check thesSNM P service. Use the defaufiuplic) in the
Community box unless your system administrator has set a
different community.

Click Apply to apply your changes. Cli€BK to apply the
changes and exit the dialog box.

If SNMP service is being monitored on a device, an asterisk (*) is
displayed next to the device icon in the map.



__________________________________________________________________________|
Chapter 9: Using Network Tools

WhatsUp Gold includes a versatile set of tools that let you search for
and display information about organizations, networks, computers, or
people on a network.

When you select Net Tools from the Tools menu, you see the
following tabbed dialog box:

- Met Tools - 10] ]
File  Edit
) Wink et Throughput System Info
The Info, Ping, Infa l Time ] HTHL ] PFing ] TraceRoute ] Lookup ] Finger ] ‘whoig ] LDAP ] Quote ] Scan ] SHMP ]

Traceroute, and
Throughput tools have a
button that toggles
between “List View” (list
format) and “Report View”
(textual format).

Host Mame or IP Address: |‘I 23123123123

Offical Mame:

List Wiew | Help | LClear | Start |

Fecord last updated:

Dromain M ame: [atabaze lagt updated:
Record created:

Cortact:

=y
[
IP Addresses:

Aliases: Domain Servers:

Fietrieve general information about a host,

Each tab contains the parameters and results area for one tool.
Thetoolsinclude:

e Info — Display a summary of device information.

* Time — Synchronize your computer’s clock with a remote
time server.

*  HTML — Query a web address.
* Ping — Verify connectivity to a host.
 TraceRoute — Trace and view the route to an Internet host.

» Lookup — Query Internet domain name servers for information
about hosts and name servers.

* Finger — Display information about users on a host.
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e Whois — Display information from the network information
center about Internet domain ownership and Internet groups.

« LDAP — Search directories for names and information.
*  Quote — View quotations from a quote server.

* Scan — Scan a range of IP addresses to create a network map.
For information on using this tool, see “Chapter 2: Creating
Network Maps” on page 13.

« SNMP — View and graph Simple Network Management
Protocol values for a device. For information on using this tool,
see “Chapter 8: Monitoring SNMP Devices” on page 143.

«  WinNet — View Windows Network domains, hosts, and
workstations.

e Throughput — Test data throughput on the connection between
your computer and a remote computer.

* System Info — View information about your local system.

Whda

Cut
Copy
Paste
Delete

Select Al
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Using Format, Copy, and Print Functions

You can use the standard Windows cut, copy, and paste functions in
all the tools and you can cut, copy, and paste between the tools as well
as between a tool and any Windows application.

In general, to cut, copy, or paste data in a text box or in a display
window, you can click the right mouse button to display the pop-up
menu.

However, the right mouse menu is not available when you are using
the Report View of the Ping, TraceRoute, and Throughput tools; use
theEdit menu instead. Furthermore, when using the Info tool, you can
select and copy text only when displaying results in the List View.

Printing Results

You can print the results displayed by any of the tools. Within a tool’s
tab, display the results of a query, and then s&edat from theFile
menu to view the standard Windows print setup dialog box.



Displaying Device Information (Info Tool)

The Info tool displays asummary of information about a network host
or device, including the official host name, |P address, and contact
information (from the Whois database). An Info request on a host
name also polls (pings) the host to verify connectivity.

The Info tool provides a quick way to get host information — it runs
Lookup and Whois queries on the specified host and also pings the

host to check its availability.

To send an Info query:

1 From theTools menu, selediet Tools and click thd nfo tab to

display the Info options.

2 IntheHost nameor IP Address box, enter the name or address
of a host you want to query. This must be a fully qualified host
name or address (for example: whitehouse.gov)

3 Click theStart button.

The results of the query appear in the window.

7 Net Tools M= E3
File  Edit
Scan | SHMP I ‘wink et I Throughput |
Info I Time I HTML | Ping I TraceRaoute I Lookup I Finger I Whais I LD&pP | Quote
Host Hame or IP Address: Ialunglhewap.cum j ||:\stV|ew| Help | Clear I Stait I
Finished

Offical Mame: |alongtheweay.com

Damain Mame: [ALONGTHEWAY.COM

Record last updated: [15-5ep-98

Database last updated: |F-4pr-3312:28:62 EDT

Record created: | 24-Mar-98
Contact: [ Admiristrative Contact, Technical Contact, Zone Contact: Bithaney, Tim 3
[TBSBAE] him@IPSWwTCH.COM
781-646-1772 [FAx]) 781-676-5710 ;I
IP Addresses Aliases: Domain 5 ervers:
207.31.234.22 207.31.234.22  NSIALONGTHEW®AY. COM

207.31.234.2 NS4 ALONGTHEWAY COM

\Helrieve general information about a host,

4

During the query, th&tart button toggles t&top. You can click
Stop at any time to stop the query. CliCkear to erase the results

from the display window.
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Checking a Web Address (HTML Tool)

The HTML tool’s primary purpose is to help developers debug their
web sites. The HTML tool sends a “get” or “head” request to a
specified web address (URL) and returns full header information
(including cookies) and also returns the page data (raw or formatted
HTML code).

To query a web address:

1 From theTools menu, seledilet Tools and click theHTML tab
to display the HTML options.

2 IntheURL (Uniform Resource Locator) box, enter the web
address of the web page you want to query.

This must be a specific web site file (for example: http://host
name/page/). A slash (/) is required at the end of the URL.

3 Select the format for displaying the page data: S®aatto
display page data with embedded HTML code. Sélextnatted
to display the page data with carriage returns inserted. Select
Interpreted to display the page as viewed in a browser. Select
Header only if you want to display the HTML header for the
page, without downloading the full contents of the page.

4  Click theStart button.

The results of the query appear in the window.

. Met Tools [_ O] ]
File Edi
Winhet | Throughput I System Info
Info | Time HTML | Fing | TraceRoue | Lockup | Fingsr | ‘whois | LDAP | Quote | Scan | SNMP
URL.[hitp:7 7w ipswitch.com/prodac 7 Help | Ciear

" Raw & Fomatted  Interpreted
™ Header Only Timeout: |20 [seconds)

<p align="center'">

< em>

<fant size="1" face="Aral"'»Meed Help with something? Please

<a hief="../../Companp/cantactfindex. html "> tell us< fax!

<br>

< ffonty

<a href="../../Camparp/capyright. himl >

<font size="2" face="Arial » @< /font ¢ fay

<font size="1" face="4ral"» 1393, Ipswitch, |nc.<fonts < feme < /p>

<|-webbot bot="Include’" endspan ichecksum="24677" --»

< /body>

< fhiml>
A | »

[View HTTP header and data 4
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During the query, the Start button toggles to Stop. You can click
Stop at any time to stop the query. Click Clear to erase the results
from the display window.

Synchronizing Time (Time Tool)

The Time tool lets you synchronize your local system’s clock with the
clock of a remote time server. Remote time servers provide a
constantly updated time of day reading (in hours, minutes, and
seconds) and the date (year, month, day). The Time tool provides
predefined entries for some publicly available time servers. You can
also query your own or other time servers.

Note
The Time tool uses the Time protocol specified in RFC 868.

Using the Time tool, you can also:

e Synchronize your local clock on demand

* Interrogate multiple time of day servers simultaneously and
display the difference (in seconds) between the remote time
server and the local system time.

» Adjust the displayed time of a remote time server by setting an
offset (plus or minus hours) from GMT.

» Sort the display (for multiple time servers) by column (Server
Name, Time, Difference, Offset, and Error Code).

To synchronize your local system’s clock with a remote time server:

1 From theTools menu, seledilet Tools and click theTime tab to
display Time options.

2 IntheTime Server box, type the host name or IP Address (for
example, xfiles-jr.esa.lanl.gov, navobs1.wustl.edu,
wwwvb.isi.edu) of the remote time server you want to query. The
drop-down list shows the previous host names or IP addresses
you have queried.

3 Click theSynch Clock to Remote Time option (make sure it is
checked). Your local system’s date and clock time is always
displayed above the results area.
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4 Optionally, use the Offset box to adjust the displayed time of a
remote time server by an offset (plus or minus hours) from GMT.

5 Click the Start button.

A connection is established with the remote time server and the server
name and current time are reported in the display window. The
reported time is constantly updated until you do one of the following:

* Click Clear to clear the display.
« Select the time server in the display, and then sBletiove
from the right-mouse menu.

The display window also shows the time difference between your
local system’s clock and the time server’s clock, any time offset you
specified, and any error codes reported. (If Time reports an error code,
try another time server from the list.)

" Net Toals M=
FEile Edit

Winhlat Thioughput | System Infa
ifo  Time | HTML | Ping | TiaceRoute | Lookup | Finger | ‘hos | LDAP | Quote | Scan | shmP

Time Server  |navobs]. wustl.edu vl Help | Clear
Dffset In - Sync Clock ta Femate Time [

Local System Time: 12:08:24 1933/08/31

Server Name [ Time/Date [ Difference: [ Offset [ Status
® navabs] wstl edu 1206 23 199808731 & seconds T hawrs Sucness

‘Al\ows for the monitoring of multiple time servers. 4

During the query, th&tart button toggles t&top. You can click
Stop at any time to stop the query. CliCkear to erase the results
from the display window.

To sort values in a column in ascending order, click the column
heading. To reverse the sort order, click again.



Tointerrogate multipletime servers:

One at a time, enter or select the time server’s host name or IP address
in theTime Server box and then cliclstart. Each time server you
select is displayed on a separate line.

To update thetimereported by the server now:

Right-click the time server in the Server Name column to display the
pop-up menu, and then selétidate Time from Server.

To synchronizethelocal clock with thetime server now:

Right-click the time server in the Server Name column to display the
pop-up menu, and then sel&yic Clock To Remote Time.

To suspend pollsto atime server:

Right-click the time server in the Server Name column to display the
pop-up menu, and then sel&bp Monitoring Thisltem. To restart
monitoring, right-click on the server and sel8art Monitoring
Thisltem.

To suspend pollsto all time servers:

Right-click any time server in the Server Name column to display
the pop-up menu, and then sel8i@p Monitoring All Items. To
restart monitoring, right-click on any server and seBeatt
Monitoring All Items.

Toremove atimeserver from thelist of servers:

Right-click the time server in the Server Name column to display the
pop-up menu, and then selé&dmove.

To change the offset (to account for time zone differences):

1 Click the time server in the Server Name column or select a
server from the Time Server drop-down list.

2 In theOffset drop-down list, select the desired offset.
3 Click Start.
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Verifying Connectivity (Ping Tool)

The Ping tool is a network diagnostic tool used to verify connectivity

to a particular system on your network. Ping sends an ICMP “echo
request” in the form of a data packet to a remote host and displays the
results for each “echo reply”. This exchange is referred to as
“pinging.” The Ping command also displays the time for a response to
arrive in milliseconds (this will vary depending on network load) and
debugging information about the network interface. You can have
multiple instances of the Ping tool active simultaneously.

To ping a host:

1 From theTools menu, selediet Tools and click thePing tab to
display ping options.

2 IntheHost nameor IP Address box, type a host name or IP
Address (for example, internic.net).

3 Select the protocol to use for pinging depending on the type of
host selected. Ud€M P for TCP/IP hostd,PX for Novell
NetWare hosts, aletBEUI for Windows network hosts.

Note
To ping an IPX device, Microsoft's NWLink IPX/SPX
Compatible Transport must be installed and running on the
WhatsUp Gold system. For more information, see “System
Requirements” on page 6.

4  Set any of the options you want to use:
Count. The number of data packets sent by the ping command.
Delay (sec). Number of seconds to wait between sending a ping.

Size. The length in bytes of each packet sent by the ping
command.

Timeout (ms). The ping will fail if the host does not respond
after this number of milliseconds.

5 Click theStart button.
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The Ping tool sends an echo request and waits for the echo reply.
If the ping was successful, summary lines are displayed in the
Ping tab, indicating the result of the ping.

7 Net Tools [_ O] ]
File Edit
Wwint et I Thraughput | Spstem Info
Infa | Time | HTML Fing | Tracefioute | Lookup | Finger | Whois | LDAP | Quete | Scan | SHMP
Host Nama o IP Address: [quotes peuitch com =] Listview | Help | Cear [[ star |

Count: |5 _,::' Delay [sec]: |1 _I::' £ ICMP € NetBewi

B M

Size: [50 = Timeow msp[E000 =] © P =
Sent 5 Received: 5 Min: 0 Mas 0 Avg 0

# | Addiess | byles| ms| Status |
quotes. ipswitch.com B0 0 Success
quotes.ipswitch.com 50 0 Success

quiotes. ipswitch. comn 50 0 Success
quotes.ipswitch.com a0 0 Success
quiotes. ipswitch. comn 50 0 Sucocess

EFEITE

|F‘\ng is used ta determing if a network. device is reachable.

4

If thereply isnot received within the timeout value, the ping fails.
This means there has been afailure at one of several points from
your PC to the remote host. The host may not be functioning and
therefore is unable to respond, a network or gateway in the path
from the user may not be working, or the host may not implement
the service you are requesting.

During the ping, the Start button togglesto Stop. You can click
Stop at any time to stop the ping. Click Clear to erase the results
from the display window.

Tracing a Route (TraceRoute Tool)

The Traceroute tool |ets you trace and view the actual route an IP
packet follows from the local host to another host on the Internet.
Response times are displayed in milliseconds and will vary
depending on network load. TraceRoute is useful for finding potential

trouble spots on large and complex networks that are connected
together by routers.

The results of atraceroute can be mapped to a network map.
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To initiate atraceroute search, do the following:

1

From the Tools menu, select Net Tools and click the TraceRoute
tab to display the traceroute options.

Inthe Host Name or | P Addresstext box, enter a host name or
IP address for the remote host — this is the host to which you
want to trace the route.

The drop-down list shows the previous host names or IP
addresses for which you’'ve done a traceroute.

Set any of the options you want to use.

Maximum Hopcount. The maximum number of hops to trace
before ending th&raceroute. When an IP packet passes from one
host to another, it is referred to as one hop.

Map Results. When this option is enabled, when you launch a
trace to a host, WhatsUp Gold draws a map of the route,
displaying an icon for each router and showing the connections
from router to router until it reaches the host.

Resolve Addresses. When enabled, the host names of each router
along the route will be displayed along with the IP addresses.
When disabled, only the IP addresses are shown. Showing the
host names will add time to the traceroute as it requires that the IP
addresses be resolved.

Set Dependencies. This option is available wheviap Resultsis
turned on. When enabled, it will set each router found by the
traceroute as an “up” dependency on the previous router in the
route. This means that when polling, if a router is down, WhatsUp
Gold will not poll routers further along the route to a host.

Timeout. The TraceRoute will fail if the device does not respond
after this number of milliseconds.

Click theStart button.

The results of the TraceRoute search are displayed in the
results area.



_ Net Tools [_TO[=]
File  Edit

Scan | SNMP I Winhet | Throughput | System Infa |
Info | Time | HTML | Ping  Traceioue | Lookup | Finger | Whos | LDAP | GQuote
Host Mame or [P Address: |195 41.09 d List “iew | Help | Clear | I
Masimum Hopeount: |32 I” MapResults [~ Resolve Addresses Q" ( r Q’
~24 \____,‘*
Timeout (ms]: 5000 j ¥ | Gt Dependencies
Hop ‘ Awg | Diff | Address | Status |
1 1] 0 216104145129
2 10 10 216.104.150.25
] 15 5 157.13067.57
4 15 0 14618323266
5 15 0 152.63.81.26
[ 30 15 152.63.0.102
7 40 10 152.63.34.13
2 40 0 14618816041
9 40 0 157.130.32.242
10 35 -5 1984109
|Trace the path through the netwark. to a host or network, device, G

During the trace, the Start button togglesto Stop. You can click
Stop at any timeto stop the trace. Click Clear to erase the results
from the display window.

If the Map Results option is enabled, WhatsUp Gold draws a
map of the route. It addsicons for any devices (such as routers)
that are not already in the map. The following example shows the
map of the route from Sleepy (the local host) through each router
along the path to the Internic’s host.

(2] WhatsUp Gold - [WhatsUp.wup:1] [-[o[~]
W e View ook Window Hep =18]x]
NEFENSERRIEEER]

3] RCnet

Interaic
4 | _'IJ
I
For Help, press F1 [ [NOM 145450 4
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Finding Host and Name Server (Lookup Tool)

The Lookup tool lets you query Internet domain name servers for
information about hosts and name servers. You can use L ookup to:

Find the IP address from a name or a name from an IP address
List just the name and Internet address of a host or domain

Query the name server for information about various hosts and
domains

List hosts in a domain

To initiate a Lookup query:

1

From theTools menu, seledilet Tools and click the. ookup tab
to display lookup options.

In theName or | P Address text box, enter a host name or IP
address of the device or domain name server you want to look up.

Set any of the options you want to use.

DNS Server. Enter the IP address of the domain name server you
want to query or selegstack] from the drop-down list to use the
network stack in your operating system

Note
When you select the [stack] option, Lookup uses the Winsock
stack lookup routines. If you specify a server, Lookup creates and
interprets its own DNS packets and does not use the Winsock
stack routines.

Query Type. Select a type from the drop-down list.
The quenytypes are:

Type Returns the following information:
A The host's Internet address
ALL All information

CNAME Alias names for the host

HINFO The CPU type and operating system type of the host
MX The host that acts as the mail exchanger
NS The name server for the named zone




PTR The host name, if the query is an Internet address;
otherwise, a pointer to other data

SOA The domain’s “start of authority” information, which
indicates the name server and additional
administrative information

ZONE The zone listing for the domain, which defines the
domains for which the name server is the primary
name server and lists registered host in the domain

Note
If you use the network stack, you can only do name-to-address
lookups (A) or address-to-name lookups (PTR). If you specify a
DNS server, you can use all of the query types.

The Verbose option is useful only when you specify aDNS
server. When enabled, you can see the information that comes
back from the DNS server.

Click Start. The information returned by the lookup query
appears in the results area.

_+ Net Tools | _ (O] <]
Fie Edt [x
Scan I SHMP | Winket | Thioughput I
Info I Time I HTHL I Fing I TraceRoute  Lookup | Finger I “w/hois | LDAP I Quote
Mame or IP Address: [ipswitch.com - ﬂl EI
DMS Server: |156.211.2 -
Duery Tupe: |ALL [all applicable information; = | [~ Werboss
ipswitch, com. -
nameserver = hub.ipswitch, com.
ipswitch, com.
nameserver = alpha.ipswitch.com,
ipawitch, com.
80, alpha.ipswitch.com.
ipawitch, com.
10, imail.ipswitch, com.
ipawitch, com.

nameserver = hub.ipswitch, com,

mailaddress = postmaster. ipswitch.com,

sefial number= 99031801, refresh = 7200, retry = 3600,
expire = B04800, minimum = 86400,

ipawitch, com.
166.21.1.16 =
1] ¥
| Dbtain information on hasthames and P addresses 7

During the query, the Start button togglesto Stop. You can click
Stop at any time to stop the query. Click Clear to erase the
results from the display window.
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Getting Information About Users (Finger Tool)

The Finger tool lets you identify and display information about all

users on a network host. Thisinformation can include a display of

current users on the host (their user IDs and user names), and for each
user — the home directory, log in time, idle times, office location, last
time they received mail, and last time they read mail. The exact data
returned by a Finger query depends on what the source (the Finger
server) has chosen to provide.

A Finger request will also display any information contained in the
file .plan or the file.project in the user’'s home directory. These files
are often used as a simple way to distribute information.

If the specified host does not have a Finger server, the Finger client
displays the messag€onnecti on not nade

To initiate a Finger query, do the following:

1 From theTools menu, selediet Tools, and click the=inger tab
to display Finger options.

2 IntheFinger Stringtext box, enter a host name or IP address.

The drop-down list shows the previous host names or IP
addresses for which you sent a Finger request.

3 Click theStart button. The Finger client contacts the host's
Finger server. The results of the query appear in the window.

. Net Tools [_ O]
Eile Edit
Winlet | Thioughput | System Info
Infa | Tirne: | HTHL I Fing | TraceRoute | Lookup  Finger |WhDI5‘ | LDAP | Quote | Scan | SNHP
Finger Sting: |internic.net - ﬁl ﬂl
2

Initial Submission.
Following Submission..... 30-aug-1999 22:56:37
InterM|C Response........ 18-aug-1399 18:57.02

For additional information, "finger" the: following
legend@intemic.net gives a description of the ticket headers
paylegend®@internic. net gives a description of the papment info headers
help@internic.net gives a listing of the commands on this finger server

Cunent InterMIC Registration Status

Thanks far using the InterMIC Tracking Spstem,
I you have any comments about this system, please send them to
sction{@intermic net

““complete™

1=l »

|Ublam information about & user or host if supported an the remate host. A
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During the query, the Start button togglesto Stop. You can click
Stop at any time to stop the query. Click Clear to erase the
results from the display window.

Getting Owner Information (Whois Tool)

The Whoistool, like Finger, is an Internet directory service. Whois
provides information about who owns an Internet host or domain and
who you can contact regarding that host or domain. A Whois request
displays a contact name, mailing address, telephone number, and
network mailbox for all users and organizations who are registered
with the Network Information Center (NIC) database.

Note
The current host server for the Network Information Center (NIC) is
rs.internic.net. You can send a Whois query to this host to display
information on using services that the NIC provides.

To initiate a Whois query, do the following:
1 From the Tools menu, select Net Tools, and click the Whois tab.

2 Inthe Search String text box, enter a search string. If you know
the name or handle of an organization, enter it here.

In the WAIS Host text box, enter a host name or user name.

4  Click the Start button. The Whois client contacts that host’s
Whois server. The results of the query appear in the window.

7 Net Tools [- O] x]
File Edt
Winlst | Throughput | System Info
info | Tive | HTML | Ping | TraceRoute | Lockup | Finger  Whois | LDAP | Guote | Scan | SHMP
Search Sting [ipswich B ﬂl E‘
WAIS Host: [rs intermic et =

Ipswitch, Inc. [JUNDD-DOM) JUNDD.COM o]

ipswitch, Inc. [wSFTP-LE-DOM) WS-FTP-LE COM

Ipswitch, Inc. [WSFTP-LE-DOM) WSFTPLE.COM

ipswitch, Inc. [FTP-FLANET-DOM] FTP-PLANET.COM

ipswitch. Inc. [IPSWITCH-DOM) IPSWITCH.COM

ipswitch, Inc. [WSFING-DOM) WSPING.COM

ipswitch, Inc. [wS-FTPLE DOM) WS-FTPLE.COM

|pswitch, Inc. [WHATSUPGOLD-DOM) WHATSUPGOLD COM

ipswitch, Inc. (WS FTP-DOM] w5-FTP.COM

ipswitch, Inc. WSFTP2D0M) WSFTP.COM

ipswitch, Inc. [WSFTPLE-DOM) WSFTPLE.COM

ipswitch, Inc. (FTPFLANET DOM] FTFFLANET COM

To single aut one record. look it up with ", where ket s the

handle, shown in parenthesis follawing the name. which comes first,

[complete™

LI ¥
| Obtain information from network information center on names. A
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During the query, the Start button togglesto Stop. You can click
Stop at any time to stop the query. Click Clear to erase the
results from the display window.
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Searching Directories (LDAP Tool)

Lightweight Directory Access Protocol (LDAP) is an Internet
standard for accessing directory information stored on a server. It
permits an LDAP-enabled client to search for and view information
stored in an LDAP directory on another computer. LDAP is a subset
of the x.500 directory access protocoal.

The LDAP tool lets you view information on aremote computer that

has an LDAP server. Most LDAP serverswill let you view e-mail
addresses and users’ full names, and many servers will provide
information such as the user’s organization name, division or
department name, and postal address. In addition, any LDAP server
can contain its own customized set of attributes or data.

To view LDAP information:

1 From theTools menu, selediet Tools, and click thee DAP tab
to display the LDAP options.

2 Define a query for LDAP information.

Use the three text entry boxes at the top of the LDAP tab to
specify a query for LDAP information.

In the first text box, enter the LDAP attribute that you want to
display, or select an attribute from the drop-down list. If you want
to display all the entries for the selected attribute (for example,
you want to display all mail addresses), you can ignore the other
two text boxes.

If you want to further narrow your search to display specific
entries, you can use the second and third text boxes. In the second
text box, you can select one of the following:

contains the text (in the third box) is part of the
entry

is the text is the exact name of the entry

is like the text is a near match for the entry
(not supported by all LDAP servers)




Then, in the last text box, you can enter criteria (such as a name)
to display only those entries that meet the search criteria. For
example, to search an LDAP directory for information about a
company hamed Acme, you could enter it as follows:

|Fu|\ Nime j corkaing j e j

Inthe LDAP Host box, enter the name of the host that you want
to query.

This must be afully qualified host name (for example,
mail.acme.com). From the drop-down list, you can select some of
the more widely-used LDAP directories. Your previous LDAP
entries are also shown in the drop-down list.

Click the Start button.

Any LDAP information that meets the specified search criteria
is displayed.

. Met Tools =] 3
Eile Edit
Winlet | Thioughput | System Info
ifo | Time | HTML | Ping | TraceRoute | Lookup | Finger | Whois — LDAP I Quote | Scan | SMMP
IFuHName j In:nnlains j IDeche j Help LClear |
LDA&P Host: {Idap whowhere com -
™ Exact
Common Name [ E M [ Countyy [ State [ city [ Oiganization [ Divisio ~
Angel Peche angel@ieweb net
Peche quiza dolphine@eudoramail. com
Pamela Peche smitim(@eudoramai com
Lupercalia Peche darche-anjl@mailscite. com

Galo Moracia Peche galomp@arrakis.es
Mancy Louise Agnew Pe HLPECHE @aol. com

peche cochac@bluswin.ch
pepeche pepechel@infonie.fr
pepeche pepeche@infonie infanie, fr
Gino Peche gino_0@webty.net
lle Peche mllepeche@anl.com
Rafs® Peche proghit@Etk. net.pl
Andre PECHE pandre@tomado.be
mario peche alumnoT@netivice es
Tumer Peche turner@k sl stanford. edu -~
4] | »
| Search for names and information thiough LDAP. A

Note
If there are too many responses to your query, most LDAP
servers will not return anything. You'll need to further define
your search criteria.
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During the query, the Start button togglesto Stop. You can click
Stop at any time to stop the query. Click Clear to erase the
results from the display window.

Viewing Quotations (Quote Tool)

The Quote client lets you view information on aremote host that

supports a Quote server. Quote servers often display a “quote of the
day.” For example, if you connect to the Ipswitch quote server, you
may see a quote like the following:

“It was as true as taxes is. And nothing’s truer than them.”
Charles Dickens (1812-1870)

To view Quotes:

1 From theTools menu, selediet Tools, and click theQuote tab
to display the Quote options.

This must be a fully qualified host name (for example:
quotes.ipswitch.com).

2 IntheQuote server box, enter the name of a host that contains
the quote server.

3 Click theStart button.
The results of the query appear in the window.

During the query, th&tart button toggles t&top. You can click
Stop at any time to stop the query. CliCkear to erase the
results from the display window.

Scanning Your Network (Scan Tool)

The Scan tool lets you scan a range of IP addresses to create a map of
the devices in your network. For more information, see “Chapter 2:
Creating Network Maps” on page 13.
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Viewing and Graphing SNMP Values (SNMP Tool)

The SNMP tool lets you view and graph Simple Network
Management Protocol values for a device. The device must be SNMP
enabled. For information on using this tool, see “Chapter 8:
Monitoring SNMP Devices” on page 143.



Displaying Network Information (WinNet Tool)

The WinNet tool scans your local network and displays the names of
Windows network resources (domains, hosts, or shared resources).
Note that resources on the Windows network use NetBEUI (Windows
NetBIOS) names which may or may not correspond to I nternet host or
domain names. You can use the drop-down list to select the items for
which you want to scan. In addition, you can enter the NetBEUI name
of a Windows resource on your network and view information about
that resource.

1 From the Tools menu, select Net Tools, and click the WinNet
tab.

2 Inthe Network Itemstext box, select the type of network items
that you want to display from the drop-down list. You can select
from the following item types:

networks — show all networks (groups of domains)
domains — show all domains (groups of servers)
servers — show all devices running the Server service
shares — show all shared devices, such as printers
all — show all the above types of items

3 Click theStart button.

WhatsUp Gold scans your local network and displays the name
and address of the specified items.

During the scan, th8tart button toggles t&top. You can click
Stop at any time to stop the scan. CliCkear to erase the results
from the display window.

Testing Data Speed (Throughput Tool)

Throughput is a diagnostic tool that lets you test the data speed on a
connection with a remote host. It sends a specified number of IP
packets, in a range of packet sizes, to a specified remote computer and
calculates the average data speed over the communications link.

To test throughput on a connection:

1 From theTools menu, selediet Tools and click the
Throughput tab.
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Inthe Hostname or | P Address box, type a host name or IP
Address (for example, internic.net).

Set any of the options you want to use;
Packet Count. The number of data packets sent.

Timeout (ms). Thetime, in milliseconds, that the tool will wait
for aresponse.

Packet Size. The maximum length in bytes of the largest
packet sent. To accurately determine throughput, use the largest
packet size that works consistently without timing out.

Delay (ms). Number of milliseconds to wait between packets.

TCP. Normally, ICMP packets are sent, but if thisis selected,
TCP checks are sent through the echo port (port 7), which must
be running on the remote system. Throughput is more accurate if
thisoption is not used.

Click the Start button.

The Throughput tool sends the specified number of data packets,
in arange of packet sizes. For each data packet sent, Throughput
shows the number of packets sent, the number received by the
remote host, and the average timeit took to receive aresponse (in
milliseconds).

The data speed (in kilobytes per second or whatever measure is
appropriate) on the connection is calculated; thisisthe
“throughput.” This will vary depending on the system you are
checking and the size of data packets.

- Net Tools M= B3
File Edit

info | Tine | HTML | Ping | TraceRoute | Lookup | Finger | wml| LDAP | Quote | Scan |
SNMP |

WinMet Throughput Spstem Info
Host Name ot IP Address: [intemic net =] Listview | Hep | Cear
Packet Count |10 _,::' Packet size: [1024 _,; TR

Timeout (ms) (1000 == Delay (ms}: {1000 =
10 packets, 11220 bytes in 2115 ms. average:42 43 Kb/s medianc45 33 Kh/s

Pht | Sent| Fec| Time | Throughput | Status |
1 102 2B 198,08 8.20Kbls Sucress
H 204E 2048 105.05 31.08Kb/s Success
3 06 HEE 154,07 31.79Kb/s Success
4 403 03B 301.08 2168 Kb/s Success
5 510 510 137.02 59.55 Kb/s Success
g 6128 6128 22101 44.30Kb/s Succsss
7 748 7148 252.02 45.33Kb/s Success
8 §168 8168 261.08 50.02Kb/s Succsss
3 9188 9188 20305 7235Kb/s Success
10 10208 10208 275.03 59.34 Kb/s Success

| Test thioughput between this computer and a remote computer v




During the test, the Start button toggles to Stop. You can click
Stop at any time to stop the test. Click Clear to erase the results
from the display window.

Viewing Local System Information

WhatsUp provides a quick means of getting information about your
local system. To view local system information, select Net Tools
from the Tools menu and click the System Info tab.

- Net Toals M= B
File Edit

info | Time | HTML | Ping | TraceRloute | Lookup | Finger | whois | LDAP | Quote |

Sean | SNMP Winket | Thioughput System Info
g WhatsUp Gold Network Tools
Coppright © 13961939 Ipswiitch, Inc. &l rights reserved.

[wWinsock Description: WinSack 2.0 =l

Winsock Status Running

winsack Version: 11422

Winsock MaxSockets: 32767 (UDP65467)

Local Hostame: Emmett

Local [P Address: 111,222,333 444

D omain: jehnson kuster.com

N ame Serverls) 111 222 333555

D efault Gateway: 111 222 333 666

Netmask: 255255255101

Fice memory: 64,884 KB

Disk space on C: 2.57 GB Fiee
Wiew HTTP header and data. 7

Thistab displaysinformation about your local system; WhatsUp Gold
gets this information from the Windows Registry.

If your local system has multiple network adapters, System Info will
display information from all of the adapters — you will see multiple
IP addresses and netmasks.

Note
If you are using DHCP (Dynamic Host Configuration Protocol), the
host name, IP address, domain, name server, gateway, and netmask
information are dynamically assigned and the Windows registry is not
updated. Therefore, the values you see in this tab (under Local
Hostname, Local IP Address, Domain, Name Server, Default
Gateway, and Netmask) may be incorrect or you may see zero values
in place of the IP address and netmask.
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Event Report 109
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