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Getting Started

PART |. FIRST STEPS

This Part I introduces concepts that serve as the foundation for setting up
and using the Cisco ACE XML Gateway. It describes the first steps in
implementing the XML Gateway—setting it up in your network
environment.

The following topics are covered:
e Introducing the Cisco XML ACE Gateway Solution
o Before Starting
o Performing the Initial Setup

e Accessing the XML Manager Web Console
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Introducing the Cisco XML ACE Gateway Solution

The Cisco ACE XML Gateway, a component of the Cisco Application
Control Engine (ACE) family of products, brings application intelligence to
the network. It enables efficient deployment of secure, reliable, and
accelerated Web service environments based on XML (Extensible Markup
Language) and SOAP (Simple Object Access Protocol). It provides tools
and capabilities that simplify the use of XML and SOAP-based
technologies including XML Signature, XML Encryption, and SAML.

This guide introduces you to the tools and features of the ACE XML
Gateway, including its security, mediation, and acceleration capabilities.
This guide uses step-by-step procedures to acquaint you with how to set up
and deploy a working ACE XML Gateway policy. The policy is the set of
rules and behaviors that determine how the ACE XML Gateway handles
traffic.

How it Works

As depicted in Figure 3-1, the ACE XML Gateway can operate in various
locations in a network, depending on your requirements.

It is often deployed in the DMZ, where it can enforce access rules and
other security policy requirements on traffic from external sources.

Within the protected network, it can act as a central routing and mediation
point for application traffic. It can also serve to offload processor-intensive
or XML processing tasks from backend application servers.

-
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Introducing the Cisco XML ACE Gateway Solution

Wherever deployed, the ACE XML Gateway can provide application-level
traffic management and control, ensuring uniform policies across services
on your network.

Cisco ACE XML Gateway System Components

A Cisco ACE XML Gateway deployment consists of:

o ACE XML Gateway, an enterprise-class appliance for securing and
managing application traffic. The ACE XML Gateway serves as the
policy enforcement point on the network.

o ACE XML Manager, the administration server for the Cisco ACE
XML Gateway solution. The ACE XML Manager serves the web
console, the interface for developing the policy and monitoring the
system.

A single appliance can operate as both manager and gateway (in what is
called the standalone mode). However, this configuration is intended for
policy development or evaluation only and not recommended for
production deployment.

A production deployment typically consists of an ACE XML Manager and
one or more ACE XML Gateways. Multiple ACE XML Gateways can be
organized into clusters. While all Gateways in a single cluster should have
the same policy, different clusters can apply different policies. In other
words, you can have separate ACE XML Gateway clusters that each have
their own policies, possibly specialized for different business needs, or to
use a single ACE XML Manager to transfer policy versions between
development, testing, and production environments.

The ACE XML appliances are delivered in a full-size, rack-mountable
chassis or in a desktop form-factor, the Gateway-D. The Gateway-D is
intended for evaluation and development settings, while the rack-mounted
appliances are suitable for production environments.

Understanding Gateway Policies

The ACE XML Gateway handles traffic as specified by a gateway policy. A
policy contains global settings for traffic at the ACE XML Gateway, such
as denial-of-service (DOS) settings and content screening rules, as well as
settings specific to a service.

You develop the policy in the ACE XML Manager web console. From
there, the policy is deployed to the ACE XML Gateway cluster for

enforcement.

In a policy, you can configure a variety of message processing features,
including:

8 Cisco ACE XML Gateway



Introducing the Cisco XML ACE Gateway Solution

o validation of the content, arguments, or other properties of the
message

o transformation of message content

o dynamic selection of service routing based on message attributes or
content

o verification of consumer credentials, such as username/password,
certificates, SAML. assertions, and mote

o encryption and decryption of content with XML Encryption
e signature verification and generation

A policy is made up of numerous policy objects and resources, which
together determine the rules and behaviors of the ACE XML Gateway. An
important object in a policy is the service proxy, which is discussed next.

Using Service Proxies

Getting Started

The primary policy element for defining external services at the ACE XML
Gateway is the service proxy. As shown in Figure 3-2, a policy can have many
service proxies, each corresponding to a particular backend resource
available through the ACE XML Gateway.

A service proxy identifies connection parameters for the back-end service
(the service interface) and the way the service is exposed to service users
(that is, the consumer interface).

For backend SOAP services, each service proxy may correspond to a
particular operation or, if generated by WSDL import, all operations in the
WSDL.

Figure 3-2: Components of an ACE XML Gateway Policy
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A service proxy defines the requirements that messages must meet to reach
the destination service. The requirements may involve consumer credentials
or composition requirements, such as the presence or validity of message
arguments. If the message meets the requirements, it is passed through the
ACE XML Gateway. Otherwise, the Gateway blocks the message and
generates an error response.

This guide gives you hands-on experience with developing service proxies
in the XML Manager and testing them with live traffic at the ACE XML
Gateway. The steps in this guide provide practical experience with the
features and concepts introduced.

Cisco ACE XML Gateway



Before Starting

The following sections describe the information, tools, and system
requirements needed to complete the steps in this guide.

What You Need to Know

This document assumes that you are familiar with concepts surrounding
networking, security, and XML technologies. As advertised, a
service-oriented architecture implementation diminishes the barriers
between network and application domains, with a corresponding effect on
organizational roles. Therefore, regardless of experience, implementing the
ACE XML Gateway system usually involves new tasks.

This guide introduces concepts behind the ACE XML Gateway, presented
through hands-on instruction. The other books in the documentation set,
the Cisco ACE XML Gateway Installation and Administration Guide and Cisco
ACE XML Gateway User’s Guide, provide additional background material as
well. For even more information on background concepts you may need to
know, we recommend the following books:

o SSL and TLS by Eric Rescorla, for information on networking
security in general, and PKI specifically

o Securing Web Services with WS-Security by Rosenberg and Remy, for
information on WS-Security

Initial Network Configuration Requirements

The first steps described in this guide are intended to get the ACE XML
appliance up and running in your network. To perform the steps, you will
need:

o A static IP address for the ACE XML appliance

Note: You only need one address if setting up the ACE
XML Gateway and Manager to run as a single
instance (the configuration described in this guide).
Two addresses are required if deploying the ACE
XML Gateway and ACE XML Manager on separate
appliances.

o The IP address of the default IP gateway for the network
o The IP address of the primary DNS server for the network

Getting Started 11



Before Starting

e A hostname for the ACE XML Gateway registered with the local

network’s DNS server (recommended)

The password for the root account on the ACE XML Gateway
appliance.

If this is a new installation and you do not know the root password,
please contact your support representative.

Requirements for Generating Traffic

12

Once you set up the policy using the steps in this guide, you can test the
policy with live traffic. To do so, you can use the test browser built into the
XML Manager or an HTTP client tool, such as Microsoft WFetch or Cutl.

Sample services are provided for your initial testing. If you want to follow
the steps in this guide using your own services, however, you will also need:

o Web services running on a server (such as in .NET or AXIS)

o WSDL files describing the available services (although WSDL files

are not required by the ACE XML Gateway, they make it easier to
create a security policy)

To test security features, you’ll need resources such as a
public/private keypair for the ACE XML Gateway and a client
certificate.

If testing the ACE XML Gateway with other systems (such as an
LDAP server), those systems need to be available along with any
associated resources (such as LDAP queries)

Cisco ACE XML Gateway



Performing the Initial Setup

These procedures describe how to perform the initial setup of the ACE
XML appliance, from physically connecting it to the network to
configuring its basic network settings.

Preparing for Installation

Getting Started

The basic network settings for the ACE XML Gateway or ACE XML
Manager appliance are configured from the appliance operating system
environment. Since the available ports on the appliance chassis vary by
model, the method for accessing the operating system vary as well.

You can access the appliance operating system by connecting a monitor
and USB keyboard or KVM switch to the appliance. The appliance also
supports serial console connections, in which a personal computer with
terminal emulation software or a dumb terminal is connected by serial cable
to the appliance. The terminal emulation software or dumb terminal should
be VT100-compatible.

Note: While you can access the appliance by serial
connection, note that boot-up messages are
configured to go to KVM output rather than serial
output by default. For more information on serial
access, see “Connecting by Serial Cable.”

The steps for performing the initial set up of the appliance are:

1. If you have not already done so, remove the appliance from its
packaging.

Note: If you are evaluating the appliance, be sure to keep
the packing materials for use when returning the
system. Also, the packaging usually includes a return
shipping label you can use when returning the
appliance.

2. Connect a monitor and keyboard to the back of the appliance. For

information on connecting by serial cable, see “Connecting by
Serial Cable.”

3. Plug a power cable into the power supply port on the appliance.

4. Attach an Ethernet cable to a network interface port on the back
panel of the appliance. Rack-mounted appliances have as many as
tive Ethernet interface ports. Connect the cable to any of the
connectors except the Integrated Lights-Out connector, which is
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on the top-left side of the back panel. Make a note of which
interface you are using,

5. Turn on the appliance by pressing the power button on the front
panel for a Gateway-D or on the back panel for a rack-mounted
appliance. (On older models, you may need to remove the faceplate
to access the on/off switch.)

The system starts up. When the startup procedure finishes, a login prompt
appears on the monitor.

Connecting by Serial Cable

Instead of a direct KVM connection, you can connect to the appliance
using a laptop or personal computer connected by serial cable to the
DB-9-type serial connector.

The laptop or personal computer needs to have VT-100-compatible
terminal emulation software, such as Microsoft HyperTerminal.

Configure the connection to use the following settings:
e Bits per second: 9600
e Data bits: 8
o Parity: None
o Stop bits: 1

¢ Flow Control: None

Performing the Initial Configuration
After physically connecting the appliance, configure its basic settings as
follows:

1. At the appliance login prompt, log in as root user with the
password provided to you. If you don't know the root password,
contact your support representative.

2. When logging in with the default password, you will be prompted
to change the password. To do so, at the prompt:

Click OK or press enter.

b. In the Please enter the new root password screen, type a new
password and click OK.

c. Confirm the password when prompted.

The main menu of the appliance administration interface appears.

14 Cisco ACE XML Gateway
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Figure 5-1: Command-line Shell Menu

& target210.eng - PuTTY

Manage ACE XML Gateway Processes|
Network Configuration

ACE XML Gateway Cluster Configuration
Shutdown/Reboot

Advanced Options

Logout

4. Choose the second item, Network Configuration, and click OK.
The Network Configuration menu appears.
5. Configure network settings from the menu as follows:
Select the first item, Hostname, and click OK.

b. In the hostname screen, enter the fully qualified hostname of
the ACE XML Gateway (such as xmlgate.example.com).
When finished, click OK.

The Network Configuration menu appears again.

c. Seclect IP Gateway and type the IP address of the default
gateway of the subnetwork to which the appliance network
interface is connected. When finished, click OK.

d. Seclect Name Servers and enter the IP addresses of the DNS
servers in your network. To specify more than one DNS server,
enter their IP addresses separated by a space. The appliance will
query the first server in the list, and query others in the order

they appear if a name server is unresponsive. When finished,
click OK.

e. By default, the physical network interfaces on the appliance are
disabled. In the Network Configuration menu, choose the
interface to which you have plugged in the network cable by its
identifier, such as Interface eth0.

Note: The Gateway-D appliance only has one interface
menu choice, Interface eth0, since it only has one
Ethernet port. The full-sized appliances have an
interface menu item for each network interface.

f. Select the first item on the network interface menu, enabled.

g. Type the IP address for the appliance and click OK.

Getting Started 15
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h. Enter the network mask (netmask) for the IP address.

i. At the next prompt, choose an Ethernet speed for the interface
and click OK.

j. In the Edit Static Routes screen, choose Accept settings and
click OK| or Cancel to start over.

k. In the Network Configuration menu, select Test Network
Settings. The ACE XML Gateway performs a few basic
network tests of your settings and reports their result.

12. If prompted to configure cluster settings, choose yes to configure
them at this time. (If not prompted, in the Main Menu, choose the
third option, ACE XML Gateway Cluster Configuration.)

a. If working on a Gateway-D, choose the Both Gateway and
Manager option to have the appliance operate in standalone
mode. In this mode, the appliance includes the functionality of
both gateway and manager (this is the mode normally used for
system evaluation).

For a dedicated gateway or manager, choose an operation mode
of either ACE XML Manager or ACE XML Gateway
Cluster Member.

b. If you chose for the appliance to act as an ACE XML Gateway,
specify the address of the ACE XML Manager that will
administer this appliance.

c. When prompted, restart the appliance services for your changes
to take effect. Choose yes.

d. If you chose for the appliance to act as an ACE XML Manager
or standalone machine, click OK at the notice screen that you
will need to add or change cluster members from the ACE
XML Manager web console.

For a standalone machine, the Manager is already configured to
administer its own Gateway instance. For Manager-only
machines, you need to configure the Gateways to be managed
from the Cluster Management pages of the web console.

Congratulations! Your ACE XML Gateway is now configured and ready to
use. To exit the shell interface, from the Main Menu choose Logout.

Now that the appliance network settings are configured, you can unplug the
monitor and keyboard or serial cable. The ACE XML Manager web
console is now accessible from a browser on the local network. If you need

to access the appliance operating system environment again, you can use a
remote SSH client, such as PuTTY.

Cisco ACE XML Gateway



Accessing the XML Manager Web Console

The ACE XML Manager web console is the development environment for
an ACE XML Gateway policy. In addition to policy development, it serves

as the monitoring point for the system deployment.

Logging In to the ACE XML Manager Web Console

Getting Started

The ACE XML Manager web console works with recent browser versions.

It is specifically supported on Mozilla Firefox 1.5.0.x and 2.0.0.x and

Microsoft Internet Explorer 5.5 and 6.

JavaScript functionality must be enabled in the browser for many ACE
XML Manager features to work propetly.

To access the ACE XML Manager from a browser:

1. In the address field of the browser, enter the URL for the console:

https://<IP_Address>:8243

Where <IP Address> is the IP address you configured for the

ACE XML Manager in the previous section. Notice that you need

to connect to the ACE XML Manager web console by secure

HTTP (HTTPS). Also, as shown, the default listening port for the

console is 8243,

2. Accept the temporary certificate to view the login page.

Figure 6-1: Manager Login

) ACE XML Manager Login - Mozilla Firefox

fie Edt View Hstory Bookmarks Tools Help

Back ~ - Reload Home [d nttpssftare ] v| Go W]

N
Cisco

ACE XML Manager

Username: |2d!

password: [*~

Please enter your usemame an

d password to log in.

3. In the login fields, enter administrator as the user name
(case-sensitive) and the administrator’s password. If you do not
know the administrator password, contact your support

representative.



Accessing the XML Manager Web Console

Note: Keep in mind that this is a different user account
(usually with a different password) from the one used
to access the appliance Shell interface described in the
previous chapter, “Performing the Initial Setup.”

When starting a production-level project, one of the first tasks is to
create user accounts in the web console for each person or group
participating in the project. At evaluation time, however, you may
wish to use the pre-existing administrator account.

4. If your system has #ot been pre-configured with a valid license key, a
message appears notifying you that you need to update the product
license.

If you do not have a license file, contact your support
representative. Otherwise, follow these steps to update the license:

a. With a text editor, locate the license file provided to you and
copy its contents to your system clipboard.

b. After copying the license, click the License Management link
at the bottom of the license error page.

c. Paste the license text into the License File field and click Save
Changes.

If successful, a message appears notifying you that “Your changes
have been saved”. You can now access the ACE XML Manager
web console.

Navigating the ACE XML Manager Web Console

When you log into an ACE XML Manager web console that has an ezpty
policy (that is, a policy in its initial state), the Welcome page appears. You
can start configuring SOAP traffic routing directly from the Welcome
page, or exit the page to work on other parts of the policy or configure
routing for other types of traffic.

Figure 6-2 shows the main elements of the ACE XML Manager web

console interface.
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Configure 3 Web Service

To route messages via the ACE XML Gateway, you must configure routing in the policy. To
start configuring 3 policy for web services, dlick Configure a Web Service. If you do not
wish to configure the policy now, click Exit.

You can start this task at any time by clicking on the Routing Browser item in the menu to
the left, and then on the button labeled Configure a Web Service.

The primary components of the interface are:

Console

status
bar

properties
view/editor

o The properties editor shows status information and configuration
settings for a particular aspect or behavior of the system.

o The navigation menn, which appears on the left side of the console,
provides access links to the various property pages of the console.

o The status bar provides access to common operations, such as
deploying or switching sub-policies (a policy can be organized into

multiple parts, called sub-policies).

This guide contains detailed, click-by-click steps for performing various
configuration tasks. Be aware that there is usually more than one way to
navigate the console to accomplish a task. As you follow these steps, feel
free to explore the ACE XML Manager web console interface and use the
navigation path you prefer.
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PART II. WORKING WITH POLICIES

Part II takes you through the steps for defining the policy objects for
protecting services at the ACE XML Gateway. You start by importing a
WSDL that describes the services to be proxied at the ACE XML Gateway.
You then test the configuration and try out the logging tools included with
the system.

The following topics are covered:
e Virtualizing Services
e Deploying the Policy to the XML Gateway
o Sending Traffic to the XML Gateway
o Using Event and Message Logs

21
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Virtualizing Services

After installation, the XML Manager and Gateway contain an empty policy
to which you can start adding your own rules and settings. You can create
the basic settings for proxying services in the policy by hand (by manually
adding the policy objects that represent external services) or automatically
(by WSDL import).

Defining a Web Service by WSDL Import

The first step in configuring the ACE XML Gateway to handle service
traffic is to create the policy objects that encapsulate settings for an external
service. You can jump-start this task by importing the WSDL that describes
the service. The Manager generates policy objects based on the contents of
the WSDL, including service proxies, the policy object that contains
settings for external web services.

A WSDL can be imported from a URL location or from a UDDI registry.
In these steps, we’ll import a WSDL from a URL.

To import a WSDL:
1. On the Welcome page, click the Configure a Web Service
button.

Note: From elsewhere in the web console, you can access
this button by navigating to the Routing Browser
(click the Routing Browser link in the navigation
menu,).

The first page in the Configure a Web Service page sequence is
Locate Service. As shown in Figure 8-1, the menu presents several
options for defining Web services in the policy.

Figure 8-1: Import options

Configure a Web Service: Locate Service [2)
Select a method to locate the web service to be configured:
» ¢ Impart WSDL File from URL or Disk i+

port WSDL File from URL or Disk k
Vel eqgistry
Discor =I-_ru_uln UDDI Registry
O uRL:
Enter 3 username and password for WSDLs protected by HTTP Basic Auth

The Manager can generate service definitions based on information
acquired by a UDDI registry query or from WSDL import.
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In this case, we’ll import a WSDL from a URL location. With the
Import WSDL File from URL or Disk option selected in the
menu, choose the URL radio button

In the field next to the URL button, enter the URL of a service
hosted on the sample resource site:

http://example.reactivity.com/setrvice/order.asmx?WSDL

Note: If you are creating a policy for another service, either
type the URL or identify the WSDL file you want to
use on your file system using the File field. Also,
instead of specifying a WSDL directly, you can use
the controls to have the Manager discover services on
a UDDI server.

Click Continue.

In the Consumer Interface settings, notice that the Exposed Port
selection is Default HTTP port [80, Insecure].Later we'll
configure the service to use the SSL port 443. Until then, the
default HT'TP port 80 is the only one available.

The Exposed Path is the invocation path that consumers use to
address the service at the ACE XML Gateway. Replace the default
value with /orders

By default, the policy takes the invocation path from the WSDL.
For security reasons, it is usually advisable to change the default
invocation path. This obscures details about the backend
infrastructure that may be exposed by the path and exploited by
attackers (an extension of .asmx, for instance, suggests a .NET
framework). It also allows you to expose a calling interface that
makes more sense to consumers and it insulates consumers from
possible changes to backend services.

For the Access Control option, choose Public. Later, we’ll specify
conditions that control access to the service.

From the Default Message Logging menu, choose log bodies
of inbound and outbound messages.

When developing a policy, it’s generally a good idea to turn on
message traffic logging. That way, you can view the effects of
configuration changes in the actual messages passed through the
ACE XML Gateway.

Click the expand control to display the Advanced Options.

The Manager represents external services with a policy object called
a service proxy. A service proxy can correspond to a single
operation in the WSDL, or to each “service” element, in which case
the service proxy may contain multiple operations. By default, the
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Manager creates multiple operation service proxies, since they
provide a single point for configuring settings for multiple
operations. For now, however, we’ll generate a service proxy for
each operation.

9. Click to disable the checkbox for the option labelled Condense
SOAP Document operations into one service proxy per WSDL
"Service" element, if possible, so that it is not selected.

10. Click Continue at the bottom of the page.

The Deploy Policy page appears. As indicated by the text on the
page, the changes do not take effect at the ACE XML Gateway
until you deploy the policy. Until then, messages addressed to the
orders services at the Gateway will be blocked. We’ll deploy the
policy later. First, lets look at the results of the WSDL import.

11. Click Return to Routing Browser.

Examining the New Policy

The Routing Browser displays the services for which the ACE XML
Gateway performs message routing. As shown in Figure 8-2, several service
proxies were generated based on the imported WSDL.

Figure 8-2: Routing Browser with New Service Proxies

licy: Shared Deploy Policy... | [RIGEEIEEREniE g I Log Qut ] G

Routing (5]
Group by [ Handler Group ] [ Server ] | Configure a Web Service... | Create a New | Service Proxy... v
»

= order [ generate WSDL |  Handler Group

L= | # retrieveQuote [SOAP 1.1 D

ar | # submitOrder [SOAP 1.1 Do

<:$| # submitPayment [SOAP 1.1 Docurment]

The policy now contains three service proxies: retrieveQuote,
submitOrder, and submitPayment. Clicking on the name of one of the
service proxies takes you to its configuration details.

For example, click on RetrieveQuote to view settings for this service.

Getting Started 25



Virtualizing Services

Figure 8-3: Service Proxy Information Page

Routing > Service Proxy: retrieveQuote [SOAP 1.1 Document]

ORDER > RETRIEVEQUOTE
» Protocol: SOAP 1.1 Dacument
Message Traffic Logging: log statistics only (na message content); on error, leave message lagging at ts default

[access controL |

4= Provisioned publicly - no authentication required [ Edit Access Control... ]

[consumer nTERFACE [EorT]|
Port: Default HTTP port (80, Insecure)
Exposed Local Path: /service/order.asmx

strievaquate”

.com/service/order.asmx>

[REQUEST MESSAGE SPECIFICATION [ EDIT ]| [RESPONSE MESSAGE SPECIFICATION [ EDIT |

SOAP Message Validation
wel-formed XML onty

SOAP Message Validation
wellformed XML only

B Body Body
Method (root element) retrieveQuote in namespace Method (root element) retrieveQuoteResponse in namespace
| | http:/ foakinsurance.com/order/ defined by XsD http:/ foakinsurance.com/order/ defined by XSD
[REQUEST PROCESSING | [ResPONSE PrROCESSING |
Pre-Processing XSLT [enable] | | Pre-Processing XSLT [ enable ]
HTTP Header Processing [enzble] | | HTTP Header Processing [ enzble ]
SOAP Header Processing [enable ] | | SOAP Header Processing [ enable ]
SOAP Attachments/MTOM Handing [enable] | | SOAP Attachments/MTOM Handing [ enable ]
B sox hments Qutput Options [enable] |  SOAP Attachments Output Options [ enable ]
SOAP Timestamp Generation [enable] | | SOAP Trmestamp Generation [ enable ]
XML Signing [ensble] | XML Signing [ enable ]
XML Encryption [engble] | | XML Encryption [ enable ]
Post-Processing XSLT [enable] | | Post-Processing XSLT [ enable ]
[conTeNT screeninG [EDIT]|

Use the default settings configured on the Content Screening Defaults page for al content screening rukes.

([ Ext to Routing | [ - send Test Message—

[ Convert to Advanced ] [ Duplicate ]

This page shows settings specific for traffic handling for this service,
including request and response validation and processing requirements.
You will initiate most of the configuration tasks described in this document
from the settings page for a service.
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So far, you've been modifying the working policy, that is, the policy under

development on the ACE XML Manager. To have the policy applied to

network traffic, you need to deploy it to the ACE XML Gateway.

Deployment occurs in several stages:

e The Manager compares the current and proposed policies and

presents the differences for your review.

o If you accept the changes, the Manager compiles the policy.

o The compiled policy is transferred to the ACE XML Gateways.

Steps for Deploying the Policy

Getting Started

To deploy a policy:

1. Click the Deploy Policy button at the top of the ACE XML
Manager web console.

The first deployment page shows changes between the new and old
policy, in this case, objects added by WSDL import.

Figure 9-1: Deployment Step 1 of 3, Review Changes

:

»

Policy Manaqer > Deploy > Step 1 of 3: Review Changes 2]

Please review the changes in the current working compared to the previously deployed version befere continuing.

= ACCESS CONTROL

Hew - these exist in the current version, but not the previously deployed version:
0 Public to retrieveQuote
0 Public to submitOrder

0 Public to submitPayment

= HANDLERS AND HANDLER GROUPS

Mew - these exist in the current version, but not the previously deployed version:

New - these exist in the current version, but not the previously deployed version:

Q| retrieveQuote |
@ | submitOrder |
Q| submitPayment |

= IMPORTED WSDL FILES

Hew - these exist in the current version, but not the previously deployed version:

0 order.asre;

= SERVERS AND SERVICE DESCRIPTORS

MNew - these exist in the current version, but not the previously deployad version:
0 example. reactivity.com:80
example.reactivity.com:80

New - these exist in the current version, but not the previously deployed version:

Q| retrieveguote | &

2. Scroll to the bottom of the page and click Continue to Next Step.
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The Step 2 of 3, Basic Policy Review page appears. It shows
warnings and errors in the policy to be deployed. Notice that it
presents a performance warning regarding the log setting. Since
logging of message bodies affects performance, it is not
recommended in production systems.

3. Click Continue to next step.

The Compile and Deploy page appears, which shows the ACE
XML Gateways in the administrative domain of the Manager. You
can deploy a policy selectively to specific Gateways. Generally,
however, all Gateways should have the same policy version.

A status of Out of date indicates that the policy on the ACE XML
Gateway differs from the one you just compiled.

4. Type a description of the policy in the Policy Description field,
such as “Order services WSDL imported”.

By default, a policy desctiption is an optional value. In general, it is
recommended that you provide descriptions for policy versions.
They help in case a rollback or policy compare needs to be
performed later.

5. Click Deploy to Selected Gateways to have the compiled policy
deployed to the ACE XML Gateway.

After a moment, the deploy page reappears. This time, the status of the
ACE XML Gateway should be Up to date.

Managing Policies

When you deploy a policy, the deployed version is saved in the policy
version history in the Policy Manager. The ACE XML Manager includes
many features for administering policies, including the ability to back-up a
policy (such as the one you just deployed), restore a policy to a previous
version, or compare policy versions.

To access the Policy Manager, click the Policy Manager link in the Policy
area of the navigation menu.
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Figure 9-2: Policy Manager

Policy Manager

May 14 2007 10:22:18 PM - Order services WSDL imported
(B8 deployed by administrator
Deployed
[ View (Read-Only) ] [ Rol Back To This Version... ) [ Export... ]
Pol

— working policy

ﬁcv

\erslnr\ Description: | | Csave To History

m Import Saved Policy Import: configuration from a policy file (.ppf)

Retrieve the latest versions of runtime resources that were originaly
[ URL Resource Refresh ] it e R o
[ Compare t Deployed ] SO the difersnces betueen this verson of the poicy and the deployes

version.

[ PoigReview ] SPDEHCIKVE\ZS‘: policy configuration and show warnings about possible

[ Publ\sh\ng Publ\sh this policy's information to or delete its information frem a UDDI
m Begin the process of deploying the current policy to the ACE XML Gateway
[ ResetPoicy ] Rol back to the intial empty version of the policy

LAST 20 SAVED POLICY VERSIONS [ COMPARE POLICIES... ] [ VIEW FULL HISTORY ]

bete soved (@D [event owscrption_Tser 1]
Order services WSDL (Rolec ]

May 14 2007 10:22:18 PM  Deployed 0528 administrator Rol Back... ] [ Export...

v Roll Back...

II ¥

May 14 2007 10:09:54 PM  Deployed Initial Policy State administrator

[ view ful policy version histary ]

Notice that the policy version history at the bottom of the page shows
several versions, including one for the policy you just deployed.

From the Policy Manager, among other tasks, you can:

o View or rollback a previous version of the policy. Rolling back
replaces the current working policy in the Manager with the one last
deployed to the ACE XML Gateway. Once you rollback a policy,
you still need to deploy the policy to propagate the version to the
ACE XML Gateway. To roll back to a previous version of the
policy, click the Roll Back button in the policy history list.

o Export the policy to a file. This is useful for moving policies
between system environments (for example, between development
and production), backing up a policy, or moving objects between
sub-policies. It is also useful for troubleshooting, since it allows you
to exchange policies with support.

o Save to History creates a copy of the current working policy, which
then appears in the policy history list. Note that policy version is
also saved automatically when you deploy a policy.

o Compare policies to view differences between the working policy and
the one deployed on the ACE XML Gateway or between any two
policy versions.

o Reset policy to its initial state. Clicking the Reset Policy button in the
Policy Manager clears any changes to the policy since installation.
This is useful when learning the system. As with roll back, you still
need to deploy the policy to have the reset policy take effect at the
ACE XML Gateway.
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After deploying the policy, you can test the configuration by sending an
Order service request to the ACE XML Gateway. The ACE XML Manager
web console includes a test browser you can use to send simple requests to
services at the ACE XML Gateway.

When you submit a request from the test browser, the request actually
originates at the ACE XML Gateway itself. Like any client, the ACE XML
Gateway must meet access requirements for the service proxy, if any. (This
is important to keep in mind if the policy limits access to specific client IP
addresses.)

While the test browser is primarily intended for checking connectivity
between the ACE XML Gateway and backend services, it can be useful as a
first test of a new service proxy.

Using the Test Browser

Getting Started

To try out the service proxy from the test browser:

1. In the Routing Browser, click the name of the retrieveQuote
Service proxy.

The service proxy information page appears.

2. Scroll to the bottom of the page until the Test menu appears. (This
is the menu that contains a default selection of -- Send Test
Message --.)

3. Choose Test Consumer Interface from the Test menu, and then
click the Test button.

The Send Test Message window appears. Notice that the
SOAPACction header and body appropriate for the service proxy is
pre-populated in the text fields. The Manager populates the body of
the request with values derived from the schema. For example:

<ord:year>3</ord:year>

Optionally, change the automatically generated values to more
realistic ones. However, this is not necessary, since the service will
work with the values generated by the test browser.

4. When ready, click Send Test Message.

If successful, a successful response message appears in the Response page,
indicated by the 200 HTTP response code. Notice that the element named
retrieveQuoteResponse appears in the response. If unsuccessful, an
error message appears in the response window.
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Client Test Tools

While the test browser provides a useful first-line testing tool for Gateway
services, for a more realistic testing scenario, you should use an HTTP
client test tool. A number of client test tools are available, including the
freely available Microsoft WFetch, soapUI, or Cutl.

Curl is command-line tool available from the following site:
http://curl.planetmirror.com/

Parasoft SOAtest is a SOAP client testing tool that supports automation
and load testing. For more information, see:

http://www.parasoft.com

In the following steps, the service is tested with Microsoft’s WFetch.
WFetch is part of the IIS Diagnostics Toolkit, which you can get by
searching on “WFetch” at the Microsoft Download Center:

http://www.microsoft.com/downloads/search.aspx

Testing the Policy with WFetch

To test the service with WFetch, first download and install WFetch. For
more information, see the Microsoft documentation.

The test browser in the console generated a request message for you. From
another client, you will need to create the test message manually. You can
do so using the message template presented on the service example site.

To view a request template, go to http://example.reactivity.com/

In the example page, click on the name of the Retrieve quote service
operation.
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Figure 10-1: Service Operation Information

& Bample = Services - Mozilla Firefox

Fle Edt Vew Go Bookmarks Tods Hefp

G- ep - & Q) @ [0 rewseansesescy.onf v 0w & ]
3
M Reactivity
| secure XML
* Services Example Web Services
* Security

The following sections describe services exposed by a mythical organization, Oak Insurance
Company. Similar services can be built using application servers that speak standards such as
XML and SOAP

Order Management

The order management functionality streamlines the process of placing and settling orders.
. Exposed as SOAP and described by WSDL, these services can be invoked by trading
service partners using standard Web Services toolkits.

operation —

— Name Description
name [ Given insurance policy information, the service returns a quote that
Retrieve quote

finchides the policy cost and date when the quote expires

Given a quote, the service places an order for the insurance policy the

Submit order .
PSS auote was based on and retums confirmation and payment information

Given an order confirmation, this service submits a payment for the
lpurchased insurance policy and returns a payment confiirmation.

Submit pavment

Accounting Management

The accounting menagement functionality gives auditors quick access to Oak's financial

A request message template appears, along with a response example. Use
the request message template to create your own message to send the ACE
XML Gateway from an HTTP client tool, as follows:

1.

Getting Started

Open WFetch and in the message configuration page, set the Verb
option to POST.

For the Host field, type the hostname of the ACE XML Gateway,

such as xmlgateway.organization.com
For the Port field, type 80.

In the Path field, type the exposed local path of the service to test.
As configured in “Defining a Web Service by WSDL Import,” of
“Virtualizing Services,” the Path field should be: /orders

The Ver, Auth, and Connect fields can remain at their default
values, 1.1, Anonymous, and http, respectively.

For the Advanced Request options, choose Add Headers&Body.

In the text field, add the header and body of the test message, as
shown in Listing 10-1. Notice that a blank line should separate the
HTTP headers from the body.
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Listing 10-1: SOAP Message

SOAPAction:
"http://oakinsurance.com/order/retrieveQuote"
Content-Type: text/xml

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"

xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<retrieveQuote
xmlns="http://oakinsurance.com/order/">
<policy>
<dateOfBirth>
<month>January</month>
<day>1</day>
<year>1960</year>
</dateOfBirth>
<zipCode>94002</zipCode>
<height>52</height>
<weight>150</weight>
<coverage>402</coverage>
</policy>
</retrieveQuote>
</soap:Body>
</soap:Envelope>

If copying the message template from example.reactivity.com,
be sure to replace template text with sample values, as shown in
the listing.

The WFetch message configuration page should appear as
follows:

34 Cisco ACE XML Gateway



Sending Traffic to the XML Gateway

Figure 10-2: WFetch Message Configuration Page

. wfetch - [Wfetch3]
Wi File Edit View Window Help - a3 x

alelzl@

- - Advanced Request:
Verb: |F'OST j Host ‘m\nl eng.reactivity. com jEurl.lED j\u’gr. 11« 5d HeadersbBody = fromie

Path: | /ord
bz | Srs j SOAPAction: "hitp://oakinsurance .com/onder/retieveQuate”
Authentication Connecion Coritert- Iype: ted Al
7 o |
Atk [nommous | ||Conneat: [nitp ] <3ml version="1.0" encoding="tf-8"2>
Qoma\n:| Cipher: ‘ J i :szoszg'fgziofe amingxsi="http:/Awww.w3.org,/ 2001/ XMLSche

User: Client cert: ﬂ T <retrieveQuote xmins="Http://oakinsurance.com/order, ">
] <palicy>
Passwd: [ I pogefioren 0 || ¥ Reuse asteoreh:

<morth>march</morth
<day>3</day>
<year=1920</year>
</dateOfBith>
<zipCode>94114</zipCode>
<height=6</height>
eweight>120</weight>
<coverage>3</coverages
</policy>
</retrieveCuote>
</soap:Body>
</soap:Envelopes>

Log output

Ready NUM

7. Click the Go! button to send the request.
The response should appear in the Log Output field, as shown in
Figure 10-3.
Figure 10-3: WFetch Response

</daieUtbith>r'n
<ipCode>94002</zioCode\'n
<height>52</height>\r'n v

Log Output [Last Status: 200 OK] -~
<coverage»402</coverage>Y\n

r
”
R
3

L
0 RESPONSE:
@ HTTP/1.1 200 OKY\n

@ Date: Tue, 20 Sep 2005
@ server: Reactivit
@ Content-Type: t:
@ Content-Length: 673\

2:23GMTY'n
n

Dvn
@ <2xml version="1.0" encoding="utf-8"2 p="http: fjsch " mins:xsi="hHp: ffwaw.w3.0rg /200 1 HMLSchema-
@ instance” xmins:xsd="http: [fwwn.n 001/XMLSchema”™ xmins="ht m forder /"> <retri >

d d price >216. 15</pric 11:43:12. 156 2500-07:00 < fexpiration > <policy > <dateOfirth <mont.
@ ary</month><day>1</day><year >1960< fyear > </dateOfBirth> <zipCode >94002< fzipCode ><height fheight><weight> > 2< fcov...
© retrieveq
@finished.

v

< b
Ready UM

Notice that the response includes a retrieveQuoteResult element, with
a sample price, expiration date, and so on.

Generating and Publishing WSDL's
The Manager can generate WSDL’s for SOAP services defined in the

policy. A WSDL is useful for a variety of applications—it can be used in
some development environments to generate client code for services, for
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example, or in testing tools to populate testing frameworks. WSDL’s
generated from the Manager show the ACE XML Gateway as the location
of the service in its port definition.

A WSDL represents a handler group in the policy. The handler group may
contain any number of service proxies, handlers, or service descriptors.
Only SOAP-based services, however, will be described in a generated
WSDI..

To create a WSDL for a handler group:

1. In the Routing Browser, click generate WSDL link next to the
handler group heading for the order services.

The WSDL appears in the browser window.
2. Click the browser’s Back button to return to the routing browser.

3. After a WSDL has been generated for a handler group, you can save
the WSDL file to your filesystem in the Routing Browser by
right-clicking on the generate WSDL link and choosing Save
Target As from the menu.

For a new service definition, a WSDL is not available until either
you deploy the policy or manually generate the WSDL as described

above.

To make the WSDL available to partners or clients, you can publish it in
protected fashion (using the ACE XML Gateway service directory) or
publicly (at a URL reachable through the ACE XML Gateway). In the latter
case, the WSDL for a given handler group is exposed at the following path:

http://<gateway hostname>:<port>/<service path>?WSDL

To publish WSDL’s to a URL, configure the WSDL Publishing settings
on the System Management > Gateway Settings page. Specifically,
enable the option Serve WSDL Files from the Gateway.

The next time you deploy the policy, and every time thereafter, the ACE
XML Gateway will automatically publish WSDL’s for all handler groups in
the policy to the publicly accessible URL.
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The ACE XML Gateway provides a range of tools and capabilities for
analyzing and monitoring activities in a service-oriented environment. Not
only can these tools help administer and troubleshoot the ACE XML
Gateway activity, more broadly, they can help you troubleshoot activity
external to the ACE XML Gateway. The ACE XML Gateway's message
and event logs can significantly assist in pinpointing the source of
inter-operability problems and application errors between service
endpoints.

The following procedures introduce you to the logging tools provided by
the ACE XML Manager.

Viewing the Message Traffic Log Information

Getting Started

In “Defining a Web Service by WSDL Import,” you set the default logging
level for the retrieveQuote service proxy so that inbound and outbound
messages are logged. After testing the service as described in “Sending
Traffic to the XML Gateway,” you can view the logged content.

To view the log:

1. Click the Message Traffic Log link in the navigation menu.
Figure 11-1: Message Traffic Log link

alinl acExML ooy
CISCO Manager

% Manager Dashboard bl polic

Message Routing
Routing Browser

Imported WSDL Files

Open HTTP(S) Ports
HTTP Servers

Messaqing Servers
Exception Mapping Defauls
Access Control

Access Control Browser
LDAP Servers

Global Security
Denizl-of-Service Protection
Content Screening Defauks
Policy Administration
Palicy Manager »
Sub-Policies

M Resources
essage = Reports & Tools

Traffic Log— Hessage TrfficLog
i Event Log

link Service Health

Performance Monitor

Az e .

The Message traffic log appears. Note that the log records messages
as request/response pairs.

Clicking the events link under the View column displays the
overview information on the message event. For now though, let’s
take a look at the message body.
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2. Click the req/resp pair link in the View column:
Figure 11-2: Accessing Events

for handler: | — all handlers - (¥ Update View

for service

|SEARCH RESULTS (REQUEST/RESPONSE PAIRS) AT MAY 14 2007 11:11:08 PM GMT ‘
1-1of1

Time

Message Z Z ,
(GMT) Host Error? Tee Authenticator Handler Service View
May 14 2007 SOAP 1.1 -- Public - . . [ rea/resp pair ]
W G 001210 Document  10.50.1.210 retrieveQuote retrieveQuote [ oante ]

»

reg/resp pair link J

A new window appears with information on each leg of the

message interchange: incoming request, outgoing request, incoming

response and outgoing response.

3. Scroll down to the Outgoing Response Attributes area of the

page and click the link next to the Body label, text/xml.

The content of the message appears.

Figure 11-3: Outgoing Response Message Body

23 https:#/10.0.101.73:8243/tools/downloadAttachment?msgID-000A49650000072. ..

Elle Edit Yiew Favorites Tools  Help

fcldress | ] hitps:{10.0.101,73:6243ftools/downloadAttachmentimsaID=000A406500000 ¥ | [ Go  Links @)~
~

<7l version="1.0" encoding="utf-g" 7=
- <soap:Envelope
umins: soap="http://schemas.xmlsoap.org/soap/envelope/"
wmins:xsi="http:/ fwww.w3.0rg/2001/XMLSchema-instance"
wmins:xsd="http:/ fwww.w3.0rg/2001/XMLSchema">
- <soap:Body>
- <retrieveQuoteResponse xmins="http://oakinsurance.com/order/">
- <retrigvequoteResults>
<quoteld>0</quoteld:
<quantity=0</quantity>
<price>128.07</price>
<expiration>=2005-07-18T18:33:01.9218750-
07:00</expiration:
- zpolicys
- =date0fBirth>
<month=January=/month>
<dayxl</day>
=year=1950</years
</date0fBirths
<zipCode>94002</zipCodex
<height=52</height=

The window displays the complete text of the outgoing response message.

Similarly, you can view the text of the messages sent as the outgoing
request, incoming response, and so on.

When applying complex configuration settings to a message specification,
viewing the messages in each of its four forms in crossing the Gateway

helps you to understand the effects of the settings on the message.
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Understanding Log Levels

The previous steps describe how to view message text in the message traffic
log. The message log helps you to understand and troubleshoot message
handling components in a system deployment.

The event log provides additional information on message processing. It
also displays information on other activities of the system, such as policy
changes, state changes of the ACE XML Gateway and ACE XML Manager
(such as restart events), application faults returned by the protected
services, and many other types of events.

Figure 11-4: Test transaction in the event log

COMpOiEn LEule, COME U1 COISOI, &
destript\nni
EVENT LOG SEARCH RESULTS AT MAY 14 2007 11:27:59 PM GMT
Displaying events 1 - 14 (more recent events are shown 3t the top)
| Time (GMT) | Description Message GUID |Host | Compone
May 14 2007 11:27:55.305 PM I Public access OK for ‘refrieveQuote’: HTTP 320AD20100003BBABCEBG1ATOAASGS52 target210 core
POST SOAP request (SOAPAction:
"hittp:f/oakinsurance.com/order/retrieveQuote"”)
- for eforder.asmx from 10.50.1.210
- May 14 2007 11:11:04.667 PM [} User "administrator” has logged in to cluster consola target210 console
"Default Cluster” fram IP address 10.0.5.43.
May 14 2007 11:04:22.006 PM ] Policy "9485f1e6b52a8c4d" has baen consola target210 console
> successfully deployed by administrator.
May 14 2007 11:04:21.980 PMHPDIN:,— reconfiguration complete; I/O processes  0A3200D2006A435F8C7507577D2076B8 target210 core
reset
May 14 2007 11:04:12.123 PMHPDIN:,— reconfigured; now reconfiguring I/0 0A3200D2006A435F8C750757702076B8 target210 core
processes
May 14 2007 11:04:11.900 P!vlmlnma\mng policy; id 9485f1e6bSaascdd startup target210 core
- May 14 2007 11:04:11.873 PMmPnIiQJ reconfiguration request received 0A3200D2006A435F8C750757702076B8 target210 core &
>

Every event in the log is associated with a log level. The access event
resulting from the service test you just issued, for example, is logged in the
event log at the notice level, indicated by the IN description category.

There are six severity levels, as listed in Table 11-1.

Table 11-1: Log Severity Levels

Name Description

Alert A critical system condition requiring immediate attention to
prevent system failure.

Error An error condition that may cause incorrect system
behavior.
Warn An error condition that may cause unexpected system

behavior (for example, a backend HTTP response code is
500, Manager login attempt fails, message validity check
fails).
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Table 11-1: Log Severity Levels

Name Description

Notice A normal, but significant condition (such as a request and
response is allowed through the ACE XML Gateway, a
request message does not match a handler, a user
successfully logs in to the Manager)

Info An informational message. Significant steps in the handling
of a message.

Debug The most verbose log level, includes reports of events that
may be useful when developing or troubleshooting a
system.

The system only shows those events that reflect the logging level selected in
the Manager, which is at notice level or higher by default. For testing, you
may wish to set the level to debug or higher. For a production deployment
ot for performance testing, we recommend setting the logging level to
notice level or higher. As may be expected, more verbose logging results in
slower system performance.

You can change the logging levels from the System Management page.
Notice that the levels can be separately configured for the activities of the
Manager and Gateway. The Manager events are focussed on administrative
activities in the system, whereas the Gateway events provide detailed
information on traffic processing. For policy development and debugging
purposes, setting Gateway logging to debug is particularly helpful.
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PART Ill. SECURITY FEATURES OF THE XML

Getting Started

GATEWAY

Part I1I describes how to build upon the policy settings that resulted from
WSDL import. It takes you through the steps for setting up security and
message validation features of the system.

The following topics are covered:
o Controlling Access to Services
o Securing Traffic with SSL.
o Validating Messages
o Using Content Screening Rules
e Preventing Attacks
e Encrypting and Decrypting XML Content

o Creating and Verifying Digital Signatures
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Controlling Access to Services

Getting Started

The ACE XML Gateway protects services by enforcing access control
restrictions on service requests. The ACE XML Gateway can evaluate a
wide range of credential types in incoming requests, including:

o Certificates

e HTTP Basic Authentication headers
o WSS UsernameToken

o WSS Password Digest

o Username/password combinations found in the message by XPath
expression

o Netegrity token
e SAML token

e IP address

o Time of day

Password-based credentials can be verified against data in the ACE XML
Gateway policy or by external mechanisms, such as Netegrity SiteMinder,
LDAP, Active Directory, or a SOAP service.

You define access conditions for services using a policy object called an
authenticator. All conditions in an authenticator must be satisfied by a
request for it to be accepted by the authenticator.

An authenticator is associated to a service proxy through an authorization
group. The authorization group ties one or more authenticators to one or
more service definitions, as shown in Figure 13-1.

Figure 13-1: Access Control Policy Components

Authenticators Authorization Group m

retrieveQuote [SOAP 1.1 Document]
Partners | submitOrder [SOAF 1.1 Document]

Finance

Sales

submitPayment [SOAF 1.1 Document]

If there is more than one authenticator associated with a service, a request
must meet the conditions of just one of the authenticators to access the
service. The ACE XML Gateway applies optimization strategies to
credential evaluation. If there are several authenticators associated with a
service, it evaluates requests against the authenticator that has conditions
that can be checked quickly (such as IP address restrictions) before those
with more costly conditions (for example, involving cryptographic
operations).
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As another optimization strategy, once a request is accepted by an
authenticator, the ACE XML Gateway does not consider conditions of
other authenticators. Note that, as a result, the event log shows only the
authenticator that actually accepted the request, not all authenticators that
could have accepted it.

Controlling Access by IP Address

If you’ve been following the steps in this guide closely, after creating service
proxies in “Virtualizing Services” on page 23, you set the access level for
the retrieveQuote service proxy to public. At this level, once the ACE
XML Gateway matches an incoming request to a service proxy, it does no
further credential checking. In an actual deployment, it’s more likely that
access to most services would be restricted in some manner.

The following steps describe how to set up an authenticator based on the
consumer's IP address and associate it with the service proxy:

1. In the navigation menu, click Access Control Browser.
Notice that the retrieveQuote service appears in the Public table.

2. Click the Add an Authenticator button.

3. In the Edit General Information page for the authenticator, type
a name for the authenticator, such as BeaglePartners.

4. For the Authorization Group, type a name for a new authorization
group, such as Partners. (Create in new authorization group
named should be selected as the drop-down menu option.)

5. Click Create.
The credentials page for the authenticator appears.

6. With TP Address selected in the Add Credential menu, click
Add.

7. In the IP Address page, type a range of IP addresses to be
permitted in the start and end range fields.

To check that the ACE XML Gateway propetly blocks
unauthorized clients, first enter a range that does not include the
address of the computer from which you are issuing test requests.

8. Click Save Changes.

The authenticator page appears again with the IP address requirement listed
below the required credentials.
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Figure 13-2: IP Address Requirement

iev: Shared | Deploy poley... | \HEEAEFmISETY 0o 0ut 2]
Access Control > Authenticator: BeaglePartners 2]
[GENERAL [ EpIT ]

Name: BeaglePartners
Authorization Group: Partners

[IDENTITY ALERT [ EDIT ]|
Identity Alert is not enabled

[REQUIRED CREDENTIALS |
Add Credential: | SSL/TLS Certificate ~ | [ Add

>

IP Address [ edit ] [ remove ]

Require that the consumer's 1P address is one of these ranges:
" 10.0.4.20 - 10.0.4.22

Exit to Access Browser Delete This Authenticator

Now associate a handler with the authorization group as follows:

1. Return to the Access Control Browser by clicking Exit to Access
Browser button at the bottom of the authenticator page.

Notice that the authenticator and authorization group you just
created appear.

2. Click on the name of the retrieveQuote service proxy, which
should appear in the Public table.

3. On the access control page for the service proxy, click the radio
button labelled Access is restricted to the following
authorization groups.

4. Click the checkbox next to the authorization group you just created,
Partners.

5. Click Save Changes.

The Access Control Browser appears again, this time with the
authorization group you created linked to the retrieveQuote
service proxy.

Figure 13-3: Service Proxy with an Authorization Group

Sub-Policy: Shared

Access Control

These handlers are public.
No authentication il be required for requests to these handlers.

Authenticators. Authorization Group
2 fBaag\ePartners Partners I

6. Deploy the policy to have your changes take effect.
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After deploying the policy, issue a test request as described in “Sending
Traffic to the XML Gateway.”

If testing from a client with an IP address outside of the IP range you
entered for the authenticator, the Gateway returns a “Forbidden” response,
as shown in Figure 13-4.

Figure 13-4: Unauthorized Access Response

<year:1 52D‘:fyear>'r'n

</dateOfBith="v'n Fe

Log Qutput [Last Status: 500 Forbidden] ~
@in

@ <?xml version="1.0" encoding ="UTF-8"7>\n

® <soap:Envelope xmins:soap="http: //schemas. xmisoap. org/soap/envelope/” > <soap:Body > <soap:Fault > <soap:faultcad
@ ing>Forbidden < fsoap:fauitstring > <soap:faultactor >internal-firewall < soapsfaultactor > <soap:detail xmins:det="http: /fr
@ Forbidden. You are not allowed to access thatresource. \n

@ <[det:detaimessage » < /soap:detail = < fsoap:Fault> < /soap:Body > < fsoap:Envelope = \n

(=} 807\

@ dosed sourc 903

Efinished. 3
£ ba
Ready NUM

To see how the event log records access block events, click the Event Log
link in the navigation menu.

Notice that the blocked access attempt is logged at the warning level in the
event log:

Figure 13-5: Access Blocked Log Event

descipLion

‘EVENT LOG SEARCH RESULTS AT MAY 15 2007 12:31:12 AM GMT

Displaying events 1 - 11 (more recent events are shown at the top)
Time (GMT) Description Message GUID Host
May 15 2007 12:31:06.213 AM 320AD201000066D88D2539E33262B2ER target?

E ° 320AD201000066D88D2530E33262B2ER targetz

May 15 2007 12:31:06.213 AW
»

May 15 2007 12:31:06.213 AM Access denied for retrieve!
matched no identity group:

t 320AD201000066D88D2530E33)62B2ER target?
ith access to this
handler: HTTP POST SOAP request
(SOAPACtion:
"http://oakinsurance.com/order/retrieveQuate”)
for [service order.asmx fram 10.50.1.210 2

Controlling Access by Username/Password Credentials

The ACE XML Gateway provides a great deal of flexibility for checking
password-based credentials. The credentials can be validated against data
kept on the Gateway itself or by an external system, such as an LDAP
directory.

The following steps describe how to set up password check against an
HTTP Basic Auth header in the incoming request.

1. If not already open, click Access Control Browser link in the
navigation menu.
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We’ll add another authenticator to the authorization group you
created in the previous steps.

2. Click the Add an Authenticator button.

3. Type a name for this authenticator in the Authenticator Name
field, such as Beagle Basic Auth.

4. From the Authorization Group menu, choose the name of the
authorization group you created earlier, Partners.

5. Click Create.

The credentials page for the authenticator appears.

6. Select HTTP(S) Basic Authentication from the Add Credential
menu, and click Add.

7. In the HTTP(S) Basic Authentication page, keep the default
Verify Using menu selection of Fixed Values.

Notice that other options in this menu include password file
verification (which is a .htaccess-style file with username/password
combinations) and various LDAP verification mechanisms.

8. In the Username field, type a username to be accepted by this
authenticator.

9. In the Password fields, type the password to be accepted.
10. Click Save Changes.

The authenticator page appears with the HTTP(S) Basic
Authentication requirement listed under the required credentials.

Identity reporting allows you to view service activity by user. We’ll
enable it for the new authenticator.

11. Click Edit next to the Identity Reporting header in the
authenticator page.

12. Click the Enable Identity Reporting checkbox.

13. Enable the checkbox next to HTTP Basic Auth Username, the
type of the credential requirement you just configured.

14. Click Save Changes.

The authenticator page appears again. Click Exit to Access Browser to see
the effects of the new configuration in the access browser.
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Figure 13-6: Service Proxy with an Authorization Group

Sub-Policy: Shared Logged in as administrator [JRReE €

Access Control 2]

Add an Authenticator...

These handlers are public.

submitOrder [SOAP 1.1

No authentication wil be required for requests to these handlers. submitPayme AP 1.1
ondicrs |
> Beagle Basic Auth 6 - -
Partners ——| retrieveQuote [S0AP 1. t] |

BeaglePartners

Notice that a consumer can access the retrieveQuote service by meeting
either of the conditions defined in the two authenticators: the password
requirement or the IP address requirement you set up earlier. If we had
added the password requirement to the BeaglePartners authenticator
instead, alongside the IP requirement, a consumer would have to meet both
conditions to access the service.

To propetly test the password requirement, you must set the IP address
condition to block the host from which you will be testing (or delete the
authenticator from the policy).

Deploy the policy to complete the configuration and test the new credential
requirement.

From WTFetch, prepare a request to send to the retrieveQuote service at the
Gateway, as before. However, enter authentication credentials by choosing
Basic as the Auth method and, in the User and Passwd fields, type the
username and password you entered for the authenticator.

Figure 13-7: WFetch request with Basic Auth Credentials

% wfetch - [Wfetch1]

Wia File Edit View Window Help
Ad d Re:
Ve [POST _v] Host: farget210.eng =] ponfocfaut_v]ver[i1 <] FEEE
cadersii
Path: |/order RIS corere—
auth Authentication Connection E:_ontard-T)'pe:

" - i
credentials — —mm_—'-Basic ﬂ Connect: |HﬂD j ﬂ E <%ml version=
Domain: Cipher: :| W Trace :222&3;3&
User:  Jtony Cliert cert: :‘ ﬂ Socket <ordretrieve
; <-Option=
Pagswd: [~ I~ Proxy ; ¥ Reuse :ord;géiz;
<!-Optior
<ord date
A
[ Log output

Click Go!. Since we’re going to check performance data for the service,
once you get a successful response, submit the request several times again
to generate additional performance data.

Now we can view service activity for the user identity we configured:

1. In the Manager web console, click Performance Monitor in the
navigation menu.
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2. Click the expand control next to the name of the handler group for
the retrieveQuote service, ordet.

Notice that the monitor displays statistics for the identity of the user you
created, along with totals for the service operation as a whole.

Figure 13-8: User activity in the performance monitor

SUG-FOUCY: Snared Depioy Policy...
Performance Monitor
Show | - all Gateways — || for st hour |
csv ¥
Average| Request Service Average | Response Processing
Handler Group e b ) e | e e | s T
» (bytes) | Ayg. Min/Max| Avg. Min/Max| (bvtes) |ayq. Min/Max| Avg. Min/Max
El order 5 0 787 |4.376 01'94.3%1; 5479 2}?13055" 667  |4.492 44?5?3?7" 10.798 314784'
g R s o e 5] e 25 | w0 e 4 e
Beagle Basic Auth
— tony 3 0 ver lomy| CASH s )| ZEE copl laam | SZ0L g e 20000
sglénjint‘(lrd%:: nt] 0 0 - - -I- - -/- - - -I- - -I-
v SN N N (R g pevany [ R o S

L user identity statistics

In this case, the authenticator is set up to validate only one identity. If the
authenticator had been set up to verify passwords against a password file or
LDAP directory, there will be as many identities as there are requests from
valid accounts in those credential sources in the monitor.

For details on each statistical category in the performance monitor, access
the online help from the page.
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The ACE XML Gateway can use SSL/TLS to secure traffic with the
consumert, as well as to secure traffic between itself and the backend server.
This example describes how to set up SSL/TLS between the ACE XML
Gateway and the consumer.

Note: For the rest of this document, SSL./TLS will be
abbreviated to just SSL. Strictly speaking, versions 3.0
and below are SSL, while version 3.1 is TLS.

The SSL specification requires that the server present an X.509 certificate
as part of its SSL. handshake. Many clients will terminate the SSL handshake
and abort the communication attempt if the certificate presented does not
meet certain conditions.

The exact conditions that result in connection termination vary from client
to client, but generally, a certificate presented by the ACE XML Gateway
for establishing SSL. connections should have these properties:

o It should be valid (the current date should be between its “valid
from” and “valid to” date)

o It should have the “Server Authentication” extended key usage

e Its DN should have a CN equal to a host name that resolves to the
server's IP address

e The client should be configured to trust the server certificate's
issuing Certificate Authority (CA), and the server certificate should
not appear on the CA's certificate revocation list (CRL)

Most implementations of the system will involve acquiring a CA-signed
server certificate that meets these requirements and installing it on each
Gateway in your deployment.

The Manager console includes tools for generating a certificate signing
request and uploading the signed certificate. For the following
walkthrough, however, you will use an example certificate available on the
ACE XML Gateway sample resources web site.

About SSL Certificate Authentication

The ACE XML Gateway can establish an SSL session with a client without
verifying the client certificate, but in most cases, SSL will be used alongside
client certificate verification.
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The ACE XML Gateway can validate certificates presented to authenticate
clients in several ways. The simplest method is by thumbprint match, in
which the ACE XML Gateway compares the certificate presented by a
consumer to the one configured as an identity requirement. If the
thumbprints match, the consumer is considered authorized.

The ACE XML Gateway can also authorize a consumer based on the
certificate authority that issued the client certificate.

This example shows you how to authenticate by thumbprint match. In
these steps, you first create a new authenticator for the certificate credential.
Then you set up a handler to listen on a secure port.

What You’'ll Need

If you do not have your own certificates to use, for evaluation purposes,
you can use certificates from the resource sample pages at:

http://example.reactivity.com/security.html

Before starting, download a server certificate for one of the Oak servers (at
the bottom of the page) in PKCS #12 format (the following steps use the
tirst P12 certificate in the list of Oak Server certificates, maple.pl2). Recall
that PKCS #12 files are often password protected. The example certificates
are protected by the password swordfish.

Also, you will need a PEM client certificate and P12 public/private key pait
from one of the fictional trading partners of the Oak security team, such as
Beagle Partners, Inc., from the examples Web page.

Opening the HTTPS Port on the XML Gateway

The first step is to open a listening port on the ACE XML Gateway that
will be configured to use SSL:

1. Click the Open HTTP(S) Ports link in the navigation menu.

2. In the Open HTTP(S) Ports page, click the Add a New Port
button.

3. Type a name for the port, such as SecurePort. This name is only
used to identify the listening port within the Manager.

4. For Port Number, enter 443, the conventional port used for SSL.
5. Select the SSL check box.

6. Next to the Public/Private Keypairs label, a message should
appeat that no public/private keypairs have been uploaded. Click
the Upload button next to the message.
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7.

10.

Securing Traffic with SSL

In the upload resource window, type a name for the resource, such
as Oak Server.

Click the Browse button and in the file chooser dialog, locate the
Oak server P12 file you downloaded from the sample page,
maple.pl2.

In the Password field, type swordfish.

With the P12 file in the Public/Private Keypairs field, click
Upload.

The Edit Port page should appear similar to the following:

Figure 14-1: Edit Port Page

11.

Sub-Folicy: Shared

Deploy Policy...

Open HTTP(S) Ports > Edit Port
Mame: |SecurePort
Port Mumber: |443

S5L: [ Use SSL encryption on this port

Public/Private Keypzir:| Oak Server % || Upload...

SSL Cipher Sutte:| - default — |

Listen For: | all traffic on this port b
Static Content: | do not senve static content on this part b
Flex Path: [ Always Use Flex Path

L

Click Save Changes.

The new port should appear in the port list.

Configure the Service Proxy to Use the Secure Port

Now set up the service proxy to use the secure port as follows:

1.
2.

Getting Started

Click the Routing Browser link on the navigation menu.
Click on the name of the submitPayment service proxy.

The information page for submitPayment appears.

Click the Edit link next to the Consumer Interface heading.

From the Port drop-down menu, choose the new port you created,
SecurePort.
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Figure 14-2: Changing Consumer Port

5.

ub-Policy: Shared Deploy Polcy... Logged in as administrator [[RTRNEN ©

Routing > Service Proxy: submitPayment [SOAP 1.1 Document] > Consumer Interface
>

[CONSUMER INTERFACE |

Port: [ SecurePart (443, 6L v|| [(Add a New Port... )

Default HTTP port [80, Insecure
Expased Local Path: el Cr ]

O alow regular expression matching in the local path
O Alow case-insensitive matching of local path
[ pass through GET arguments sent in the POST request path (&.0., 7arg=value)
SOAP Version: | SOAP 1.1 (%
SOAPAction: "|http://oakinsurance.comjorder/submitPayment

blank means the Gatews

ing incoming requests
fined by the Request

g oo chenges ] [Gancel )

Click Save Changes.

Creating the Certificate Access Requirement

Create a new authenticator as follows:

1.
2.

10.

Click Access Control Browser on the navigation menu.
In the Access Control Browser, click Add an Authenticator.

Provide a name for the authenticator, such as BeagleCert, and add it
in a new authorization group, PartnersCert.

Click Create.

From the Add Credential menu, choose the SSL/TLS Certificate
item and click Add.

In the SSL/TLS Certificate page, with the default verification
method selected, SSL Certificate Fingerprint, click Upload to
upload a certificate file to the ACE XML Gateway.

In the Upload Consumer Certificate Resource window, enter a
name in the Resource Name field, such as BeagleCert. This name
identifies the certificate within the policy.

Click the Browse button next to the Local File field and navigate
to the certificate file you downloaded from the sample security
resources page, beagle.pem.

With the path to the certificate file populated in the Local File
field, click Upload.

Click Save Changes. The new certificate requirement appears in
the credential list.
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Figure 14-3: Credential List

Access Control > Authenticator: BeagleCert

[cEnERAL [EDIT ]|
Name: BeagleCert

Authorization Group: PartnersCert
[IDENTITY REPORTING [EDIT]]
Identity reporting is not enabled
[REQUIRED CREDENTIALS |
&dd Credential: 1P Address | Add

SSL/TLS Certificate [ edit ] [ remove ]

For HTTPS requests, verfy ©

e SSL dient cerfficate
® s identical to cate

Exft to Access Browser Delete This Authenticator

11. Click the Exit to Access Browser button.

12. Click on the SubmitPayment service proxy on the right side of the
Public table of the Access Control Browser.

13. In the access control for the service proxy page, choose Access is
restricted to the following authorization groups, and select the
checkbox for the group you created.

14. Click Save Changes and deploy the policy.

Now try issuing a request for the service proxy, passing the Beagle client
certificate with the request, as described next.

Testing Certificate Access Requirement

Getting Started

To pass a certificate in a request with WFetch, you first need to upload the
certificate into Internet Explorer (WFetch can pass certificates in IE along
with requests). The following describes how to import the certificate to
Internet Explorer 6.0. Alternatively, you can test certificate acceptance with
the Curl command line HT'TP client tool.

If needed, download the Beagle Partners P12 Certificate/keypair from the
samples page, if you have not done so already:

http://example.reactivity.com/security.html
After downloading the certificate, follow these steps:
1. In Internet Explorer, click Tools > Internet Options.
2. Choose the Content tab, and click the Certificates button.

3. Click the Import button and use the Certificate Import Wizard to
import the beagle.pl2 file into Internet Explorer.

4. If prompted, supply the password for the file, swordfish.
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Make the following changes in WFetch before issuing a request:

e Choose 443 as the Port.
e For the Connect field, choose https.

o Leave the cipher option at default.

e For the Client cert, choose ** cert from IE **.If you have
multiple certificates in Internet Explorer, choose the certificate you

just uploaded.
o In the Headers and Body field, paste the following:

Listing 14-1: SubmitPayment Request

SOAPAction: "http://oakinsurance.com/order/submitPayment"

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<submitPayment xmlns="http://oakinsurance.com/order/">
<payment>
<amount>246.46</amount>
<account>
<accountNumber>123456</accountNumber>
<routingNumber>789123</routingNumber>
</account>
</payment>
</submitPayment>
</soap:Body>
</soap:Envelope>
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When you click Gol, the response should appear as follows:

Figure 14-4: WFetch with Certificate Configuration

% wretch - [Wfetchi] FEX
Tl Fle Edit Y Window  Help -5 x
== = Advanced Request:
fei “PO,jT | Host: taroet2i0eng reactivity. ~|Pot:[223  —[ver[l1 = ’m  bomfe
‘ath: |/order -

Connection (Content-Type: text A\
ash: [Aomymous =] |icommect: [rios =12 e version="1 0" encoding o
Domain: Cipher:  |default - e iizzgfg;;;?f_?:\mhsxsl: ‘http: /e w3.0rg/2001/XMLS
User: et cert[ostfom B~ o] || gty “ordsubmiPayments\in
Fagswd:  Frooy: ooy JB0 || 7 Reuse <-Optional —>\rn

<ordpayment=\r'n
<ord:amount > 1.5E2</ord:amourt>'rn
<I-Optional:=>\'\n
<ord:aceount>\in

[SOAP Action: "hitp-//eakinsurance. comJorder/submitFayme: 4

<ord; »3</ord g

@ Content-Length: 535

@y

© <7 version="1.0" encod “hitp: s " xminszxsi="https fanansn 3.

@ instance” xmins:xsd="http: 001/XMLSchema™ xmins="http: comforder f"><su
© aymentld>» 159996551 paymentTime »2007-05- 14T 15: 22: 14,5062500-07 o ><amount> e
@ nitlumber > <routinglumber>3</routinghlumber > = /account>< fpayment

@ enishec

< >
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Including a Certificate with a Request from Curl

With Curl, you can issue the test message with the following command (the

entire command should be entered at the command line at one time):
curl -E beagle.pem:swordfish -k -v
-H 'Content-Type: text/xml' -H
'SOAPAction:
"http://oakinsurance.com/order/submitPayment"'
--data-binary @- https://10.0.101.73/order
< payment.xml

Note that the password is passed in the command along with the Beagle
certificate, beagle.pem in this case. Also, payment.xml should contain the
body content passed to the service, which should have the following
contents.

Listing 14-2: payment.xml Contents

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<submitPayment xmlns="http://oakinsurance.com/order/">
<payment>
<amount>246.46</amount>
<account>
<accountNumber>123456</accountNumber>
<routingNumber>789123</routingNumber>
</account>
</payment>
</submitPayment>
</soap:Body>
</soap:Envelope>

Getting Started

57



Securing Traffic with SSL

58 Cisco ACE XML Gateway



Validating Messages

By validating messages, the ACE XML Gateway removes the burden from
backend resources of having to contend with invalid requests.

The ACE XML Gateway can validate messages by:
o Making sure they conform to an XML schema or DTD

e Checking for XML well-formedness, without checking against a
schema or DTD

o Ensuring the presence and values of parameters

When a message is found to be invalid, the ACE XML Gateway can log the
event and, optionally, send a notification.

This section describes how to set up message validation against an XSD
and argument validation. For complete information, see the Cisco ACE
XML Gateway User’s Guide.

Validating Message Body

Getting Started

This section walks you through the steps for validating an incoming SOAP
request against an XML schema. Schema validation occurs before any other
processing tasks are applied to a message by the ACE XML Gateway.

To set up XML schema-based validation:

1. Access the information page for the service proxy for which you
would like to configure request validation.

2. In the service proxy’s information page, click the edit link next to
Request Message Specification.

Figure 15-1: Accessing the Request Validation Page

[consumEer InTERFACE [EDIT]
Port: Default HTTP port (80, Insecure) S Request message
Exposed Local Path: forder e specification

SOAPAction: “http: /joakinsurance. com/order fretrieveQuote™ Edit link

Backend Service <http://example.reactivity.com/service/order.asmx>

REQUEST MESSAGE SPECIFICATION [ EDIT ]‘ IRESPDNSE MESSAGE SPECIFICATION [ EDIT ]|

SOAP Message Validation SOAP Message Validation
well-formed XML only well-formed XML only
Body Body
Method (root element) retrieveQuote in namespace Method (root element) retrieveQuoteResponsein
http://oakinsurance.com/order/ defined by XSD namespace http:/ /oakinsurance.com/order/
defined by 5D

| REQUEST PROCESSING

RESPONSE PROCESSING
SOAP Header Processing [enable ] |

For a SOAP service, SOAP Message Validation options appear.

59



Validating Messages

3. To validate the message with an XML schema, choose the second
option: Content: require SOAP message validation with the
specified XML schemas; reject invalid message.

4. If the message is Document-style SOAP, the Manager has already
extracted the XML Schema file from the WSDL file. You do not
need to upload the schema manually.

If the service is not a Document-style SOAP service but is intended
to handle XML body content, the required XMIL-Schema file is
most likely not stored in the Manager yet. Click the Upload...
button to choose and load the schema.

5. Click Save Changes.

In the service proxy information page, SOAP Message Validation is now
indicated for the request message specification with XML schema-based
content validation.

Once you deploy the policy, messages that fail validation are now blocked.
To test schema validation add an element to the order request body that is
not included in the original sample request, without breaking XML
well-formedness, and try sending the request to the ACE XML Gateway.
The ACE XML Gateway should return a SOAP fault response with a
faultstring of “Validation Error.”

Argument Validation
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For protocols that support arguments, such as SOAP and HTTP/GET, the
ACE XML Gateway can validate the arguments passed in a message. Like
message body validation, argument validation ensures that messages that
reach the backend make sense for the applications that have to process
them.

For a given parameter you can specify:
o whether it is required
o the expected type of the value
o content requirements of the value

The parameter editor is accessible from the service proxy information page
for services whose protocols support arguments.

To specify argument requirements:

1. In the Routing Browser, click the name of the service proxy for
which you want to configure argument requirements.

The service proxy information page appears.
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If the service supports parameters, the argument setting appears in
the Request Message Specification and Response Message
Specification areas of the Service Proxy information page.

Figure 15-2: Service Proxy Argument Settings

argument REQUEST MESSAGE SPECIFICATION [ EDIT ] ‘RESPI}NSE MESSAGE SPECIFICATION [ EDIT ]

6.
7.

Routing > Service Proxy: HITPServeWithArgs [HTTP GET Arguments] : 2]

|EXAMPLE.REACTIV]TY.CDM:SU > HTTPSERVEWITHARGS [ EDIT ]

» Protocol: HTTP GET Arguments
Message Traffic Logging: log statistics only {no message content); on error, log message body

|CDNSUI‘|ER INTERFACE [ EDIT ]

Port: Default HTTP port (80, Insecure)
Exposed Local Path: falikelypath k

Backend Service <http://example.reactivity.com/alikelypath=

settings Arguments Body

none spedified raw bytes

REQUEST PROCESSING | [RESPONSE PROCESSING | B

XML Encryption [enable] Pre-Processing ¥5LT [ enable |

Click the Edit link next to Request Message Specification.
Click the Add a New Row button.

In the Name field, type the name of the parameter as identified in
the message.

Use the other controls on the Request Message Specification
page to specify whether it is a required argument, its type, and
whether to validate its content, type, or both. For XML type
parameters, you can additionally specify an XML schema or DTD
against which the parameter is to be validated.

If want to add arguments that may not be in the request, but want
to verify the argument by schema validation if it is there, for
example, you can leave the Req. check box unselected.

Add a new row for each parameter you want to check.

When finished, click Save Changes and deploy the policy to have
your changed take effect.

The ACE XML Gateway will make sure that the arguments you specify are
in the messages that reach the destination service.
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The ACE XML Gateway can detect and block specific threats embedded in
XML content of the message. An example of such a threat is a SQL
insertion attack, in which SQL commands are embedded in XML data in
the attempt to get a backend server to execute those commands against a
database.

You can control such content-based threats through content-screening
rules. The ACE XML Gateway includes a number of pre-written screening
rules that cover many known threats. In addition, you can add your own
content screening rules as desired.

You can enable or disable content screening rules, as well as create new
ones, from the Content Screening Default page. The Content Screening
Default page displays the status of the content screening rules and the rule
details for each, including:

o the expression that comprises the rule
o the log event generated when the rule is matched

o whether the rule text is case-sensitive

Enabling Content Screening Rules

To enable or disable content screening rules:

1. Click the Content Screening Defaults link from the navigation
menu.

2. Tor a particular screening rule, change the applicability setting from
disable to enable. This default screening rule applies to all
handlers unless otherwise specified in the handler configuration.

3. Click Save Change to Default Setting.

Note that service proxies can override the global status setting for a given
rule (enabled or disabled). You can access service proxy specific rules
settings from the Content Screening settings area of the service proxy
information page.
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Testing Content Screening

You can test content screening by sending a message to the ACE XML
Gateway that contains a string that matches screened content. For example,
to trigger screening on the retrieveQuote handler created eatlier, follow
these steps:

1. Click the Content Screening Defaults item from the navigation
menu.

2. Enable the content screening rules labeled SQL Commands (v. 2).

3. Click Save Changes to Default Settings and deploy.

Now send the following request to retrieveQuote service:

Listing 16-1: SOAP Message

<?xml version="1.0" encoding="utf-8"?2>
<soap:Envelope

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"

xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<retrieveQuote
xmlns="http://oakinsurance.com/order/">
<policy>
<dateOfBirth>
<month>January</month>
<day>DROP TABLE</day>
<year>1960</year>
</dateOfBirth>
<zipCode>94002</zipCode>
<height>52</height>
<weight>150</weight>
<coverage>402</coverage>
</policy>
</retrieveQuote>
</soap:Body>
</soap:Envelope>
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The message includes content that may indicate a SQL-injection attack,
DROP TABLE. When submitted to the ACE XML Gateway, the message
is blocked.

Notice that the log entry generated by a block event indicates that the ACE
XML Gateway detected a SQL command embedded in the message.
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Figure 16-1: Content blocked log entry
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Creating a Content Screening Rule

You can supplement the pre-written content screening rules with your own,
custom content screening rules. The rules are specified as regular
expression statements.

If a comparison between the message and the statement produces a match,
the message is blocked.

To create a custom screening rule:

1.

Getting Started

Click the Content Screening Defaults link from the navigation
menu.

If it does not appear on your screen, scroll down until the Custom
Content Screening Rules area is visible.

Click Define a New Rule.

Provide a rule name to identify the rule in the console, and a
description.

In the Regular Expression field, enter the regular expressions that
match the content you want to screen.

In the Rule Actions fields, you can specify how you want the rule
to be applied to traffic.

Notice that as an alternative to blocking a message, you can allow
the message to continue, with the matched content replaced by a
string you specify. This is useful in outgoing messages to hide
sensitive or private information that may be included in the
message.
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Figure 16-2: Sample Content Screening Rule Configuration

Content Screening Management > Custom Content Screening Rule 2]

DESCRIPTION |
Rule Name: [Confidental

Description: |h\ncks respanse content with the word "confidential” in the message ‘

REGULAR EXPRESSION ‘
Any messages that match this (POSIX-style) regular expression will immediately be rejected.

Regular Expression: |CONFIDENTIAL ‘
»

Use case-insensitive regulr expression matching

[RULE ACTIONS |
B runthisrue on M requests I responses 4] HTTP headers

B When 2 message contains one or more matches for this rule’s regubar expression:

Log this waming event: \

[ Allow the message to contnue being processed

Save Changes
n .

7. When finished, click Save Changes and deploy the policy to have
the rule enforced at the ACE XML Gateway.
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The ACE XML Gateway detects when suspected denial-of-service attacks
are underway, particularly the types of denial-of-service attacks to which
web services are susceptible, XML Denial-of-Service (XDoS).

XDoS attacks attempt to take advantage of the overhead involved in
processing XML messages to overwhelm service providers. The ACE XML
Gateway serves as a barrier to the backend infrastructure, stopping DoS
attacks before they can reach it.

Viewing Gateway Activity

Getting Started

When an XDoS attack is detected, the ACE XML Gateway logs the event
and notifies monitoring systems. Additionally, the ACE XML Gateway can
temporarily block traffic from the IP address that originated the traffic.

To see recently detected XIDoS attacks, navigate to the Manager
Dashboard. The Denial-of-Service Protection chart shows XDoS attacks
detected in the previous hour.

Figure 17-1: Denial-of-Service Protection

Denial-of-Service Protection

Legend
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As shown in the legend, the graph provides information on six indicators of
possible XDoS attack:

e Service Latency. Triggered when the backend service latency
repeatedly crosses the acceptable latency threshold (including
timeouts).

o Service Errors. Triggered when the backend service returns an
unusually high number of errors, such as SOAP faults or HTTP
500 errots.

o Authentication. Triggered when an excessive number of 401/403
errors are returned (HTTP Unauthorized/Forbidden).

o CPU Usage. Triggered when an inordinate number of CPU cycles
on the ACE XML Gateway is required to process a message, for
example if a single message were to include thousands of signatures
to be verified.
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Internal Errors. Triggered by a large number of internal errors are
detected, such as schema validation failures, malicious content, or
invalid digital signatures.

Overall request rate. Triggered when the number of incoming
requests is excessive. This is similar to DoS attacks against web sites
or other network servers.

You can view and modify the current thresholds for DoS attack detection
from the Denial-Of-Service Protection Settings page.

Configuring Denial-of-Service Protection

To change the traffic thresholds that protect against denial-of-service

attacks:

1.
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Under the Policy section of the navigation menu, click on the
Denial-of-Service Protection link (under the Global Security
subhead).

In the Denial-Of-Service Protection Settings page, modify the
settings as appropriate for each of the categories of DoS attack.

If you’d like the ACE XML Gateway to block traffic from the IP
address that originates a suspected DoS attack, check the checkbox
When an attack is detected, block the attacking IP address for
at least 5 seconds.

Click Save Changes and deploy the policy to have the changes take
effect at the ACE XML Gateway.
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In contrast to SSL/TSL encryption, which provides transport-level
encryption, XML Encryption works at the message level. This imparts
several benefits. For one, you can encrypt specific parts of a message,
allowing the parts of the message that are not sensitive to remain in clear
text. Another benefit is that the message can remain encrypted after it
arrives at its destination, so that it remains protected until actually needed.

Encrypting Outgoing XML Content

Getting Started

To encrypt message content, you need to use the public key of the intended
recipient (who will need to use the corresponding private key to decrypt the
content).

To use XML Encryption in an actual implementation, therefore, you will
first need to load the consumer certificates that contain the public keys of
your partners in the policy. Alternatively, the ACE XML Gateway can
encrypt a message with the public key included in an XML Signature of the
incoming request. For this example, we’ll use a public certificate of the
fictional Beagle Partners, Inc.

To set up message encryption:
1. In the routing browser, click the retrieveQuote service proxy.

2. Under the Response Message Specification, click the enable link
next to XML Encryption.

Figure 18-1: Encrypting outgoing response
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ent Screening Defaufts page for 2l content screening rules.

Duplicate Disable Dalere
v

3. In the XML Encryption page, choose the beagle.cer certificate
resource for the Transport with Public Key. If you have not yet
uploaded this certificate, follow these steps:

a. Click the Upload button next to the option menu.
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7.

b. Enter a name for the resource in the policy.
c. In the URL field, enter the following URL:
http://example.reactivity.com/pki/client/beagle.cer

You can leave these options at their default values: For SOAP
Role, Encryption Algorithm, Transport Cipher, and
Encryption Type.

In an actual implementation, you may need to customize these
options based on the expectations of the receiving application.

Select the Element specified by these XPaths option and in the
XPath field enter the following value:

//*[local-name ()="price']
Only the price element of the response message will be encrypted.

Click Save Changes.

If you configured access control for the retrieveQuote service, for
simplicity you should reset it to public access at this point. Doing so
will make it easier to find encryption-related events in the event log.

To set access to public, click the Edit Access Control link at the
bottom of the settings page and choose Public as the access level.

Also, you may want to resume using the default, unencrypted port
80. To change the port, modify the consumer interface setting for
the service proxy, as described in the previous walkthrough.

Be sure to save your changes and deploy the policy.

You can now test XML encryption, as described next.

Testing Encryption

After configuring the message specification for encryption, send a message
to the service from WFetch. Be sure to modify WFetch settings to use the
default port again and Anonymous authentication. A message similar to the
following should appear as the response.

70

Cisco ACE XML Gateway



Getting Started

Encrypting and Decrypting XML Content

Figure 18-2: Encrypted response
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There are several points to note about the response.

o A WSSE security heading has been added to the message describing
the encrypted data.

o Included in the heading is a reference declaration that identifies the
encrypted element: <DataReference URI="#RXFIDIXHYOTE"/>

o DataReference points to the encrypted price element, which in
encrypted form appears as:

<EncryptedData
Type="http://www.w3.0tg/2001/04/xmlencH#Element"
Id="RXFIDIXHYOTE">
<EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#
tripledes-cbc" />
<CipherData>
<CipherValue>wuZ36uMfv7cqJvL.2G/NI=</CipherValue>
</CipherData>
</EncryptedData>

Notice the effect of configuration options on how the response was
encrypted. Feel free to experiment with other options in the interface and
viewing the effects on the response. For example, try using encrypt only
the contents of the specified elements as the Encrypt Element choice,
ot specify additional elements to be encrypted by adding XPath rows to the
configuration.

Note: For a better formatted view of the message, open the
response message in the message traffic log window
instead of in WFetch.

As you experiment with the settings, notice how the ACE XML Gateway
makes fairly complex technology much easier to implement. This applies
not only to XML Encryption, but to other WS technologies as well, such as
XML Signature, SAML, and WS UsernameToken.
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Decrypting Incoming XML Content

Encrypted content needs to be decrypted with the private key that matches
the public key used to encrypt it. This implies that the partner who sent a
message has the ACE XML Gateway’s public key, and used it to encrypt
the protected content. In the settings for decrypting the content, therefore,
you would configure the ACE XML Gateway’s private key as the key used
for decryption.

To set up message decryption on a service proxy, follow these steps:

1. In the Routing Browser, click the service proxy that will issue the
encrypted message.

2. In the service proxy information page, click the enable link next to
SOAP Header Processing of the Request Message
Specification settings.

Figure 18-3: Decrypting Incoming Request
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3. Check the first checkbox, Process header elements for SOAP
Role. Leave the drop-down menu option set to no role.

4. Under the WSS:XML Decryption heading, check Enable XML
decryption using the selected keys.

By enabling this option, you direct the ACE XML Gateway to
decrypt encrypted SOAP elements, but only those that use the
listed keys.

5. Select the private keys you would like to use for decryption. (You
can use the Upload button to upload a certificate/key pair in
PKCS#12 format, if needed).

When you Save Changes, a summary of the configuration should appear
in the Request Processing area of the service proxy information page. Be
sure to deploy the policy to have your changes take effect.
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XML Signature allows users to ensure the authenticity and integrity of
XML data, that is, that the data came from a particular source and has not
been modified since the signature was generated.

The ACE XML Gateway makes it easy to apply XML Encryption to
message processing. You can set up XML Signature generation on outgoing
messages and signature validation of incoming messages.

To generate an XML signature, the ACE XML Gateway uses a private key
to create a digest of the content you specify, either a part of a message or
the entire message. Recipients will then use the ACE XML Gateway’s
public key to process the signature. If the public key can be used to decrypt
the digest, the recipient can be sure that the message must have been
generated by the holder of the equivalent (that is, the ACE XML
Gateway’s) private key. Similarly, to configure signature verification, you
use the public key of the sender.

These steps describe how to sign content of outgoing responses. In them,
we’ll set up signing using one of the resource files on the sample resources
web site, maple.p12 (the keypair for the maple.oakinsurance.com server). If
you haven’t do so already, get the resource from example.reactivity.com.

Signing the Response Message

Getting Started

To configure XML signing of an outgoing response:
1. In the routing browser, click the retrieveQuote service proxy.

2. Under Response Message Specification, click the enable link
next to XML Signing.

Figure 19-1: Signing outgoing response
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3. In the XML Signature page, click the Upload button next to the
Private Key option.
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In the Upload Public/Private Keypair Resource window, type a
meaningful name for the resource as it will be known in the policy,
such as maple keypair.

Click Browse and, in the file chooser, navigate to and select the
maple.pl?2 file.

For the password, type swordfish.
Click the Upload button.
Make sure the resource is selected in the Private Key menu.

You can leave these options at their default values: For SOAP
Role, Include X.509 certificate with signature (which should be
enabled), and Algorithm.

Select the Element specified by these XPaths option and in the
XPath field enter the following value:

//*[local-name () ='retrieveQuoteResponse']

This will result in the entire response element being signed.

Figure 19-2: XML Signature configuration

Routing > Service Proxy: retrieveQuote [SOAP 1.1 Document] > XML Signing - Response e

XML Signature

» Before sending the response to the consumer, sign the message as specified below.

For SOAP Role: | —no role — v

Private Key: | maple.oaknsurance.com v
Include X.508 certificate with signature
[ sign KeyInfo element using SecurityTokenReference (STR) transformation
Algorithm: | RSA-SHAT [+
Sign Elements:  (7) Entire SOAP Body
(5 Element specified by these XPaths:

Example: for a SOAP body named TheMessage, with a subelement userdata use XPath
//*[local-name()="TheMessage'/*Tlocal-name()="userdata’]

[//*local-name () =retrieveQuoteResponse]
Add New XPath Row

)

10. Click Save Changes and deploy the policy.

In these procedures, a specific element was signed. In practice, the entire
SOAP message body is usually signed. Also, XML Signature and XML
Encryption are often used together to ensure the safety and integrity of
messages.

Testing XML Signature

After configuring the message specification for XML signing, send a
message to the service from WFetch. The results will be printed to the
output pane in WFetch, but for a better view of the message, open it in the
message traffic log as follows:

1.

Click the Message Traffic Log link in the navigation menu.
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2. Click on the req/resp pair link for the message entry.

3. In the Logged Message Content window, click the [text/xml]
link in the Outgoing Response Attributes area.

The window should appear similar to the following:

Figure 19-3: Signed response

A https://10.0.101.73:8243/tools/downloadAttachment?msgID-000A4965000003C02CF0621C7 7DA506ARts=114 - Microsoft Internet Explorer =13

<?xml version="1.0" encoding="utf-8" ?>
- <soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/" xmins:xsi="http:/ /www.w3.0rg/2001/XMLSchema-
instance" xmins:xsd www.w3.0rg/2001/XMLSchema’>
- <soap:Header xmins: ttp:/ / docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
~ cwsse:Security xm "hitp:/ /docs.oasis-open.org/wss/2004/01/ oasis-200401-wss-wssecurity-utility-1.0.xsd">
<wse:BinarySecurityToken xmins: wsu="http://docs.oasis-open.org/wss/ 2004/01/ oasis-200401-wss-wssecurity- utility-
1.0.x5d" ValusType="http:/ /docs.oasis-open.org/wss/2004/01/ 0asis-200401-wss-x509-token- prnrle 1 0#X500v3"
EncodingTyps="http:/ /docs.oasis-open. Drg/w§§/2004/01/oa§|§ 200401 p
wsu:1d="RXFIDHKQVLEC">MIIEOTCC QFADcquLMAksAmEEnmcwmxr]AusguvnAgT
uXdeAwDus4/auznsnﬁJou5Lm44xnv5scbuswuwguhns1Ln5/3ruova1;|mwnxs/zuuzyuz
SEM= </wsse:BinarySecurityToken>
- <Signature xmins="http:/ / www.w3.0rg/2000/09/xmldsig#">
- <Signedinfos
<CanonicalizationMethod Algorithm="http:/ /www.w3.0rg/2001/10/xml-exc-cldn#" />
<SignatureMethod Algorithm="http:/ /www.w3.0rg/2000/08 /xmlIdsig#rsa-shal® />
-~ <Reference URI="#RXFIDGKQVLEC">
- <Transformsz
<Transform Algorithm="http:/ /www.w2.0rg/2001/10/xml-exc-cldn#" />
</Transforms>
<DigestMethod Algorithm="http:/ /www.w3.0rg/2000/09/xmldsig#shal’ />
<Digestvalue >PWEN7XYqZnkBljQk1AxlinY4JaE=</Digestvalue>
</Reference>
</Signedinfoz
<SignatureValue >fe2ouz2akjKye18/pD7 /ey Tejs+ 71h0/txr qT9ziash
rilssvXmiZgcrfQlyoj7waqwlwAOa7rdipEMZLMYI1jNEY +ejP4iQRGNIdAZai6R / Na+fymYHGGFt
46f1peSI9RxdkMFF791=</SignatureValue>
-~ <Keylnfo>
- <wsse:SecurityTokenReference>
<wsse:Reference ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-
1.0#X509v3" URI="#RXFIDHKQVLEC" />
</wsse:SecurityTokenReference>
</KeyInfos
</Signature>
</wsse:Security>
</soap:Header>
- <soap:Body>
— <retrieveQuoteResponse xmins="http: / foakinsurance.com/order/" xmins:wsu="http://docs.oasis-open.org /wss/2004/01/oasis-
200401-wss-wssecurity-utility-1.0.xsd" wsu: Id="RXFIDGKQVLEC">
- <retrieveQuoteResult>
<quoteld>0</quoteld>
<quantity>0</quantity>
<price>348.92</price>
<expiration>2006-02-17T11:33:50.4062500-08:00 </ xpiration>
~ <policy>
- <dateOfBirth>
<month>March </month=
<day>10</day>
<year>1970</year>
</dateOfBirth>
<zipCode=94105 </zipCode >
<height>510</height>
<weight>150</weight>

<coverage>3</coverage>
</policy>
</retrieveQuoteResult>
</retrieveQuoteResponse>
</soap:Body>
</s0ap:Envelope

Notice the following features of the response:

o A Signature element appears in the WSSE security header. For
simplicity, the response in Figure 19-3 doesn’t show encryption
features configured in the previous walkthrough. If you have left
encryption enabled, the Signature element will appear alongside
the EncryptedKey element in the security heading.

o Inthe figure, the BinarySecurityToken element content has been
trimmed. In your message, it should be considerably longer.

e The retrieveQuoteResponse element has several new attributes.
The wsu: Id attribute value identifies the element as the target of
the URI value of the Reference element for the signature.

These features enable a receiving application to ensure the validity and
integrity of information in the signed element.
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